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Preface

A successful boiler room fraud can create more than 1,000 victims along with damages exceeding 30 million
Euros. Usuallyhoiler room fraudvictims were merely trying to increase the return on their savings when they
were defrauded byuthless shares salesmen working for an internatipngiminal organization Some victims

ended up losing most of their savings and some of them have even taken their own lives because they were unable
to face the shame that comes with significant finemhéosses.

Prevention of boiler room fraud is difficult becausdtefsocial engineering aspects. Informing society about
investment companies that operate without a license is obviously not enough.‘Despite official warnings, boiler
rooms can continue tgrow for months. The current system of warnings is clearly not effective and the
temptations, in combination with the persuasive power of boiler room saless®mng. This book may be able

to help.

The author, Frans Roest, has been studying and d@nglymiler room fraud for many years. He describes the
structure and the modus operandi of international boiler rooms and identifies red flags that warn us for this evil.
Although this is not his first book on the topic, it is his first in English .

Becaus of his thorough understanding of the subject, he can address.it in-a structured and balanced manner. He
describes the way in which sophisticated crimmrganizationsoperate by plainly talking about sales persons,
websites, phone calls, envelopes, &te.does so effectively. and without jargon, as the man in the street must be
warned in a simpho-understand manner.

This book may encourage monetary authorities .and associated administrations to further improve the
effectiveness of their warnings aboubiker rooms. Future published cautions may not only disclose the identity
of the company operating without license; but also.its risk profile. Investors will be alerted when this profile
YO2NNBE&LRYRAE (2 GKSANI 02AfSNI NRB2YQO®

In my opinion, the author has steeded.in making this technical topic accessible to fraud auditors worldwide and
to the greater public, especially to those who need it most: investors looking for a higher and safer return on their
Ay@SaldySyidaod ! NByQid S |tfK

The Institute of Fraud Audite (IFA) Belgium is happy to offer this bookwww.ifabelgium.be as download to
investors, fraud auditors, victims and other interested parties.

BrusselsSeptembef017

EvertJan LammerdjonoraryChairman of the Institute of Fraud Auditbrs

1 https://www.ifabelgium.be/en/home2.html, (2017).
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1.0 Introduction and scope of the problem

1.1 Introduction

In this study we look at a specific form of international investment share scams, the criminal act of
selling worthless shares, naxisting shares or other financial derivatives using high pressure sales
tactics such as cold calling, or thghumediums like -enail and the internet. The efficiently structured
boiler room represents just one of the many types of groups that perpetrate masketing fraud. It

Ad GKS | dzii K Dol ontstabk ffau@ stamdir&underestimated due to thfact that to

this day, mosnational governments still do not know how to adequately address this international
form of organised crime.

An Australian report about serious and organised investment fraud states that one ahaire
challenges in developing responses to such activities is the lack of available tried and proven practical
examples: In this study the author hope® ffill this gap to some extent.

This study describes international impressions in the«campaign admiiler room fraud worldwide

FYyR Ffa2 | ydzYoSNI 2F W3I22R LINF OGAOSaQ Ay GKS TAS
Australa, Canada, Great Britain, The Netherlands, Spain, Hong Kong, USA and, more recently, New
ZealandThis informatiorhas beerderived from open sources (public domain information).

Chapter 1 of Part 1 discusses the scope of the problem.

Chapter 2 of Part 1 deals with a number of concepts and definitions used in boiler room and stock
fraud literature.

Chapter IJdiscuseswith the characteristics and operation of well organised boiler room frauds.

In chapter 4, several strategiese discussedised by boiler roomsdesigned to persuade potential
investors to purchase penny stock.

In chapter 5 examples of best practicedth respect to prevention and public warnings against boiler
roomswill be discussed

Seeingthe rise of internetbased investments into FOREX products, it is essential to describe the
associated risks and investigations on this subject. $tigisiject of discussion irhapter 6. Chapter

6 also examines organized fraud pertaining to binary options often with atieedof 30 minutes or

less.

Subsequently;ltapter 7 delves into the rise of private asset tracing assearecovery agencies. And
in chapter 8 actions of disgruntled victims are discussed.

Finally, bapter 9 discusses recommendations regarding international cooperatigtotmllycombat
the activity of boiler rooms.

2 'Serious and Organised Investment Fraud in Austraéipbrt produced by the Australian Crime Commission
(ACC), page 8, and the Australian Institute of Criminology @ICdmmonwealth of Australia 2012, page 37.
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Part 2 provides a closer lookanumber of actual boiler room, forésade and binary cases whidre
referred to in Part 1dealt withby country. The reader of this work can gain more knowledge through
the offered background information. This study closes with a Bibliography and a short list of
documentaries and films.hEre is also aery short directory referencing relevant internet addresses
and websites which can be helpful in the battle against boiler room fraud.

1.2  Scope

LY mMdpdhdcI | ! of & { BeéciuSe of the in@tistiteSnatur©dt tife@iiinmuzRe8rieing &
fraud is a nationwide problem requiring the commitment of state and federatidarcement. Vigilant

law enforcement is necessary to respond to telemarketing fraud, to punish thase who perpetrate it,
and to deter others from entering the aret

Estimates of financial fraud in The Netherlands, incluthioiger room scamsyere about500to 750
million according to theAuthority Financial MarketéAFM) in 2006* In later reports the Dutch AFM
was more reluctant to quantify losses.

In March 2010, a spokesperson for the British FSA announced on its website that financial damage
caused by boiler room scams in the United Kingdom would ave20€ million a year. On average,
British victims tend to lose about £20,000, which they arkkety to recover.

Ly GKS ! yAGSR { (I 68BN GKSy Cinkie @8oydrheiiiiz2d® Whick
revealed that the total sum of investments lost amounted to over $ 8 bilind that more than
120,000 victims were involved.

In 2010 the International Madglarketing Fraud Working Group (IMMFWG) revealed in a Mass
Marketing Fraud Threat study, that there were no comprehensive and authoritative statistical data
regarding the scope of massarketing fraud on a global level. Biiet available evidence indicates
that massmarketing fraud schemes generate losbgsmillions of individuals and business around the
world, estimated at tens of billions of dollars each year. These scheamesngwhich boiler room
scams, typically benefihembers of criminabrganizatiors and groups, while devastating the lives and
financial welbeing of victims and their famili€s.

The Australian Task Force Galilee estimated that Australians lost approximately A$ 113 million in the
period fromJanuarpn n T G2 ! LINAf { SN2 diaa I Iy RN NG y. DEBgRY Ly 0S
Several studies, including one finche Netherlands, conclude that only 5 to 20 percenthafvictims

of investment fraud report to the police or notify the appropriate erdement authorities®

3 Kathryn E. Landreth, United States Attorney, District of Nevada, witness for the U.S. Special Committee on aging,
06.03.1996Http://www.usdoj.gov/criminall/fraud/telemarketing/Landreth.htm(2001).
4 AFM Year report 2005 page 60. The number of by the AFM observed illegal financial activitiesisgtiThe

damage to the consumer was about 250 million in 2005, but in reality will probably be much higher. Estimates are
in the neighbourhood of 500 to 700 million.
5 9f Ay S. 2a2NENI w2 Y Q oHtpIWIW. & dsrdaims/RE@4#19d88a520d-11e38c42
00144feabdc0.html#axzz3DvcE5GED14).
Http://www.fbi.gov.news/stories/2010/december/fraud_120610/fraud_12061@014).
LaaC2Na¥saWNJ] SGAy3a hgedzR ¢ KNBI (i Q
8 Kunst&Van DijkW{ f I OKG 2 FFSNBR OKI LI Gy TN} dzRSY SSy SELX 2NBNBYyR 2
van financieeeconomische criminalitetQ Ly § SNIBAOG X ¢Af 0dzZNAX O H NN GO D
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Moreover, in a report from the I Office of Fair Trading it is said that less than 10 per cent of victims

2 T K¥Y NB  LJdzNJefdrt #hése frabds ldzRw@ry difficult to accurately estimate the scope of

boiler room fraud solely based on judicial statistics because these cases are not registered as such
within police YR 2dza G A0S NBIfYad LyadSFIRI GKS&aSnowrt GiSNA
Y2ySeé 1 dzyRSNAY3IQd {SOdzNA(iASEa |yR 9EOKIYy3AS [/ 2YYA
the public since 2009 about an increase in rogue stock traders and boiler room activities. In the
Netherlands the AFM warned the public on their websitd amthe press about a strong rise rogue

stock traders'

In February 2013, the Dutch AFM announced once again that despite the decrease of the number of
reports, they regard boiler rooms as a significant problem which should be labelled gxioigty.*

At the end of 2010, the Austrian supervisor, thimanzmarktaufsichtsbehérd&MA) issued a public
warning because they noticed a strong increase in foreign fake news announcements, newsletters
and analyst comment¥

Andin the year 2012, the @giumFinancial Services and:Markets AuthotF$sMA) announced that
161 files dealing with possible violations of financiald&dion, primarily pertaining to boiler room
fraud, had been openedhis was a record performanéé.

Furthermore according to research (2012 Investor Index) by @snadian Securities Administratprs
slightly more than onguarter of Canadians.(27%glieved theyhad been approached by a possible
fraudulent investment scheme at some point in their lives and overdfafanadians (56%) agreed
they are just as likely to be a victim of investment fraud as anyone*€lse.

In 2012 the Australian ACC concludegiefious and Organized Investment Fraud is not an opporitunist
crime, but a calculated, sophisticated aondganized criminal event that can attract experienced
investors, with many individualsbeingwietimized"*®

The Financial Services Authoriff:SA) in the U.K., in 2013, also confirmed that experttrared
sophisticated investorsften fell victim.to baler room scams. Historically, those targeted are older
people with previous experience ofinvestments of share dealing, who typically lost 0265008 to
the fraudsters. In 2013, fifty percent of the investors were over 65 years old. And the biggeistliall
loss recorded by th&lational Fraud Intelligence Bure@NFIB) was in 2013 amd an amount of £1,2
million 16

In March of 2015, th€ity of London Policevhich is home td\ction Fraudand the NFIB, announced
that between October of 2013 and Septber of 2014, more than £ 1.73 billion was reported to Action

9 {SS NBLRNI hTFTaOESIZROCI AWI 2 WIIRAY IZTF Yygdgeie® and7ONJ SG SR a Ol Y&

10 G.denBrinSy a® 2 ZLfal I ¥ NH OKdzs (i DHe? Ridan¢ieeR Dagllad2ayah@aN 2009@n
WFMkrijgt fors meer tips over fraudezakerQ A0 A RSY Ho FSoNUzZE NA wHnnogd

11 'AFM waarschuwt tegen boilerroombttp://www.afm.nl/nl/nieuws/2013/feb/boilerrooms.aspx (0502-2013).

12 'FMA warnt Anleger vor boomender Anlagebetrugsform "Scalpifiglibiose Infodienste pushen in betriigerischer
Absicht Kurse wertloser Aktiemww.adhocnews.de 14 Dezember 2010.

13 According taFSMAspokesmardim Lannoo, in dagblad De Tijd, 13 maart 2p&8jna 27.
Daan Ballegeet’ h LIt Av@rKkieiheyb8leggs van naast de verwarmingske@l.

14 Http://www.investright.org/investment_fraud_canada.aspf014).

15 ACC, (2012)Serious and Organised Investment Fraud in Austradiport, page 1.

16 Www.thisismoney.cadJ.K/money/investing/article1607734/Boilefroom-scamssharesrip-offs.html, (2015).
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Fraud as lost to fraudsters by 5252 investors across the U.K. It also calculatstpbats experience
and access to millionsf reports of fraud, that eaclkeity-based boiler room was makiragmost £1.25
million on averagé’

Lastly, the FBI announced on its website in 2013 that they had shut down an internationally operating
boiler room ran by Sandy Winickhecall centeravere situated in Vietam, Thailand and Canada while

the victims affected were from 35 countries. Theganizationgenerated more than $140 ridn
through various brokerage and bank accounts under toetrol.

1.3  Expectation for the foreseeable future

Because of thdow interest ratesafter the banking cris, 0082011),it is expected that small
investors searching for higher rates will become pervious to cold calls from boiler rooms. For that
reason alone, the number of boiler room victims is expected to increase. @efucbncern is the
number of repeat victims and underreportifA coherent and international approach by Financial
Authorities,all over the worldwill therefore be necessary.

Governments should be concerned that investment fraudsters will also findoppartunities from
regulaory reforms in the pension sector. There is.a growing trend. to encourage retirees and those
with savings to ensure of their own pensions. In thi€ Uor example; pension industry leaders eals
concerns that such reforms migprovide a new opportunity for such scaff€onsequently, UK
regulators are expecting that scam activity will intensify to a predicted £4.7 billion a%ear.

This book strongly advocates enhanced puptigate cooperation because government by itself,
lacking capacity for one, is not able to decimate the boiler room Hydra Monster, let alone destroy it.
(See also Chapters 7 and 9).

Malafide FOREX and Binary Options firms also use boiler rooms as a means to sell their financial
products to uninformed cligts.

During the pasftew years;it has becomemore obvious that malafiderganizatiors have become
involved in the FOREX and Binary Options trade because potential earnings globally are in the billions
and the regulatory oversight of the internationhde is minimaP! The number of complaints filed

with financial oversight agencies rises annuallg.government can possiblignore this problem any

longer and they must fight these new forms of fraud by increasing their commitment to counter these
devdopment and through stricter regulatiofs.

17 www.actionfraud.policdJ.K/operation-broadway 18 March 2015, (2015).

18 PaulBarnes¥{ (i 201 VYIFINJ SG aldlyvyaszr akKSitft O2YLI yASAX LISyye akKl NS
9 E LIS Nangeniafidh& Journal of LavGrime and Justice 48 (2017)-64.

19 http://www.ft.com/cmsY Citi#boiletNB 2 ¥ F NI dzR ONI O R2 4(@019).0KA S@PSa TFTANRG & dzOC

20 5F AR . FNNBGZI |1 2YSPdice fid itddib skyscadisBnafaizG/NT SON GRRAral2 a1

http://www.telegraph.coU.K/news/U.Knews/crime/11482823/Policeaid-iconicskycrapersan-fraud-
crackdown.html (2015).

21 {AY2Yl 2 8KPIBRAEWBAW2T ¢St | GABY L aNIHe fin@sof Igrhel Mafch | Y2 NI f

23,2016. http://www.timesofisrael.com/thewolvesof-tel-avivisraelvastamoratbinary-option, (2016).

(

ORAGZ2NNIEFNE WLINA2YaY |y L aNITBeTimashf sfaeljiMaichi28,R016. {2 o6S &G 2 LJ
22 ¢AYSa 27T L BiNaryDptions!RyA GL2aNIFSEYA 4a OF Y (Maichi28,R016 G2 0S8 a2 LIISR

http//www.timesofisrael.com/binaryoptions-an-lsraeliscamthat-hasto-be-stopped, (2016).
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Already in 2010 the IMMFWG, which was established in 2007, and consists of law enforcement,
regulatory, and consumer protection agencies from seweunntries, as well as Eaywol, soughtto
facilitate the multinatonal exchange of information and intelligence, the coordination of ebosder
operations to detect, disrupt and apprehend masarketing fraud, and the enhancement of public
awareness and publieducation measures concerning international masarketingfraud schemes?

As far as enforcement efforts are concerned, the specific structure and operation of boiler rooms need
to be considered so that specialized enforcement units of the police and Justice Department can be
utilized in such a manner that tHemowledge and expertésrequired in this fight will not be lost. The
know-how of specialized enforcement units should therefore be recorded and shared. These
enforcement units should maintain contact with their fayaicounterpartsthus enabling informagin
exchange and international cooperation.

23 LaaC2alYa&® al NJ S CNIdzRX F GKNBIFG FaasSaavySyidaqQr LI 3AS oo
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2.0 Definitions and explanations

2.1 Boiler Roomfraud

According to the L& SEC in a 1974 cageW. 2 Af SNJ w22YQ | OGAGAGE O2yaniz
customers securities of certain issuers in lavgkime by means of an intensive selling campaign

through numerous salesmen by telephone or direct order, without regard to the suitability to the needs

of the customer, in such a manner to induce a hasty decision to buy the security being offered without
disclosure of the material facts about the issbér

¢t KS RSB®PRYI &NR geR/@Yran the place (roomyhere trainedsalesmen ircall centers

areat workand from where potential individual investors are contacted by phonemaéout of the

blue.?® These individual investors are put under pressin® making a rushed decisioand are
purposely misled so that they invest in shares, financial values and'commodities at prices far above
their actual valueThe frauds are well orgiésed and conwvicing, with constantly evolving modus
operandi?’ The types of shares promoted tend to be those of unlisted companiepratiaitial Public
Offering(pre-IPO) stage, highisk shares or shares in newigted companies. When sold to investp

the sharesare, at best, significantly overpriced and, atworst, worthless or untradeéble.

2.2 (Stock)broker

A brokerdealer is a financial firm that trades securities; either for th&mnaccount or on behalf of

other firmsIf a brokerdealer firm is tradingecurities on behalf of a customer account, it ésireg

as an agent or a brokeA broker is an individual or party (brokerage firm) that arranges transactions
between a buyer anda seller, and gets a commission where tdeal is executed. A bonafide
(stok)broker must be licensed. Boiler room fraudss present themselves on the phone and on
websites as (stock)brokers. Sometimes boiler room fraudsters use names and registration numbers of
bonafide brokers.

2.3 Cold calling

¢ KS dO2NFRLY because the person receiving the call is not expecting to be oaled not
specifically asked to.be contacted by a sales person. A cold call is usually the start of a sales process
generally known as telemarketind-he investment opportunitiepresented by the boiler room
salesmen by phone througl 2 f R @bst of theytimeinvolve promoting stattp companies or
languishing companies that suddenly appear to be of interest again because of a spectacular invention.
This may be the discoveof a new lifesaving medicine or the reactivation of a gold miméugust of

24 SEC v. R.J. Allen & Assoas, B86 F. Supp.866,874 (S.D. Fla. 1974).
25 ¢ KS RS®RYKI S MRV defined. Each case where the term boiler room is used, a criminal and/or
illegal operation presenting themselves to the outer world as 'broker' is referred TthérNetherlands, boiler rooms are
qualified as illegal investment firms involved in illegal securities brokerage.
26 A distinction must be made between boiler room fraud and other forms of organised crime by which (cyber) criminals,
through call enters of large companies, attempt to gain access to corporate information and/or bank accounts through
LIKAGKAY 3 YR ARSyGAGE TNI dzR G S OK/YIALljtdzS/aSby(SesNE(E. NP XA Odzt | NI F 2 NI

27 ‘Serious and Organisedviestment Fraud in Australi report produced by the AustrafiaCrime Commission (ACC), p&gend
the Australian Institute of Criminology (AIQ)Commonwealth of Australia, (2012).

28 Europol Review, General Report on Europol Activities (2009, &g

29 http://www.linkedin.com/company/brokerdealerfirms, (20L3) andHttp://en.wikipedia.org/wiki/Stockbroker(2013).
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2011, for instance, reports in Australia suggested that the high price of gold was being Usesl to

investors to invest in 'mining companies' that allegedly had high gadrves and thus would be a

lucrative investment in light of the current market downtufhiCommon tactics used by boiler room
alftSaySy AyOfdzRS GKS Iyy2dzy OSYSyid GKIFG WGiKS TANY
I f a2 | yhdiablhdzd tak Y (IRA.FTSNRA Yy I Q

Cold calling is prohibited irhé EU and regulated by law in other western countries. In theé, tbr
SEFYLX Sz O2yadzy S&N&GS OB Iy ANDByarAta (i BasJise@iliengurk that thé A & G Q
O2yadzySNNa LI 2ngved frgndzgléntaikéting databiBes worldwide. Opt OuK Wil

remove the consumers consent from these companies once regist@tagsit becomesillegal for

these companies to contact the listed consumer. If they do, they can be fined up.to £50,008 by th
Information Commissioners Office, the government body that regulates Opt But'U

2.4  Market manipulation

Market manipulation occurs when someone deliberately makes false statements elbbcwnstances

that are of crucial importance for the valuatiaif financial instruments or conceals information that
lawfully requires disclosure, if the false or concealed<information has the potential to influence the
stock exchange or market price of certain securities. The prices of penny stocks traded bybailer r
organizatiors are manipulated in this manner.

6Marking-the-clos€g A& | F2NXY 2F YENLSG YIyALMzZ | GAz2y GKIF G
price of a security by executing purchase or sale orders at or near the close of normal trading hours.
Such activity can artificially inflate or depress the closing price for the security.

Admatched trade is an order to buy or sell securities that is entered with knowledge that a matching
order on the opposite of the transaction has been or will be esdefor the purpose of (1) creating a
false or misleading appearance of active trading in any publicly trades security; or (2) crdalseg a
or misleading appearanceith respect to the market for any such security.

A dwash salé& is an order to buy or sell securities resulting in no change of beneficial ownership for
the purpose of (1) creating a false or misleading appearance of activity trading in any publicly traded
security; or (2) creating a false or misleading appearanch wipect to the market for any such
security.See als@& 2.10 were the Pumyand-Dump scheme is described.

2.5  Insider trading

WL y & A RS dttuis MiheR peysd@n® use inside infation to buy or sell shares @ company,
thereby gaining an unfair econamadvantage. Inside information is any information not in the public
domain which, if made public, would likely have a significant effect on the share price and give the
investor a considerable incentive to buy or sell.

30 Mining company stock values or often measured in the amount of gold reserves, which are difficult to both estimate and
Verify. Fitzgerald ¥C 22 f & JI2f RY hTFSYRSNE NHzi Rheihgstraloh, 26KAugugd112 y Y SOl f Ua & dzNJ
See page Berious and Organised Investment Fraud in Austrajert produced by the Australian ACC and the
Australian AIGO Commonwealth of Australia, 2012.

31 http://www.optout U.K.com/blog/nationatdo-not-calklist-U.K!/, (2013).
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For example, when a stoaorporation has just secured a substantial and lucrative order and the
employee buys shares in the company because he knows prices will rise as soon as news of the major
order is made public, it is considered insider trading. Boiler rooganizatiors almet always inform
potential investors by phone that they are in possession of some kind of insider trading information
which will lead toshare priceshat will dramatically increases{rong risingin the near future, such as

an IPO. In connection with ider tradingthe term® N2 y (i isldizgdy Strigtliy $peakingowever,

front running is the illegal practice of a stockbroker executing orders on a security for its own account
using advanced knowledge of pending orders from its custofiers.

2.6  Scalping

6Scalping Aa | FNI dzRdz Syd LINF OGAOS 2F LINBY2(GAYy3I GKAN
that the promoter had some financial interest in that security, such as receiving compensation from

the issuer for promoting the security, @wning that security and then.selling it contemporaneous

with the promotional activity to profit from the market activity that follows the promotion.

Ww{ O fishdarg/cBriimonly known asont running,A {(th@ @ractice of purchasing a security for one's
own account shortly before recommending that securftyr longterm investment and then
immediately selling the security at a profit upon the rise in the market price following there
recommendation. Scalping illegaf®

2.7  Churning

A broker typically earns a portion of the commissions or other fees on each purchase or sale of
securities that the brokerage firm makes for an investdfhen a broker engages in excessive buying

FYR aSftfAy3a o0AdSdE (NI RAYAdey 2 To RBOVNR 1 @B\ a MBS NRA
investment goals and primarily to generate commissions that benefit the brifkerbroker may be
Sy3alr3asSR Ay Iy Af (OKAING AnNIQOGAOS (y26y | a W

For example in January 2017 the SEC charged two Nevba@®# brokers with fraudulently using an
in-and-out trading strategy that was unsuitable for customers in order to generate hefty commissions
for themselves. Their strategy, which generally involved selling the securities within a week or two of
purchase ad charging customers a commission for each transaction, allegedly resulted in substantial
losses for 27 customers.

2.8 Microcap stock

The concept ofd A ONER O refersitdicBndpanes with little (micro) capital. Microcap stocks are
inexpensive andre usually traded in small portions. Many microcap stocks are penny stocks, which
the SEC defines as a security that trades at less than $5 per share, is not listeationa exchange,

and fails to meet other specific criteridhe Microcap stock trades ioften illiquidwith minimal
KA2G2NRAOFE (NI RAY3I I oddithedm (ddy/ ¢ ISNBOF@ING BahiResda0s | G

32 Http://en.wikipedia.org/wiki/Front_running (2014).

33 Https://en.wikipedia.org/wiki/Scalping_(trading)2015).

34 {9LY28ai2N ! f SNIY 9EOS&aABBargMNIORAY I i LygSaiz2NBEQ 9ELISYyasQ
https://www.sec.gov/oieal/investoralertsbulletins/ia_excessivetrading.htm(2017).

35 https://www.sec.gov/news/pressrelease/201Z.html, (2017).
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2y GKS WdA f STTEBB)or @TE Rikk@Xets® The principal intedealer quotation

system is NASDQ in whibtokers and securities firms provide competing bids to buy and sell Nasdaq
listed stock. The result is an orderly marketich isregulated byFINRANASDAQ is separate from

and should not be confused with the U.S. OTC marketlzenOTCBB quotation sgst. Although
FINRAegulates both the NASDAQ and OTCBB, the lattenot listed on NASDAQ or any of theS.
national exchange®©n occasions, the OTCBB is referred to the NASDQ Bulletin Board but this is
misleadingThe OTCBB stockshametraded bya group of market makers that enter quotes and
trade reports through a closed computer network run by OTC Market Group Inc.
(www.Otcmarkets.com), a private company, which provides electronic afias, trading,

messaging, and information platforms for altd 0,000 stocks?

In general, mainly shares from small and medium companies are noted and the rates of OTC shares
are volatile to very volatileand hence risky. To be eligible for OTCBB quotation, companies must,
among other things, register the classsetcurities with the SEC and file limited periodic financial data

to the SEC. Companies with a stock exchange listing on the OTC Bulletin Board do not have the same
obligations as th@nes on oher stock exchanges like NASDAQ, such as the requiremenravougr

periodic financial reports and mandatory audits.

Accoding to Nick Savona, a security fraud dinvestigator in Washington, D.C, plays this lack of
G0N yaLl NByOeé LISNF SOl Pmthdapsere di duBtedTildhcdeRtatén@mtsta K I y R
disclosure, investors might be f@d to rely.on limited publiclyavailableinformation. Boiler room
organizatiors and pumpand-dump perpetrators specifically aim at selling cheap exchange noted

shares pennystockgbeing traded on the OTCBB.

Frankfurt iswidely known for its reputable stock exchange. Boilemndraudsters therefore ofterell
AYy@SaiG2NAR GKI G loquoedVniBragkii® (WK®Bdz1LJdiaK A3 fWWEle SR Ay
touching on the good reputation:of the Frankfurter stocklexege, they really refer to the Frankfurt

Open Market, also known as-the regulateabofficialmarket. The Open Market's listing requirements

are lightly regulated. There ‘are, for example, no asset requirements so firms can list with little or
nothing on treir balance sheets. There are no revenue requirements and there is no need to publish
audited reports or even state how many shares have been isSugailer rooms ofterfalsely claim in

their contact information.that they are located in Frankfurt in ateatpt to heighten the perceived

reliability of their deplorable establishment.

Paul Barnegeports thatboiler room shares have also been listed in thK 0On the Alternative
Investrent Market (AIM), OFEX and PLUS. Elsewhere in Europe, boiler roomteherdeen listed
on Xetra and the Frankfurt and Berlin exchanges.

36 www.otcbb.conY Thé OTCBB is an electronic quotation system that displaysmeajuotes, lastsale prices, andolume
information for many OTC securities that are not listed on the Nasdaq Stokkt\dr a national securitiesxchange. Brokers
who subscribe to the system can use the OTCBB to look up pricasraquates for OTC securitigdthough the Nasdaq
oversees the OTCBB, the OTCBB is not part of the Nasdaq Stockb¢20ka).

37 Pink refers to theriginal sheets which began i®04 reported market data on pink coloured paper. The service was run
by the National Quotation Bureau. It changed in name in 2000 to Pink Sheets LLC and to OTC Markets in 2010
www.otcmarkets.com, (2015).

38 Paul Barnes#{ (i 2 O1 Y NJ S (i anie€) peny shardsKbSilerfroorisantlcbld caling:9 E LIS NAnRialidha
Journal of Law, Crime and Justice 48 (2017), p. 55.
39 bAOl {¢SA2NHYWI WIKS @SAt 2y OKENDUIRE &x G PGB MY K daR deE KT S 6 Nzl NB |
40 http://www.sec.gov/answers/pink.htm, (2013).
41 Tony LeveneBoiler Room shares scams ddiK.investors out of £ 200 m. ayebtl Q ¢ KS Ddzr NRAIF YS Hn WdzyS Hn
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In 2011, the British FSA issued warnings about several boiler rooms who stated that they were selling
shares of companies that were about to list in Frankft@ne of the promoted firms welNazca Mining
with a part interest in two Peruvian minés.

And in March of 2013, thBelgianFinancial Services and Markets Autho(i$MA) warned the public
against the activities dlVagne Berne(represented by Matthew Goodman), a firm which claimed to

be offering investment services. This firm was not licenge Belgium and was thereforaot
authorized to provide investment services in or from Belgium. Wagner Berne claimed to be based in
Germaly, at Untermainanlage 3, 60329, Frankfam-Main. It is possible thatWagner Berne and
Matthew Goodman were also associated witentral and Eastern European Markets Asset
Management a firm about which the FSMA issued a warning on 25 September,*2012.

2.9 Penny stocks

¢tKS GSNXY WwWLISyye aiaz201Q 2N WYiils/ Kghly spéclilaiv® QtocksS y S NI
generally soldbn an OTC market and generally not listed on an exchakgarding to Paul Barnes

there is no official definition of penngtocksin the UK and different observers may use different

criteria. Most stockbrokers expertsuggest an upper limit for the market prices to be anything from

50penceto £3L Yy G KS ! yAGSR {838y yie K ai 2dfjtythaf tRlds RS TAY
below $5per-share? Penny stocks are traded on the Giarket.

For many years, academic papers have identified stocks of smaller companies as being riskier
investments than those of larger ones: A dytis of recent academiddrature reveals troubling
properties of OTC stocks. Academic studiesfind that OTC stocks tend to be highly illiquid; generate
negative and volatile investment retusnon average; and rarely grow into a large company or
transition to listing on a stockxehange. Moreover, these propess tend to worsen when the OTC
company has fewer disclosunmelated eligibility requirements. Investor returns asgnificantly
negative and declineof OTC stocks that are promoted and companies have weaker discletated
eligibility requirements that are se#fstablishedoy OTC Market¥. Overall, academic literaturstates

that OTC stocks are frequent targets of alleged market manipulation. These studies reveal that
fraudulent schemes, such as spam emadlad tonearterm increases irstock pices, liquidity, and
volatility during the manipulation period, followed by reversals once the scheme“*nds.

Boiler roomorganizatiors operating outside of the United States usually work with Acaerbased
penny stock comanies-through the sale dRegulaion S stockThis particular commodity is among
those whichare exempt from SEC registration under the securitégsl because it ignly offeredto

42 http://www.fsa.gov.U.Kldoing/regulated/law/alerts/unauthoriseefirms.
The Pinnacle Groupvivw.pinnaclefgroup.cory (2014).
43 Presselease: 'Nazca Mining Ltd®Mazca expects to have the listing requirements with the Frankfurt

http://www.reuters.com/article/2011/03/17/idUS31816+1RMar-2011+GNW2011031The website
www.nazcamining.conwas in January 201&yain in the air, and is now promoting other companies, (2014).

44 http://www.fsma.be/en/Consumers/press/Article/press/warnfsma/2013/2002-04_wagnerberne.aspx2013.

45 t I dzf . Stoblkdmarkelscawis, shelimpanies, penny shares, boiler rooms and cold callitg9 E LIS NAnfeyiafichad
Journal of Law, Crime and Justice 48 (2017), p. 55.

46 https://en.wikipedia.org/wiki/Penny_stock2016).

a7 Joshua T. Whitel h dzi 02 YSa 2F Ly @dedWyrdl1Ay he¢/ {i201aQ
https://www.sec.gov/dera/staffpapers/whitepapers/16dec16_white_outcomesf-investingin-otc-stock.html, (2016).

48 W2 & Kdzl  ©dicomes af inGestingdn ¢/ { ,pySUA Q
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investorsoutsideof the United States.

Reg. S. companies do not haeeaegisterwith the SEQf they sell stocloutside the U.S. to foreign off
shore investorsReg Stecks are shares in.H companies which, because they have recently been
issued, cannot be held by U.S. citizens until a period has elapsed (one or twoayednich point they

need their restrictive transfer legend to be removed by a registered transfer agent before they can
trade. Until that time, if they have a price, this will have bestificially created as there is no proper
market in thestock. Inthe case of fraudulent S stoclsth no assets and no & business prospects;

as sooras they can be openly traded, theirice will collapse as thetocksare mostlyworthless?

2.10 Pumpand-Dump scheme

Manipulating the market illegally throtngartificially inflating the price of certain penny stocks shares
Aa Olplinip8naR dzY W & @ KBEIWYIX] { NITRefeyara vagioOd we)Q in'which this may

be done.A promoter buys a longormant company with tradable shares or creates a new one and
issues stock. The promoter controls most of the shares outstanding but keeps his name out of official
filings, appointinga token director instead. Then he starts trading shares back and forth at gradually
increasing prices witbollabomtors, using spam promotiosent by email, or through social networks.

It looks like such an offering of penny stocks,promoted through f@ass mailing and newsletters
giving free tips on how to invest in small illiquid but promising.(pink sheet) shares, is genuine, while in
reality it is a scam. Once the fraudsters have sufficiently inflated the targeted stboks,involved in

the schene liquidate the shares at a profit, causing millions of dollars $sdes to unsuspecting
investors2® More about pump and dump schemes in chapter 10 of this book.

2.11 Makingabuse oflegitimate penny stock companies

Boiler room fraudsters pgorting.to be brokers and the owners of penny stock companies may
effectively be the same individuals, i.e. they run a boiler rosen,up and owad the shellcompanies
the sharesof whichthey sell 5t

In his paper Paul Barnesnphasizedthat instead of setting up a fake comparye boiler room
fraudsters may decide to buy a defunct or penny stock company from its previous owners at a nominal
price. If its shares are already listed on an exchange, Wosild enable the fraudsters to effectile
acquire a share listing cheaply and bypadengtty and complex process.

Legitimate ignorant penny stock companiethat were finding it difficult to raise equityand were
contacted by a firm of brokers out of the bluadvisinghem that they were wiling totry andsell the
shares of this companies for a faegre not realising that they were dealing withbailer room
organizationand not realising that they were part of purgmd-dump schemealsobecame victims
of the boiler roomorganization

49 hyS OFy NBIFIR Y2NB Fo2dzi wS3 { &sSioekMarkeBStams, KHell chohpadesypesnid G G Sy o6& t
shares, boiler rooms and cold callihtgKd L y G S NIpuknal af 2afv| Grievand Justice 48 (2017), p. 56.

50 ForaninRRSLIGK SEFYAYL GA2Y A y-dngduipdald KeS2YNSIOSY NS |- Berig xhErjaildpHedcagsic Y W
WLidzY LJ | yFARaudRMimYakiiee (January/February 2015.

51 PaulBenes:W{ (i2 01 YIN]SG a0FYas &aKStf O2YLI yABOE LISSWAyRyab@ NBAS 02Af

Journal of Law, Crime and Justice 48 (2017), p. 51.
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2.12 Ghost funds: Selling shares of naxisting companies

Next to thesalesof pennystocks, there is also the likelihood that boiler rooms sell shares of non
existingcompanid = | f a2 (y26y I a W3 KexitigshrasdiesdentfudS G NI RA
2NJ AYRAGARMZ t TrevAd yRdBAR ABNIORAVBR W

One example, among many, is that of a Belgiaraihbuncer whoin 201Q became a victim of
scammers who acted as if they were representatives of the Japaneseofiivtarshall Brown a
company that eventually turned out to be a ghost fithT.here is also the possibility of being offered
shares from an existg company while these sharbaveactually notbeenissued by the company
itself. Instead, the investayetsfake or fictional shres.

For examplein April 2015members of the British public were being urged not to.respond to cold calls

or allurements froms® £ ft SR FAYFIYOAlIf | ROA&2NE Qédhdredid y 3 (2
not yet exist. Since Fiat Chrysler, fiiren which owned Ferrari, planned an IPO not earlen the

fourth quarter 0f2015%

2.13 Boiler room second phase / recovery rooms

The secalledSecond Phasgan occur in situations whichthe duped investor actually has received
certificates of shares, or the shares themselves, but'it appietsthey are worthless, or there is a
restriction in trading these certificates or shares during a certain period of time, or there is a limitation
in the form of a government tax or legal fees to be paid.

According to the IMMFWG many massrketing fraud schemes target these victims for
revictimization, either through further. requests for-funds in the same scheme or through later
solicitationsin which thefraudsters falsely clairthat they are affiliated with law enforcement or the
legal system and claim to help victims obtain the funds they previously*lost.

In a lot of these cases, the(investors a@roached again by the same or a different &oiloom
organization whichmay have purchased their contact details from the original boiler room. The
alrftsSaySy OFft€Ay3 INB GKSy 2FFSNAy3I G2 o0dz GKS W
the investors always have to pay a sum of money upfront which essentiatly this into an advance

fee fraud. Sometimes they call itestriction feedepending on the size of the original investment. This
fee orpremium is needed, they are told, to get the shares freed up for sale. As soon as this payment
has been made by thactim, the contact person almost always disappears. This foisnaoh is called
aphase two scaror recovery scarm the Anglo Saxon Literature. Theiler room second phasealso

Ol t INGRO2DSINE NR2YQO®

A number of recovery roonfsaudstersis alsooffering assistance to those defrauded by boiler rooms.
For an upfront fee, they promise to review the case in order to obtain reimbursement from a court or
other legal authority’® According to Paul Barnes these fraudulent recovery agents require victims

52 Marc Klifman!Exomroeper verliest fortuin aan oplichterblet Nieuwsblad, 11 mei 2012.
www.nieuwsblad.be/article/printarticle.aspx?articleid613PV7Q5, (2013).
53 YIFGAS @R8I GENMNWNRA &KFNBAa 0SAy3a Tt 233IBRTelegrap AN 20IB.A 82 NE SELR &
54 L a a C2 Nm¥sMdtketing Fraud! ¢ KNS I § ,lpagé@aadi7y Sy i Q
55 Roest (2009)Beleggen in gebakken luclfthvesting in hot air), book, page 217 and 218 and Berry (2011), dissertation,
page 17 and 18Report¥?{ SNA 2dza I+ YR h NB| Y20R5pagelly. dSa i YSy i CNJI dzRQ
56 http://www.thisismoney.coU.K/money/investing/article1607734/Boilesroom-scamssharesrip-offs.html, (2013).
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a fee®’

A British investigation published in 2006 showed that 13%hefvictims had been duped for the
second time and that over 26% of victims weosmtacted again more than four times by this particular
type of scam or by other boiler rooorganizatiors >

2.14 The Sucker list

If an organized criminal enterprise is making a new upstart under a different. name, anxious investors
still reeling from thefirst scam, s contacted again, usually by phone, likely because their names are
included on fraudsters lists of individuals susceptible to deceptive solicitafidihese lists are also

1Y 2 6 vyadeGa SWhsuckerlist &oftdins the names and addessof victims of earlier frauds.
These lists are being traded and swapped in criminal environni&nts.

In March 2010 there was an announcement made by the British FSA with segainis practise. The
City of London police managed to get hold of stare fraud.master listsOne list contained the names
and addresses of,Q00 British inhabitants and the other list contained not less th&0® names and
addresses of potential British victirffs.

And in November of 2014, a spokespersirthe Dutch AFM announced during ti@osOpgelicht
televisionprogram a television program to warn people for swindléhst a sucker list containing 750
names had been confiscated as the result of a judicial.investigation into an Eindhoven based boiler
room 52

2.15 Forex(FX) trade

The foreign eXtange market or currency market & global decentralized market for trading
currencies. This includes all _aspects  of buying, selling and exchanging currencies at current or
determined prices. In terms of volume of trading, it is bytfar largest market in the worléf FOREX

is a contraction ofForeign'Exchangd&he term generallrefers to the ovethe-counter (OTC) market

on which currencies are traded at.constantly varying exchange.r@ités market is unique due to its
trading volumes, extreme liquidity, geographical dispersion, long trading hours and a vafatioo$
affecting exchange rate.Investing in forex products nowadays entails becoming financially involved
with the digital trade in currencies, either foreign or through any other monetary medium of exchange,
like the euro against thedollaFhe Forex transactions proposed by internet, mail or phorievestors

are ones that allow investorotspeculate on the differences in currency exchange rates. They are

57 t | dzf . StobkIM&rkeYscaths, shell companies, penny shares; boiler rooms and cold callihdt. The
9 E LIS Naneniafiéh& Journal of Law, Crime and Justice 48 (2017) p. 53.

58 'Typical Boiler Room los€s20.000 warns FSA', press notice FSA/PN/053/2008. press release points at the OTF
report 'The psychology of scam&006).

59 LaaC2Nma¥saWNJ] SGAy3 CNI dzRY,pageT.KNBI G ! aa8aavySyiQ

60 Roest: Book, page 204 until page 210.

61 Second Scam sucker list is seizdttip://bbc.co.U.K/hi/business/8568252.stm(2010).

62 http://www.opgelicht.nl/dossiers/detail/2696/8/ (2014) and
http://www.afm.nl/nl -nl/professionals/nieuws/2014/nov/bellijsoplichters (2014).

63 https://en.wikipedia.org/wiki/Foreign_exchange_mark¢2016).

64 http://www.nasdag.com/investing/forex/#ixzz20T51Gp9@013).
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presented as transactions carried out on the FOREX and are not intended to achtally the
currencies traded in the transaction in question.

Internet FAREX proposals may, for instance
a) offer access to an online platform on which transactions in currency derivatives can be carried out;
b) make it possible to purchase software tlaatomatically generates transactions in such derivatives;

¢) consist of offers to purchase currency derivatives. The currency derivatives that are thus proposed
may be given different names: CFD (contract for difference), FX forward, rolling spot cqrfgacts
binary options, FX margin trading, etc.

Forexscamorganizatiors apply sales tactics similar to those used in boiler rooms in order to promote
their products. Because of this, it makes sense to discuss Forex here as well.

In the USA,, the Commodityrutures Trading Commissi¢@FTC) is supervising this market and aims

to protect market users and the public from fraud, manipulation, abusive practices and systemic risk
related to derivatives that are subject to the Commaodity Exchange Act. It.can investigate and settle
administraive charges in Forex related scams. Oversight agencies in other countries who supervise
trading are afforded similar mandates.

2.16 Binary Option Trade

The US SEC defines the trade in binary options as follows:

G. AYEFENE 2LIA2ya I MBptioasTahtzNE iihdss pautidgpendskos whetBeNte
underlying asset for instance a company's stoekncreases or decreases in value. In such aorall

nothing payout structure, investors betting on a stock price increase face two possiblermgehen

the contract expires: they either receive a-petermined amount of money if the value of the asset
AYONBI &SR @20SNJ G(KS FTAESR LISRAZRI 2N y2 YzzySeée I

¢KS NB3IdzA N dg2 YI Ay (cadh8-aothddgbina@A y2ILHBA R2AkEkwS2 Wa | NB
y20KAY 3 0ATHecaslr-nathidig hirkny 6ption pays some disk amount of cash if the option

expires inthe-money while the assebr-nothing pays the value of the underlying security. They are

also called albr-nothing options, digital options (more common in forex/interest rate markets), and

fixed return‘options FROS) (on the American Stock Exchaffge).

Binary Options are a high righvestment product in commodities and financial derivates with a low
initial investment requirementThey are offered otine through a variety of platforms.

2.17 CallCentea Fraud

As mentioned earlier, a distinction must be made between boiler room fraud and other forms of
organised crime by which (cyBeriminals, througkcall centes of large companies, attempt to gain
access to corporate information and/or clients' bank accounts through phishing and identity fraud

65 http://www.sec.gov/News/PressRelease/Detail/PressRelease/136517157%2Q06).
66 https://en.wikipedia.org/wiki/Binary_option(2016).
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techniques. Researdh the lastfew years has proven that call centfraud has grown at an alarming

rate. Attackers target callenter to gain access to funds, as well as gathering, testing and augmenting
personal data to use in future fraud attacks or to sell on the black market. Researchers believe the rise
in the number of attacks can be traced to a migm of fraudsters to the phone channel, which is the
weakest link into a biggerganizatiornf’

There are several firms active on this call cestéaud market with antifraud solutions, such as
computer technology that can identify suspicious callerghanfirst call using a multfactor analysis
engine and adaptive machidearning technology. The focus of this book. is boiler rofbaud,
therefore the caltenter fraud subjet will not be explored any further.

67 https://www.pindrop.com/phonefraud-report/, (2016).
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3.0 CHARACTERISTICS AND WORKING OF AREANISEBOILER
ROOM SCAM

3.1 Introduction

The heart of a fraudulent direct marketiraperation, the call cerr, better knownas éthe boiler

roome, is mostly a rented place with desks, telephones, and telemarketing salesmen whose aim it is to
target specific people in order to persuade them to purchase cheaply priced stamknmon high
pressure sales technique employed by the fraudulent brokerht@nghone is to create a sense of
urgency regarding to a particular stock. This is done by telling the investor it will explode any day and
they need to move quickBfIn other wordsthe potential buyer is led to believe that the shares are
about to rise gnificantly in value and that this is a unique opportunity requiring a quick decision. Many
victims later stated that after a preliminary trial purchase, subsequent and repeated telephone
solicitations could be described as persistent and aggresSive.

For example in the SEC Complaint againmsing otherslefendant Elite Stock Researahhoiler room,

was mentionedthat Elite Stock Research called a victim 29 times between March and April 2014,
including three times on April 14, 2014, the date.on whikts fparticular victim purchased 12,500
AKINBa 2F /Sa 9ySNHASAY LyO® GNIRAYy3I dzy RSNJ G KS

Former U.S. boiler room operators moved their telephone sale operations from outside the U.S. and
Canada to Hong Kong, the Bahamas, Thailand, Raraosta Rica, (former Eastern)Europe and South
Africa. The locations of these boiler rooms are-carefully chosen because these countries do or did not
have any extradition arrangements with, for example, th&.UThese countriealso hold or held
different views regarding acceptable telemarketing-activities. As an example of this, one can keep in
mind cold calling rulesor rules aboutinsider trading These countrie also often lack specific
regulations with respect to stockade, finance and telemarketiftelecom.

l.j

O WI ydztr NBE nZ HaAMT Fy FNIAOES ¢ & LldZerdud GukKuseR Ay ¢

Rises in India, Aiming at ®&hd a F.B:l agent who servessasssistant legal attaché at the embassy
in New Delhi emphasized in thasticlethat though India had no reputation as a larggale exporter
of fraud in the past, it is.now saas a majocenterfor fraud. Several trends have converged to make
this happen: a demographic bulge of compusawvvy, young, Engligpeaking job sekers; a vastalt
centerculture; superefficient technology; and what can only be described as ingertity.

3.2 " Organizationof boiler rooms

According to IMMFWG the nature and degree of organized crime giauplvedin massmarketing
fraud varysubstantially. Some grogpexercise control over all aspects of a fraud operation and other

68 ThisisMoney. 2 Af SNJ w22 Y &-Offshow to lawil fradidkterdNaBwhat o 4 if you find yourséf R OB A Y & Q
February 2013.
http://www.thisismoney/coU.K/money/investing/article 1607734/Boileroom-scamssharesrip-offs.html, (2015).

69 Wvoiding Boiler Rooms 8tock Swindles and Boiler Room Investment sché@mes.
http://w.w.w.crimes-of-persuasion.comhttp/telemarketing/outbound/mayor/Investments/boiler_room.htm, (2012).

70 SEC Complaint Jury Trial Demandease No. 1:1Z\V04133, page 29.

https://www.sec.gov/litigation/complaints/2017/comp23878.pdf2017).

71 {88 Fta2 9ff SyCenter THBEsPuUt 0 a GHRRAASE /{I6tAty RE Ay 3 | YSNAOI yaodQ W ydzd NB

http://www..nytimes.com/2017/01/03/world/asia/indiacallcentersfraud-americans.html?emm=etal&_r=0(2017).
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groups outsource or provide specialized support servigbtassmarketing fraud boiler rooms tend

to be highlystructured and higkpressure business operations in which small armies of managers and
employees, armed with telephones or computers, rapidly pitch deceptive or misleading offers for
merchandise andewices to consumers worldwide. Law enforcement intelligeindecated in 2010
that many boiler roomsre led by recidivist offendemgho possess lorterm and substantial
knowledge and experience establishing and overseeing complex boiler room operaticieging
and approving misleading sales pitches, and directing the movement of illicit proceeds among bank
accounts’®

For example imrecent U.S. SEse, thaallegedlyfraudster, Anthony V.who controlled the boiler
NB 2Y 2 LISNJI Ay JEltdStaRiSRe3edrdh Sy wolkél fola number of broker
dealers since 1988 to 1994 as a registered representative. In 1995 V. was consented to an order

barring hin from association with a broketealer, investment adviser, municipal securities deater
investment company and barring him from participating in a penny stock offekimdjin. 2013/. was

sanctioned for violations of the antifraud and registration requiremesftthe State of Connecticut.

V. has controlled the Elite Stock Research bodent since approximately January 204l at least

2015.At all times relevant to the SEC Complanetither the'firm Elite Stock, ndr. were registered
with the Commission in any capacifyhe boiler room employed during this time numerous

individuals ad used 19 different telephone lines. The firm received more than $ 1million in illegal
trading profits.”

It is a fact, most boiler roororganizatiors are better organized than others. In The Netherlands for
example, boiler roomshat were located ‘on Duth sol andwere targeting Dutch inhabitantsvere
easily detected andismantled This was possible because the fraudsters, victims, bank accountants

and enforcement authorities were all located within the confines of one countrgrefwas no need

for much intenational coordination or external legal assistance.

According to the U.S. SEC high pressure sales tactics and deceitful sales techniques to pressure victims

into purchasing penny stocks were common in a redgér8.case. During calls by salesmeittims

were allegedly also harassed and threatened. When one victim complained about his losses, a sales

representative allegedly said:L +. ¥ GANBR 2F KSINAYy3a FTNRY
a knot and hang yourself or get a gun andvblgour head off’> Complaints about his kind of
unprofessional condudby stressed salesmen triggers authorities to investightdhis case th&SEC

e2dzp 52

investigators-earned of the alleged scheme from investors complaints and used technological tools
and-inrovative investigatiorapproaches to build within a matter of months from receiving the
complaints- evidence against the defendants linked to the boiler rooms operating under the names
W2 5SN ¢ NEIRSREW G NBaEX0]

wSasSlk NOKQ

United States intligence has identified thexistence of lesstructuredboiler rooms sometimes called

Wp-k Y R

0 S I WhicN®a¥ AfidgeQvhen traditional boiler rooms clak®vn or when experienced

telemarketers and cattenteremployeesdecide to beome independent operators. U.8p-and-tear
rooms tend to be highly mobile, operatifigm vehicles and hotel rooms, communicating with victims

72
73
74
75
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https://www.sec.gov/litigation/complaints/2017/comypr2017-124.pdf page 22 al

t NBaa NB/SH&yYY2 dge0Sa OKF NBSA
https//sec.gov/news/presselease/2017124,(2017).
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via cellular telephone and wireless Internet Services and collecting victim fundswire transfer
outlets.”

An efficient and welbtructured boiler roomorganizationwill make use of a s@alled'cellstructure;

which consists of several separate entities that are spread across several countries and whose activities
are shrouded from each other. Those whe avorking within the cellsisually perform specific tasks.

This ensures secrecy and in any case, geographical distribution is an effective deterrent to law
enforcement agencies that are faced with the difficulty of having to operate within various qiiosc

or across internally existing police boundaries.

And as a rule, boiler room front office and back office activities are always kept sepgamateseveral
investigationsit appearedhat operational boiler rooms regularly changed location in order to avoid
detection.”

As stated on the website ofvww.crimesof-persuasion.commany telemarketing firms utilize a
monitoring process which randomly records sategversations of its catlenteremployees and the
workers are made aware of this. This provides an internal means to ensure professionalism of the
employees and also to control their behavidir.

The primary job of boiler roomall centeremployees is telemarketing and beyond thtéhey do not
appear to possess any important or vital information. Most @& time these front office workers are
only able to state that they were hired to performthe introductory phase of investment proceedings.

With referenceto Paul Barnes the dalenter salesmen who make the kkaand target U.S. or European
investors are typically male, English speaking, not highly educated but confident with good verbal skills
with abackground in telesales arith at least sales experiencolice say recruitment is stepped upon
university campuses in England. Applicants are offered high earnings potential and training is provided.
Usually they are new to the business, but aim to get rich quickly and to be able to demonstrate their
wealth. The turnover of staff-is.high. Recruitmeist also donethrough the internet; adverts and
recruitment fairs. Boiler rooms operating in Asia and Spain normally recruit from backpackers passing
through.”®

Boiler room caltenteremployees appeato have limital training, work from scripts and are initially
only marginally informed about the exact mechanism being used to capture very high and guaranteed
yields. They are also expected to achieve certain goals.

As a result, they have little or no time to reseassty of the companies of which they sell shares. They

are discouraged from doing research about the firms whose stock is promoted and are told to rely on
0KS FANNQa NBaSINOK FYyR NBLNBaSyidliGAz2yad ¢KS 024
sales.

76 LaaC2Nma¥saWNJ] SGAy3 CNI dzRY,phget6KNBI G ! 3a8aavySyidQ

77 I AYyO258aVRBYI 9t I R2 dzy O K/ARNMINY diesstaf@ 8 nillangs: M4 ded RAD Personas
I ¥ S O Ocwbet52014. http://cincodias.com/cincodiai4/10/05/mercados/1412521154 633145.html, (2015).

78 WvoidingBoiler Rooms in Stock Swindles and Boiler Room Investment sdh@mes
http://w.w.w.crimes-of-persuasion.comhttp/telemarketing/outboundimayor/Investments/boiler_room.htm, (2015).

79 PaulBarnes¥¢{ (i2 01 al Nl Si a0lvyasr akKStf O02YLI yASUKIBEPWA S¥FOISREAT 02Af

International Journal of Law, Crime and Justice 48 (2017) p. 52 and 53.
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In the past, the calls were previoustyalified by an ro registered cold caller. Nowadays, the
stockbrokers work with dads bought from firms specialised in telemarketing. Boiler room
organizatiors also make use alcker listsThe training ohew traders, i.e callcenter employeesjs

done through the use of a script containing several standard texts in which an answer is provided for
every anticipated question posed during a conversation with a potential investor. These texts are called
W LiedThecall centeremployees are instructed to strictly adhere to the script and are not allowed

to provide any information other than what it contains. They must wholly rely on the information that
the organizatiornprovides to them.

In the criminalcase of Witter Walwyn, Overseas, Ltd., the verdict of the Amsterdam Court of Law
mentions that personal initiative and individual input by telephone salespersons was contrary to the
company policy of the brokerage firm. Strict adherence to the script was tmaintained?

In 2008, a boiler room script ended up in the hands of investigators witR$i#ein the United Kingdom.

A British couple had responded to an advertisemengftelesales job in Barcelondpon arrival, they
learned that they were expected to sell shares by using a scripted sales pitch. When, after training
sessionsthey found out that they were to defraud potential invesspthey decided to return to Great
Britain andtook the script witi them$8!

The sales pitch starts by extracting as much information as possible from a 'mark’ (target) and staffers
are urged tdtake control of the call'At this point, patter about'undiscovereohd undervalued assets'
begins.Tony Hetherington, Finaml Mail's consumer champion referring to the script, said it gives a
unigue insight into how the crooks work. They have an answer for every objection ¥vadether
example of such a script, on account of a transcript of a telephone conversation, ¢amnigeon the

bS¢ ,2NJ] {dG1raGsS 1.0G2NySe DSYySNIfQa ¢6SoairisSo

The Dutch booKBeleggen in Gebakken Lugimvesting in hot ai€p* further details the distributin of

tasks within an active boilepom.

The job relagd responsibilities withimnboiler roomorganizationcan be distinguished as follows:

1. ¢ K Gualifiercpr W2 LJS Yhe glBlifier leads the initial conversation designed to attract new
clients.
2. ¢ Kgerifiévontacts these new clients, brought in by the qualifier, and attempts to ecdan

their interest in theorganization

3. When clients cannot be persuaded to invest funds immediately, they are approached by a
WriverQwhose job it is to exert psychological pressure on the potential victim. When
Saidl of A aKSR Whahigadiniadakbivestat@lofipdnic, ihiySire connected with

FO2.f SN

80 ECLIINL:GHAMS:2016:5173 Amsterdam Court of Law, date of verdi@P216, date of publication 281-2017, (2017).

81 {AY2Yy C{f @NVIRE Ya SYVONEB (i 414 Bapteribér@008.2 A f SNJ w22 Y QX
http://www.thisismoney.coU.K/money/news/article 1641748/Scripsecretsof-the-boiler-room.html, (2014).

82 {AY2y C{f@¥NVIRE Ya SYONEB (i 414 Baptetibér@008.2 A f SNJ w22 VY QX
http://www.thisismoney.coU.K/imoney/news/article 1641748/Scripsecretsof-the-boiler-room.html, (2014).

83 http://www.ag.ny.gov/sites/default/files/pdfs/bureaus/investor_protection/exhibit_k.pd2014).

84 Roest: Book, page 207 through 211, (2009).
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4, TheWooler(s an experienced trader whose job it is to put theestorat eaself this does not
work, the customer will beedirectedto a loader

5. ThisWbaderds experienced as well and provides the worried investor with a seemingly valid
explanation as to why the share price is dropping and reassures the client with certainty of the
inevitable rise in value. The loader then advises the investor to purchasenevenshares
while the price is low.

6. The final job category of boiler room associates is referred td ast 2 LIhEy WiieQthe
scene after theorganizationoverhauls itselfand restarts under a different name. A slopper
calls he distressed investousing amther name and says he has heard of the financial
downturn and that he will give the investor a chance to earn back the lost money. When the
RdzLJSR Ay @Sad2N) | Ota 2y GKS af2LISNRAa | ROAOSE
'boilerrooy & 0OF'Y aSO2yR LKIFaSuUo !'£a2 OFlffSR WNBO2UJ
Back office activities are usually performed elsewhere, sometimes even in a different country. This
assures that those who are responsible and in charge remain in the background.

A well organised boilaloom organizatioris best describedsaa lineorganization The (topfraudsters
pulling the strings usually have several boiler rooral/centerperating simultaneously.

In March of 2001, for example, the Philippine SEC raided a boiler room in aaterpasinessenter

in Makati after a formal complaint was filed by a'Saudi national. According to the Philippine SEC, the
raid established interlocking relationships.of boiler rooms. linked to top fraudsteador Apungan
Pastrana.

Several documents ofidgal stock brokering operations involving 21 firms were found in one &ffice

In 20@ Pastrana was still not behind bars although he was suspected of running at least 150 boiler

rooms in nine countries and his name wastbes | G OK f A & (i &PhipnesiiHO®g Kéng,/ Qa A Y
Singapore, Australia, New Zealand, South Africa, Canada, USA and several European®ountries.

Reliable recent information about Pastrana is not cotieavailable®’

In 2010, the City of kondon police arrested 12 persons who wdrmti¢he operation of a boiler room

run by George AbrueT his partialar boiler room was located on the island of Majorca (Spain) and was
targeting British ‘citizens. Evidence was found shmyvihat there were at least 4teracting and
cooperating boilersom teams®®

In January 4, 2017 an article was published in The New York. TislesadlineranY Fradd Culture
RisesinIndia, Amingat®® Ly (GKA&A I NIAOES I ASYA2NI LRt AOS Ay
descrbed that at a raid on a caltenter located in a sevestory high building all 700 people who

worked inside weraletained and interrogated. Theext day 630 caltenterworkers were released

85 Sheila Samonte S & | Bay® MidsWail téi K ¢ F NI . 2 A £ S Nohipgire Centerdoi InvestightiveS 3 ~ Q
Journalism, update gkil 17, 2002. http://philstar.com/headlines/157568/lawsidsfail-boiler-room-activities. (2013).
86 5Ay2 /| NBEAI ACATUALIAY 2 A& hhifipgiie Trbde;. 2Af SNJ w22Y a0l YoQ

http://philippinesentinel.org/?p105, September 1e 2008, (2013).
Sheila Samont®esayco, PCIJRep8C A £ A LAy 2 A & |Philifine 8tar, 04/B/RIB NI w22 Ya Q

87 Additional and more detailed information regarding Pastrana can be found at:
http://www.crimes-of-persuasion.com/players/pastrana_amador.ht(2014).
88 Wynside conmen jaifeafter £ 13mcold | f £ . 4 Ol YQ

http://www.chroniclelive.coU.K/news/north-eastnews/tynesideconmenijailed-after-13m-1400752, (2013).
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and 70 highest naking employees were arrestef.few later days late it became clear to the police
that the raidedcall centerwas only a branch of a much larger network. The police believed that the
nervecenterof the syndicate was located in Ahmedabad, Gujarhae Indian Justice Departmemad
come to the same conclign: it had released an indictment tracing 1.8 million calls targeting American
residents to fivecall centersin Ahmedabad that had used various schemes to defraud more than
15,000 people out of hundreds of millions of dollars. Howelsgrthe time the pdice arrived at the
Ahmedabad location, the thousarskatcall centerwas empty2®

Unfortunately, dismantling a single boiler room and arrestingc@t centeremployees causes very
little damage to the complex international crimir@iganizatiors behindthese operations.

It is not uncommon for ctocated broker and boiler room activities to take place under different
names and with sharedgpsonnel because the office space that has been rented anddlieenter
furniture and servers which were or could be leased, were already in fflace.

Occasionally, a well organised top fraudster operating behind the scenes contracts with an operational
boiler room abroad to carry out the sales. This occurred in the cabe dficholasLouisGeranicaffair
where a complete Spanishalafide caltenter washired to contact potential investor¥.

And in a more recent U.S. SEC Compl#iet: (top)fraudsterswere described by the SEC as

Y NOKSa i NI G 20hd hre®l T® YR boyleil godns to fraudulently promot@, NId&Y thi
securities. The two boiler rooms were paid.in cash and often in large blocks of the securities that the
boiler rooms were hired to promot&.he boiler rooms were operating under the nan¥@swer Traders
Pres.com In€and Elite Stock Research I63¢.

3.3  Utilizing loopholes in registration, or incarrect registration, under the national
securities laws

Investing through notauthorised.companies implies a high risk of suffering capitaéosice such
entities operate apart from the controls carried out by supervisory authorities. In order to prevent this,
regulators publish warnings about companies not authorized to provide investment services.

As previously stated, boiler rooms usualfffer cheap exchange noted shar@mnny stocKsoften
mentioned pink sheets ard.no regulated, ormarginallyregulated stock trade in, for example, the
United Stateg$?

Boiler rooms operang outside of the U.Susually work with US-based penny stockompanies,

0 KNRB dzZA K v S dz I i &, aBidhdréiexemn@ feoin SEC registration under the securities
lawsbecause it is offered solely to investors outside of the United Statisallows companies not to
register their stock sold outsidbe U.S., and makes it easier for foreign stees to purchase the stock

of U.S. companieg:ormer boiler room employees have said that they were given strict instructions

89 {88 I f &2 L9y R AShCratel MUBEERMt to'd Criminal Use: Swindling Americens. Wl y dzt NBE 03X HAMT ®
http://www..nytimes.com/2017/01/03/world/asia/indiacallcentersfraud-americans.html?emc=etal&_ry-®017).

90 See examples in the book by Roest (2009), page 212 up until 214.

91 http:/iwww.sec.govinews/press/2012/201B3.htm.W{ 9/ OKIF NASa , o{ & LISNIISGINI G2NB Ay b

.2AE SN w2eM3)A0KSYSDQ
And http://www.goodetrades.com/2012/05/returrof-the-boiler-room-secsuesnicholaslouis-geranio/, (2015).

92 https://www.sec.gov/news/presselease/2017124. Case No. 1:1Z\t04133 Complaint. (2017). See also § 10.11
93 Roest: Book, page 203 and 204 (2009) and www.sec.gov/investor/pub/worthless.htm, (2012).
94 The regulation was created in 1990. Reaore:http://www.investorwords.com/6901/Regulation_S.ht#ikzz2Nd9ajGcw.
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not to call anyone in the U.S or pitch shares to American citizens, out of fetlweftong arm of U.S.
law %

Mentioned byits own website, the SEC may not have jurisdiction to investigate and prosecute
wrongdoers, even if the fraud involves stock issued by a U.S. company. Investagemwito trouble

were advised ta@ontact the sectities regulator in their home country and also the country where the
broker or recovery room fraudster did businé8s.

This same legislation exists in Europe, including the Netherlaheésoffering and trading of securities

without a licerce is punishable in the country where the offering took plageDutch brokerage firm,

for example, doegoty SSR | 5dzi OK f A9QUSNERASS | 2yNT &b i&aat jeONiditel S R W
by Dutch law from selling Dutch shares to investasoad®Boiler roomorganizatiors are taking
advantage of these loopholes in the law by solely targeting foreign investors. In a noteworthy Dutch
boiler room case, this practice led to a rmtilty plea becaiss nearly all-of its victims lived abro&d

Some countries lack ¢acked specific legislation to initiate legabpeedings against beil rooms.As
an example of the absence of applicable legislation, one can cite the raid on a boiler room in Cambodia
in 2003. After this raid, conducted by military. police and the Miyistf Pests and Tele
communications, twenty foreign nationals were detain€t-ourteen Britons, two U.Sitizens,
one Australian, one New Zealardone Thai and one Filipindhe alleged mastermind, presumably a
NA G 2 yt I-Ciieid diréad® flad® The Minister of Telecommunications had askedifaervention
because the group had opened an illegal international telephone gatemf@igh had cost Cambodia
G6Sya 2F (GK2dzalyRa 2F R2E6EFNE® | 26SOSNE (KS 3INRA
group had cost Cambodia $ 20,000 in.international telephone calls la#sitimpossible to calculate
how much the group had rackegb whrough financial dealings.

A day later, the lawyer of all 21 suspects said his clients were no longer under suspicion of operating
dzy t AOSYaSR FTAYLYOALTt Y thdy Baieiadeused@OpBINGRE ofirfe: niaRingll K S €
international callsllegally®é. | S @Al AR FEBIXKSNXNS aYSYy H6SNB NizyyAy3
scam operation where investors are duped into buying the stocks eéxistent companies. It is

unclear whethefl K4 A& Iy 2FFSyasS KSNBX aiAyOS GKSNBX Aa y?2

95 Sheila Samonte. S & | Bay® Mids$ail to thwart Boiler Room activiie® t KAf ALIIAYS / Sy GiSNI F2NI Ly@dSaia
April 17, 2002http://philstar.com/headlines/157568/lawsaidsfail-boiler-room-activis (2015).
Recently it has become clear that malafide binary options traders working froAvilelvere instructed to avoid sellingto
Americans or Israelis. S. Weinglass & D. Horovithiriary options salesmah: SN & K2g¢ ¢S Fim&SOS G KS Ot ASy
of Israel, April 7, 2016.

96 Po{d {9/ WeKS CtSSOAYy3T 2Ny LR NB& Iyl AW S ad2NA{Yl 2 @RAaRQ DSGGAY 3
http://www.sec.gov/investor/pubs/fleecing.htm(2014).
97 ¢ K$dzWe LIS | vy 2 NIFAKYEI2SN Jis®aged adzhi frificiples of mutual recognition, a system which allows

financial services operators legally established in one Member State to establish/provide their services in the other
Member States without further authorization requirementgtp://ec.europa.eu/finance/bank/index_en.htm(2015).

98 Artikel 2:96 Wet financieel toezicht.

99 Court Amsterdam 4 may 2010, ECLBYAMS:2010:BM3577.

100- W2 Ky | FouktebryBri®dné hel over shares scam in CamBo@ia ¢ KS Ddzr NRAFYyS MT Wdz & Hnnod
http://www.theguardian.comM.K/2003/jul/17/cambodig (2014).

101 The firstname (giver2 NJ / KNRA AGA LY yI YSO0 Wt | d#/Q2 & NI &+ @O2ANRAEIAS TRl dzROER 2 3+
ARSYGATASR & Wtldzd W2KY 1&gl NRQP Kl Liodpd, ROI5 dZRNEO2 gSNEO6f 230
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The lawyer also stated that if the accused Khmegionals paid the government the revenue that was
lost, all charges would be dropped against his 21 clients. Authorities said in Ju\h@0@¥er, that
investigations were still going dff

3.4  Utilizing the international embedding of the boiler roorarganization

Intelligence suggests that numerous masarketing fraud operations on multiple continents attempt
to evade detection and identification by targeting victims in other countf{As stéaed by John
Steven Berrythe international embedment of boiler roomrganizatiors and the recruitment of
investors in third countries has been a deliberate polgoiler rooms are deliberately split across
variouscountries to delay and mitigate the risk of being dismantled by investigating authowties.
boiler room organizationcan, in its telephone communications with clients, emphasize that the
stockbroker selling the shares is basetle.g., the British Virgilslands because of their strict financial
confidentialitywith respect to bank accounts as well as other fiscal advantages. This was the case with
the Dutch boiler room fraud case Witter Walwyn, Overseas!®#@tochures sent to clients pointed
out that because of the absence of corporate taXieg onthe British Virgin Islands, operational costs
were lower and a substantial portion of these savings would benefit the client.

It is common that no fund raising takes place in the countries wheider roons have their

infrastructure thus avoiding the creation of victims who could alert the authortfiéEhis aspect was
also shown in the recent English boiler-room(case againstWiimot family. This boiler room
organizationoperated in the south of Spain bwasleft aloneby the Spanish policas longas no

complaints were received from Spanish inhabitants.

Accordng the FSA, establishing boiler rooms in.the vicinity of British communities in Spain has an
advantage because youmgll centeremployees, whose job it is to phone potential clients in Britain,
can easily be recruited from these.communities.

The international aspect clearly manifested itself as the result of a theae British investigation
(20092011) into a boiler roonorganizationoperated byGeorge Abruga Nigerian immigrant to the

U.K. Thicriminal had professional websites and leaflets developed and produced in Sweden and
operated from the island of Majorca (Spain). The Boiler Room tedgelderly and vulnerable
inhabitants of the U.K. The moneybtained from these fraudulent deals was laundered through
Swedish and Italian bank accoutts.

102 WocalNGOuse Ay W. 2 A f . ShadPhnar? Pe@Post,A8 JIN2003.
http://www.phnompenhpost.com/national/local)ngasedboiler-roomscam (2014).

103 L a a C2 Nm¥sM#tketing Frauy ! ¢ KNS | (ipaged® SaayvYSyiQ

104 Steven John Berry BA. Dissertation (with very long tittle) page 12. Dissertation on the occasion of a study Fraud Risk
Management at Nottingham Business ScHad{.(2011). Mr. Berry was working as at&ive Chief Inspector at thdong Kong
Police. He retired from the police in February 2013.

105 CLI:NL:GHAMS:2016:5173 Amsterdam Court of Law, date of verdiotZil 6, date of publication 261-2017, (2017).

106 {SBAWIAY3A (KS YA R Q% Joayd &eare in $ieJGuagiian, 3 February 2007.

107 {0200 | SYRSNEHE2 W elvyaR R{SI YO2IyIY8YRE W SR2IurEA8MNI pmmoY O2f R OF f ¢
http://www.chroniclelive.coU.K/news/north-eastnews/tynesideconmenijailed-after-13m-1400752 (2014).
{F KIFNY wEKENIcNEsWigeHaled phony stock selling fraudst&r® Wdzy'S HHZ HAMMD
http://saharareporters.com/2011/06/220).K-court-convictsnigeriarled-phony-stocksellingfraudsters (2014).
M&ARainmaketl!. 2 Af SNJ w2 2 Y SiREEWS ¥xu§useb, 2a18.G 21 A f
http://mandarainmaker.coJ.K/2011/08/05/boiler-room-scammersyet-jailed/, (2014).
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In February 2014, the City of London police, together with other police forces abroad, dismantled a
highly organised internationddoiler room structure. The action resulted in 110 arre8#pf which

were in Spain20 in the U.K., 2 in the U.&81d 4 in Serbia. The majority of people were arrested on
suspicion of money laundering and fraud offences. This effort also led tacldisere of what are
believed to be 14 boiler rooms in Spain, two in the @il one in Serbi¥®

Boiler room cases presented before the Dutch courts with the statements frofmoider room
employees also show the cross border activities of these scanthefidnds based boiler room
organizatiors almostalways appoach potential investors iforeign countries® Conversely, Dutch
speaking boiler room employees from abroad approached Dutch investors using fictitious ¥#ames.

Another fact, according to Berng that for a number of reasons, boiler roomrganizatiors are
increasingly starting activities in less developed countdash asSoutheast Asia, from where the

U.K., the U.S. and Australia are being targetate @ason for this shift could be that the countries

lack the knowledge, expertise and resources at the local juséparment level to counter these
activities. Corruption could play a role as well insofar as local autherities are paid to keep their eyes
shut or warn the criminabperators alead of time in the event that problems might arise for théh.

The expectation is that boiler rooms targeting inhabitants-of the U.K. are more likely to be located in
the Far East, Seychelles and the Caribbean because these places are of increasindgoinyteunesf
people, (backpackersiho spend their holidays in these places. This makes it easy to recruit them
and thus creates the illusion that the boiler room'is being operated from within tkKe'td

The Australian ACC equally noticed in its report tinainy serious and organised investment fraud
operations targeting Australians were Asilaased but norAsian runtt?

The fraudrecoverybldd‘created by a group of boiler room dupes united under the n&oesortium
of Defrauded Victims (CDHBgtermined that. anumber of Southest-Asian boiler room syndicates were
run by westerners who kept in contact with each other.

This international character of fraud indicates the need for worldwide legal cooperation in order to
follow the flow of money and the questionimg suspects, victims and other witnesses.
3.5 Purchased shares cannot be sold because of restrictions

The U:KSFO teaneader Jacob Blatch stated in 2014 that most of the shares sold by the boiler rooms
involved a legal restriction for staup businesses that meant they could not be desior at least a

108 http:/iwww.cityoflondon.police U.K/news-and-appeals/internationajpolice-operationtargetssuspecteeboiler-
room-masterminds/Pages/default.aspx, (2014).
http://www.theguardian.comMl.K-news/2014/feb/28/swoopon-boiler-room-110-arrests (2014).
http://news.sky.com/story/1218767/boileroom-fraud-smashedn-policeraids (2014).
http://www.b bc.col.Kinews/U.K-26367166 (2014).

109 Look at for instance V. van der Boom and S. Eikelenbdtima 6t N2 aSOdziA2y o OSIF®SE . 2Af SNJ w22Y )
(Financial Daily Newspapétet Financieele Dagblad), 28 october 2010. On the website
http://www.fbi.gov/stats-services/publications/massarketingfraud-threat-assessmentthe FBI refers to some boiler rooms
operating from the Netherlands, (2014).

110 Lodk at for instance Dutch court Utrecht 30 July 2008, case. 16/9926818oiler room FX Nevis.

111 Berry, (2011), dissertation page 10.

112 Berry, (2011), dissertation page 23.

113 ACC (2012)Serious and Organised Investment Fraud in Austrai@drt, pagel6.

114 https://fraudrecoveryblog.wordpress.com(2014).
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& S | THaly sddeezed investors in that eyear period, knowing that as soon as the shares were
released from the restriction they would realthere was no value in the staBfAccording to the
U.K-FCAwebsite, they received many reports about share scams or boiler rooms which involved the
sale of restricted or contdled U.S. shares. While the sale of these shares is not always a scam, it is
often not made clear to investors that they can be very difficult or expensive to ffade.

Restricted or controlled UL K NBa I NB Ww$ Am& 1] yRBWis fomésKEbmMaESED
ruling that allows firms there to sell stocks that do not mestitigs standarsl (and therefore have

tight restrictions on their sale in the U.S.) to investors outside the U.S. These shares alissofteh

at a discount of their normal & price, but most of this discount is kept by the broker or in scams kept
by the men behind the boiler roonCongquently,if you are not an U.Kitizenand you buy these U.S.
Regulated Shares, you will have to keep them for a fixed period, usually sithms or one year. You
cannot sell them back to buyers in the U.S. during this time without paying to lift the restriction. Once
the holding period has passed, you still have to pay a U.S. lawyer to'remove the legal restriction from
the share certificate éfore selling the shares, which could cost more than your shares are worth.

When you acquire restricted securities or hold controlled securities, you must find an exemption from
the U.SSEC's registration requirements to sell them in a public marketpRule 144 allows public
resale of restricted and control securities if a number of conditions.are met. Further information about
selling restricted and control securities in the US can be found on thevelEsite 1’

Provided that the boiler room can stile‘reached after a year or so, it often becomes clear that
purchased shares cannot be sold through'its broker because they have no value and no effort is made
by the broker to sell them. Moreover, sometimes the criminal broker cautions that the company in
which was invested could go bankrupt unless more shares are purchdsed.

3.6 Purchased shares are worthless

All shares sold iPumpand-Dumpschemes by boiler rooms have one thing in common; after the
shares are purchased by a large number of priiatestors at a manipulated and inflated price, the
artificially created demand disappears at some point and theevalf these penny stocks drops
dramatically. Boiler roonorganizatiors try to benefit as long as possible by prolonging the drop in
stock prce. They manage to do this by creating and establishing sales restrictions, either at or after the
time of purchase. One of.the options most often used is enforcing a certain time frame, also known as
Yockup-LIS NAreafd@ch case known Bscific Cotinental investors were informed afterwards of

the existence of such a tirfeame (one and twqears respectively) by means of an impressive letter
dated 2706-2007 and sent by the director d?acific Continentaln this particular case, these were
shares in the companieésntertainment is U.S. INEIUS) an@imba Mines IndSBAM}*®

115 {Ch t NBaAaBRAWES{G2uBNYOWA2Yya fAY] $Runé201qmTtnyY . 2Aft SN w22Y FNI dRQX
http://www.sfo.gov.U.Klpressroom/latest-pressreleases/presseleases2014/nine-convictionslinked-to-70m-boiler-room-
fraud.aspx, (2015).

116 C/ L.Y%gW NB 2F NBa aNTctéhér@® 4, (2015)aSed addEarQ2 of this shithy//www.fca.org.
U.Klconsumers/scams/investmergcams/shardraud-and-boiler-room-scams/restricteelis-Shares (2015).

117 {9wdzt® wmnnY {StfAy3a wsS gHitpndwdwistdRyoviinyeltor/pubs/riled@ htm@AB).dzNR G A Sa Q

118 VEBW! I yRSE SyT 6SyRSt LISNI ( S{VEB28gptendbbrR@), & y23 adSSRa fdzONI GASTQ
www.veb.net/HoofdMenu/Home/Nieuwsoverzicht/2011artikelen/boilerroom.asf014).

119 Letter in possession of the author.
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If the boiler roomorganizationis confronted with too many complaints or has receivedic®that the
authorities are preparing an investigation, it will cease to exist overnight. CHtlecentersales
organizatiorwill become mreachable by phone,-mail or internet and its website will vanish as well.
In all cases victims lose their monegnakt entirely. In a large number of known cases, the boiler room

emerges under a different name. The British FSA, (nowadays FCA), reported that a boiler room
syndicate led byfomas Wilmofrom 2003 until 2008, operated undée different names:?°

In 2010the Australian ASIC announced that the New Zealand businesBaad Hobbs as involved
in 14 unregisteredoffshore managed investment funds operating in Austr&fid Dutch boiler room
fraudger was at least involved in Roiler roomorganizatiors locatedin Hungary and New Zealand.
And in November 2012, the New Zeald®EO started an investigation inRoss Asset Management
¢t K& 2 ¥3 DasPpzaig undetl different names?2

As already mentioned, if the boiler room victim actually received certificates .of shares or penny stock
shares, they are either worthless, or there is a restriction.on the trade in these during a certain period
of time, or thereis a limitation in the fornof, for example agovernment tax or bale to be paié The

Dutch boiler rooncase ofSpantel Telecommunication IrendAd RentaCalemonstrates the use of
these kinds of restriction¥*

As mentioned before, in certain cases the holder of penny stoclksjisred to pay aestriction fee

the shares for sale. After payment of this fee, the contact person alalastysdisappears. This form

of scam i t f Phade tlvo skarorNB 02 @S Ndthe ADt ¥ Q{ I E2 y [ boilérSdedh (i dzNB ¢
aSO2YyRAAKI BIABLORDGSSR WNRPAYWO & dza G NI f follom-upd OER QG I £ 1 |
LY tKFasS ¢g2 0KSNSE{SNE Dra@esOEBU el n the 8.S. Ithis kind

2T aolyYy AbB {0201 0{6EBQ0Y

In the U.S., for example, some firms have claimed to be representing wealthy clients who want to
reduce their capital gains tax by buying up bad debt from fraud viclilms sales representatigérom

these firms proposed that the victim swap the worthless staxkrécognized blue chip stock held by

the tax0 dZNRSY SR Ot ASyiiad C2N) (KS Llz2N1l2aSa 2F (KS ag
price(s) that he victim mid. Since the blue chip stock was priced highér§i G KS @ f dzS 2 F G ¢
stock; the victim was required to pay the difference in the value of the stbltkseverThe victim did,

120 Tracey McDermott:Three sentenced to jail for operating £ 27,5 m. boiler scaogust 2011.
Www.fsa/pages/Library/Communication/PR/2011/073.shamid
http://www.which.co.U.KInews/2011/08/three-jailed-for-27-5m-boiler-room-sharesscam264045 (2013).

121 al G bAHBISNSY® Wt STHSNew ZeplandHenld, 11 vARril 2010.

122 http://www.stuff.co.nz/dominionpost/business/7969213/SeriotraudOfficeinvestigatingRossAset-Management.
The FMA announced it seemed to be a P@chieme, (2014).

123 See for examplattp://consument.afm.nl/consumenten/risico/boilerrooms/hoe.asp013).

124 Dutch court Amsterdam 29 November 2007. RBAMS LJN BF7315.

125 Roest (2009), booBeleggen in gebakken luclfthvesting in scams , page 217 and 218 and Berry (2011), dissertation,

L3S M1 FYR mMyd® wSLI2NI WVLCENHRMXE bBYRMANBEI YREASRMMy dSadyYSy i
126 https://www.moneysmart.gov.au/scams/recoveringur-losses (2013).
127 See for an example 'Austrac Typologies and Case Studies Report 2GH34 30 'Boiler Room' share scam cost

L dza G NI £ ALy @A Qvimlasta.gbv.awfiles/typA G30.0d2 (g001).
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not actually receive the blue chip stobkt instead was swindled second time-?®

In 2013 and at the request &f.S. authorities, a well orgamd boiler roomwhich had been active in

several countries, was raided and shut down. Furthermore, the lead suspaonty Winickwas
apprehended in Thailané?® In the indictmentagainst Sandy Winick and other defendants, the
organised employment of the phas&o scam was cited. In the indictment the boiler room fraud was

NB F S NNB RLISIRY & 43 (ARG RUAIKS YNBXO2 GSNE NR 2 Y advbhibedzZR 4 | &
fee & O K S'¥\Wifick orchestrated these schemes. According to the indictment the advance fee
schemeinvolved making false promises to investors to induce them to pay advance fees for non
existent services to sell their illiquid penny stock shares.abivanceee fraudsters had invented nen

existent businesses such as law firms, consulting agencies and other fake eesngsupart of the

scheme to convince the targeted advance fee victims to pay an upfront premium in-order to be able

to sell their securites.AS FI 1S O2YLI yASaQ F¥SSa OkRLYS Ay (GKS T2
fees or taxes, osome other fictitious expens@.he defendants knew that once the advance e

beenpaid they would keep these funds for their own purposes and would provideimmpin retun.

The proceeds of the advance fee scheme totalled more th&nmillion.in the years 2009 and 2010

and were wired to bank accounts throughout the world. . The case is stifjoorg. In July 2015
defendantWinick pleaded guilty. The guilty pleeas announced by . U.S. Attorney for the Eastern

District of New York and the FBl.

In July 2014, th&).K. website Moneywisgarned against recovery scarhecause they wergrading

on the desperation of those whisad oftenalready been defrauded of tlielife savings? A recovery

room scammer will pose as a reputable firm that will help tltiwis to recover the money they have

lost. According to Moneywise, scammers will usually charge an upfront fee of between £1,000 and
£2,000¢ or more.Others pose abrokerages claiming to be able to sell the worthless shares originally
bought through a boiler room scaat an.inflated price, if you register with them for a fee. In the U.K.,
the most common claim is that the firm will pursue a compensation claim fothyough the courts:*?
Oftentimes the callers present themselves as the legal authorities, government regulators, lawyers,
private detectives or the policand they also offer to recover the money for a féad because victims
often fail to report the cime, being.unwilling to dmit they've been stung twicehis type of fraud

tends to remain under the official radar.

According to_Jonathan Phelan spokesman for the former U.K. FSA, theresigaffieant increasen
this type of fraudin 2014. At that time there were around 20 recovery room firms targeting UK
investors. We estimate that around 30% of people who have lost money through a boiler room fraud

gAff Fftaz Flrtt GAOURY G2 || NBO2UJSNE NRBZ2Y FNI dZRPE

128 This example is derived from the website from Economic Frauds Detection & Prevention Inc.
https://economicfrauds.net/gooeto-know/the-stockswap, (2015).

129 https://www.fhi.gov/newyork/pressreleases/2013/sandyinick-and-gregorycurry-arrestedin-thailandin-connection
-with-one-of-the-largestinternationatpennystockfraudsand-advancefee-schemesn-history, (2015).

130 Superseding indictment Case No-4% (S1) WFKhttp://online.wsj.com/public/resources/documents/indict.pd{2015).

131 t NBaad NBYBRABY WAGATSYy tfS8SFrRa DdAafdGe (2 [SFIRAY3I Ly LYGSNYIGAz2
https://www.fbi.gov/newyork/pressreleases/2015/canadianitizenpleadsguilty-to-leadingan-internationakraud-

scheme (2015).
132 http://www.moneywise.colU.K/scamsrip-offs/scams/justbeenscammeeddont-fall-victim-to-the-recoveryroom-scam (2014).
133 http://www.moneywise.colU.K/scamsrip-offs/scams/justbeenscammeeddont-fall-victim-to-the-recoveryroom-scam (2014).
134 http://www.moneywise.coU.K/scamsrip-offs/scams/justbeenscammeddont-fall-victim-to-the-recove (2014).
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Socalled?f 1 S NXB O2 ¢ab bl phte GsiivkliThe D@ch AFMP, for examplewarned against

the suspected boiler roonGuozijian Capitabn its website inJanuary of 2014. Its representatives
approached former buyers of worthless shares and told them that they had located a new buyer for
their shares. However, they pretended that this new buyer was only interested in purchasing shares
above a certain minimurquantity. This way, the original victims were persuaded to buy even more of
the same worthless shares in order to reach this minimum. After this second round of buying and
paying for worthless shareshe boiler room became no longer interested in traditigese share
portfolios. As a result, these buyers were victimised for a second time.

TheU.S.SEC is very clear on their website: con artists across the globe have stepped up their efforts

to rip off investors, especially ndd.S. residents who have lastoney in the U.S. sedties markets.

2 KAES AdQa yI GdzNT f sésRas quickly &nd GLfulyNdS Qodsitie) the FECQuarnetl 2 a
investors to be extremely sceptical of offers to exchange worthless or poorly performing stocks for

0f dzS ORANIQE LENFPLRYSNED® ! f 6 K2dAK FNF dzZREGSNAR dzasS |
worthless stock swap scams, most of these frauds boil down to a predictable formula: a persuasive
pitch, which nearly always contains false assurances of legitimadloyyéa by demands for monelj®

The author therefore agrees with the note of the Australian AGE€ritbus and Organised Investment
Fraud is not an opportunistic crime, but a calculated, sophisticated and organised criminal event that
can attract experienceihvestors, with many individuals beingvietimised" %7

Two alerts byAction Fraud G KS | oY ®Q 'a yIFGA2y Il TonkepaRAugust&® Ay (SN
2015 in which Action Fraud issued warnings against criraimage of its name, are a cleiadication
that boiler room scammers operate with increased recklessness.

In the first alert, theAction Fraudwebsite reported that they hadeceived numerous reports from
victims who had been contacted by scammers who were cold calling and emailing people claiming to
be from Action Fraucand theNational Fraud AuthorityNFA). The NFA, however, was shut down in
2013

According to the report;ie fraudsters were cold calling victims anonymously from blocked numbers
and also contacting.them from the faleenail addressctionfraud999@gmail.comThey were trying
to scam people invarious way, including:

1 Telling victims that they can obtain a refufrdm a previous fraud because the suspect has
been caught;

9" Scaring victims into thinking their IP address was being used as part of fraud overseas and
remote access was needed to rectify the issue;

1 Cold calling and claiming that victims are entitleddéunds and bank details were needed to
transfer the money;

1 Asking for personal information, including passports drnding licences

Claiming that they can recover money from a previous fraud;

1 Serding emails asking victims to fill out a survey whdohtained suspicious links.

=

135 http://www.afm.nl/nl/nieuws/2014/jan/7-boilerroomwaarschuwingen.aspkittp://www.guozijiancapital.com/# (2014).
136 http://www.sec.gov/investor/pubs/worthless.htm, (2013).
137 ACC:!'Serious ad Organised Investment Fraud in AustralRéport, page 1, (2012).
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1 Inasecond alerAction Fraudvarned the public thatraudsters were using their name to trick
people into handing over personal information such as account numbers, sort codes IBAHN/
routing-

1 numbersand other personal infanation.

According to the postedarning, Action Fraud and the police would under no circumstance call to
request such informatiof®

And in March 2016 the Belgian FSMA warned the public on their website ttfarectivities of the
supposed law firm€ole& Rushton LC&hdErnst & Taylor LL.Rvhich wereoffering to help victims of
investment fraud recover the money they had invested. The alleged law diffisle & Rushton LLC
and Ernst & Taylor LLP approached the victims of Boiler Room fraud, leadingptbeleve that there
are criminal proceedings under way against the boiler rooms of which these pense victims, and
offering to represent them for the purposes of these proceedinghe Belgian victims were also
approached byCais Cadfal LLC which had put them in touch with the supposed law fi@ole &
Rushton LLE®

The victims who repliefavourablyto this offer were then, according to the FSMA, invited to pay a
series of different fees: advances on legal fees, court costs, payment of tax#we aamounts
recovered as a result of the proceedings, etc. Despite the payments and the promises made by these
supposed law firms, the victims had never recoveredah®unts earlier invested in the companies
Friedman Globaand ShanghaiDerivatesExchanggSHDEX). These companies approached Belgian
potential investors with proposed investments without holding an authorization as an investment firm

in Belgium.These companiewere therefore not allowed to offer investment services in foom
Belgium The websites of these boiler rooms are now offline. e boiler room companieshat
claimed to be based in Hong Kong and Shanghai used a bank account opened in the name of the
companyof Raiser Limitedlt is,"however.remarkable that the companieBriedman Globaland
Shanghai Derivates Exchaniged alreadybeenthe subject of a warnin@y the Finansinspektionen,

the Swedish supervisor authority, on December 5, 201 e still active in 2015

3.8 Damage control'and countermeasures by boiler roamrganizatiors

Massmarketing ' boiler rooms are increasingly employing countermeasures, including relocating
frequently and using sophisticated technologies, to conceal their communications and the rscatio

from which theyoperate:The tactic to move the physitlocation and move on before the local law
SYF2NOSYSyid Aa adl NI ANIEL | Yy ESmdaviagluiwarted lak & OF f
enforcement scrutiny massarketing boiler rooms seldom us@lence and corruption of individuals

or business, except in rare incidents to discipline group members or further-shortobjectives'*?

138 W £ SNIY FN} dzZRAGSNE FNB 2y 0S F3FAYy dzaay3a GKS 1 OGA2y CNY¥dzR ylYS
http://lwww.actionfraud.policelU.K/news/alert-fraudstersare-once-againusingthe-action-fraud-nameto-scampeopleaug1y
(2015).

139 http://www.fsma.be/en/site/Repository/press/warnfsma/2016/20163_23_recovery.aspx2015).

140 http://www.fi.se/Folder-EN/Startpage/Register/Investalerts/WarninglistWarning-againstFriedmanGlobatand-Shanghai
DerivativesExchangeSHDEX/, (2016).

141 t I dzf . $tddl/ntheker scaihs, shell companies, penny shares, boiler rooms and cold calling:.SHe LIS NA Sy O0S Q
International Journal of Law, Crime and Justice 48 (201-B}50

142 LaaC2NmysaW¥WNJ SGAy3a CNI dzRY page4KNBIF G ! 3aSaavySyiQ:z
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As a common defense tactic boiler room fraudsters do not use their real names but use stolen or
invented identities to promote fraudulently the targeted penny stocks. For example in thedds®.

against he the pump-and-dump fraudster SandyWinick it became known that he used the following
aliaseslerry Sarrona]John Peter Smith, Abdiel Vergara, Robin Cheer, GlaraRoKyle Bendfordnd

Stephen Thomsott? And in the allegedly boiler rooower Traders Press.Com. loige of the sales
NEALINBaSydal dA@dSa dzaSR* GKS FI 1S ylIrYS aw2Ky D2f Réd

A former boiler room employee affirmed thaew callcenter workerswere encouragedby managers
to use fake names in order to protect themselves, hide their true identity from clients and to, obviously,
thwart detection by police and the judiciary.

In 2010 the IMMFWGQeported that law enforcement intelligencéad revealed that a single
perpetrator may useéhundreds of fraudulent entities ahmultiple perpetrators may usene.common
identity, undermining law enforcement efforts to locate perpetrators_and intercept fraudulent wire
transfers!4®

Boiler room fraudsters are according to tAastralian ACC monitoring and manipulating search engine
results through entering (fake)data. This results in moving any negative feedback chronologically down
the list. The negative feedback is then often located onthe second. or third page and not \igwed
the (potential) investot**The Scamfraudalertan internet online consumer protectioorganization
reported that part of this new trend is to invoke reputation management fitmbelp clean up their
tracks on the internet?’

Boiler room fraudsters atscircumvent any messages and-lore feedback that might have alerted
potential victims that they are being scamm&8They also produce seifrovided reference#n chat
rooms and foums. This has to be done in case potential investors are performingditigence
investigations after receiving information from the fraudsters about the recommended stocks and
companies.

Mr. Max Becker, spokesperson fGriffin & Miller BY a (former)private boiler room investigation
organizationin the Neherlands, was als@ery much aware that boiler roororganizatios were
spreading disinformation on the internet about private boiler room investigators in an attempt to
discredit them. Private boiler room investigators in the Netherlands have also been threatened by
phonel%®

On.the website of the Florida corporation Economic Frauds, one couldatesatly h 2014:4 h dzNJ
website $ ALWAYS under continuous cyitack by cybercriminals and the companies we expose,
along with misrepresentational or misleading information onititernetd'&

143 Case 1:12r-00452WFK document 3 filed 08/07/18ttp://online.wsj.com/public/resources/documents/indict.pd{2015).
144 https://www.sec.gov/news/presselease/2017124. Case No. 1:}C\V04133 Complaint, page 48. (2017).

145 LaaC2Nmysa¥WNJ SGAy3a CNI dzRY,phgetsKNBI i ! daSaavySyidQ

146 ACC'Serious and Organised Investment Fraud in Australieort page 170 Commonwealth of Australia 2012.

147 http://scamfraudalert.org/category/scaralert, (2014).

148 Page 15, 'Serious and Organised Investment Fraud in Australia,' repog).(201

149 Interview 2 July 2014 with Mr. Max Becker, spokesperson Griffin & Millmizationin the Netherlands.

NOTE by F. Roest: Griffin & Miller BV went into bankruptcy on March 3, 2015. Bankruptcy number C 15/15/108 F
CourtNoord-Holland. The bankruptcy has endedtie first half of 2017 due to a lack of assets.
150 http://www.economicfrauds.org/boileiroom.html, (2014).
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4.0 TACTICS TO LURE POMEN VICTIMS TO BBMARES

4.1 Introduction

Boiler room fraud is a wefllanned and organisedioninal activity because it can take a great deal of
effort to convince an investor of the legitimacy of the fake broker. Potential investors/victims are
usually contacted by telephone and the scammers attempt to maintain a constant contact for the
purposeof relationship building

Boiler roomorganizatiors use broker names that are similar to those belonging to existing reputable
companies or persons. Look for a list of known boiler room names at the webditéeafiational
Organizatiorof Securities Commissioif®SCO) or the national warning lists published by.the national
financial authoritieg>

4.2 How to reach investors

Boiler room organizatios worldwide get their lead o potential victims from several legitimate
sources.Consider, for instance, responses to ads, brochures and publicatiorthe website of
securities brokers. It is also possible that subscribers to internet investment advice letters are being
approached withattractive investment proposals. Needless to sagme advertisements anstock

letters can be faké?3?

l'a It NBFRe YSYGA2YySR SINIASQORZ AR dOKdris@@Rtine 6 KSy ¢
it is probably because their names are in@ddon fraudster€lists of individuals susceptible to
RSOSLIIAGS az2ft AO0OAGLE(A 2 ysacker libt€/Ssacker Iisticaniaids the NaBieslaridd 2 1 Y
addresses of victims of earlier frauds. These lists are being traded and swapped in criminal
environments.

Theinternet is also an effective tool for identifying potentiactums. According to the IMMFWG law
enforcement intelligence revds perpetrators make increasityguse of email spiders, which crawl
through websites, message boards, and other online forums harvest emailaddressesfor
subsequent solicitation via spam email. Once the emdilresseshave been collected, fraudsters
often use botnet networks of computers infected watmalicious code and programmed to follow the
directions of a common/commarahd-control server to facilitate thesimultaneousdistribution of
thousands of spam emait>®

Various research regarding victims of mass marketing fraud in general and boiler room fraud in
particular, shows that predominantly older and single persoresthe ones approached by skilled
boiler roomswindlers. The majority of boiler room scams target men 65 and older who are active
investors’®*When these men are single, theppear especially vulnerablén 2017 the U.S. SEC
mentioned in a press releaslkeat she announced charges in a massive telemarketing boiler room

151 http://www.iosco.org{jnvestor_alerts[ (2014).
152 {SS F2NJ SEI!YLX SART L¥ NI deldbyA WINRFS&aaA2y It t221Ay3 adz201 ySsatSiai
153 IMMFWGWa I-a&ldaNJ] SGAy3 CNI dzRY,paget6K NS G ! 3aSaayvySyaQ

154 9t AYyS. 222 8BY Ww2At SN whandaDTinde§) Novembet 22(i20182 6 Yy Q3
http://www.ft.com/cms/s/0/4f40d88a-520d-11e38c4200144feabdcO.html#axzz3DvcE5GED14).
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