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Preface 

A successful boiler room fraud can create more than 1,000 victims along with damages exceeding 30 million 

Euros. Usually, boiler room fraud victims were merely trying to increase the return on their savings when they 

were defrauded by ruthless shares salesmen working for an international, criminal organization. Some victims 

ended up losing most of their savings and some of them have even taken their own lives because they were unable 

to face the shame that comes with significant financial losses. 

Prevention of boiler room fraud is difficult because of its social engineering aspects. Informing society about 

investment companies that operate without a license is obviously not enough. Despite official warnings, boiler 

rooms can continue to grow for months. The current system of warnings is clearly not effective and the 

temptations, in combination with the persuasive power of boiler room salesmen, is strong. This book may be able 

to help. 

The author, Frans Roest, has been studying and analyzing boiler room fraud for many years. He describes the 

structure and the modus operandi of international boiler rooms and identifies red flags that warn us for this evil. 

Although this is not his first book on the topic, it is his first in English . 

Because of his thorough understanding of the subject, he can address it in a structured and balanced manner. He 

describes the way in which sophisticated criminal organizations operate by plainly talking about sales persons, 

websites, phone calls, envelopes, etc. He does so effectively and without jargon, as the man in the street must be 

warned in a simple-to-understand manner. 

This book may encourage monetary authorities and associated administrations to further improve the 

effectiveness of their warnings about boiler rooms. Future published cautions may not only disclose the identity 

of the company operating without license, but also its risk profile. Investors will be alerted when this profile 

ΨŎƻǊǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜƛǊ ōƻƛƭŜǊ ǊƻƻƳΩΦ 

In my opinion, the author has succeeded in making this technical topic accessible to fraud auditors worldwide and 

to the greater public, especially to those who need it most: investors looking for a higher and safer return on their 

ƛƴǾŜǎǘƳŜƴǘǎΦ !ǊŜƴΩǘ ǿŜ ŀƭƭΚ 

The Institute of Fraud Auditors (IFA) Belgium is happy to offer this book on www.ifabelgium.be as a download to 

investors, fraud auditors, victims and other interested parties. 

Brussels, September 2017 

Evert-Jan Lammers, Honorary Chairman of the Institute of Fraud Auditors1 

  

                                                           
1  https://www.ifabelgium.be/en/home-2.html, (2017). 

https://www.ifabelgium.be/en/home-2.html
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Date information in parentheses, e.g. (2013), provided in the footnotes references the year when a 
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1.0 Introduction and scope of the problem 
 

1.1 Introduction 

In this study we look at a specific form of international investment share scams, the criminal act of 
selling worthless shares, non-existing shares or other financial derivatives using high pressure sales 
tactics such as cold calling, or through mediums like e-mail and the internet. The efficiently structured 
boiler room represents just one of the many types of groups that perpetrate mass-marketing fraud. It 
ƛǎ ǘƘŜ ŀǳǘƘƻǊǎΩ ƻǇƛƴƛƻƴ ǘƘŀǘ boiler room/stock fraud scams are underestimated due to the fact that to 
this day, most national governments still do not know how to adequately address this international 
form of organised crime. 

An Australian report about serious and organised investment fraud states that one of the main 

challenges in developing responses to such activities is the lack of available tried and proven practical 

examples.2 In this study the author hopes to fill this gap to some extent. 

This study describes international impressions in the campaign against boiler room fraud worldwide 

ŀƴŘ ŀƭǎƻ ŀ ƴǳƳōŜǊ ƻŦ ΨƎƻƻŘ ǇǊŀŎǘƛŎŜǎΩ ƛƴ ǘƘŜ ŦƛŜƭŘ ƻŦ ǇǊŜǾŜƴǘƛƻƴ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳΣ ŀƳƻƴƎǎǘ ƻǘƘŜǊǎΣ 

Australia, Canada, Great Britain, The Netherlands, Spain, Hong Kong, USA and, more recently, New 

Zealand. This information has been derived from open sources (public domain information).  

Chapter 1 of Part 1 discusses the scope of the problem.   

Chapter 2 of Part 1 deals with a number of concepts and definitions used in boiler room and stock 

fraud literature.  

Chapter 3 discusses with the characteristics and operation of well organised boiler room frauds.  

In chapter 4, several strategies are discussed used by boiler rooms, designed to persuade potential 

investors to purchase penny stock. 

In chapter 5 examples of best practices with respect to prevention and public warnings against boiler 

rooms will be discussed.   

Seeing the rise of internet-based investments into FOREX products, it is essential to describe the 

associated risks and investigations on this subject. This is the subject of discussion in chapter 6. Chapter 

6 also examines organized fraud pertaining to binary options often with a lead-time of 30 minutes or 

less. 

Subsequently, chapter 7 delves into the rise of private asset tracing and asset recovery agencies. And 

in chapter 8 actions of disgruntled victims are discussed. 

Finally, chapter 9 discusses recommendations regarding international cooperation to globally combat 

the activity of boiler rooms.  

                                                           
2  'Serious and Organised Investment Fraud in Australia', report produced by the Australian Crime Commission  

  (ACC), page 8, and the Australian Institute of Criminology (AIC). Ò Commonwealth of Australia 2012, page 37. 
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Part 2 provides a closer look at a number of actual boiler room, forex trade and binary cases which are 

referred to in Part 1, dealt with by country. The reader of this work can gain more knowledge through 

the offered background information. This study closes with a Bibliography and a short list of 

documentaries and films. There is also a very short directory referencing relevant internet addresses 

and websites which can be helpful in the battle against boiler room fraud.  

1.2 Scope 

Lƴ мффсΣ ŀ ¦Φ{Φ {ǘŀǘŜ !ǘǘƻǊƴŜȅ ŎƻƴŎƭǳŘŜŘΥ άBecause of the multistate nature of the crime, telemarketing 

fraud is a nationwide problem requiring the commitment of state and federal law enforcement. Vigilant 

law enforcement is necessary to respond to telemarketing fraud, to punish those who perpetrate it, 

and to deter others from entering the arenaΦέ3 

Estimates of financial fraud in The Netherlands, including boiler room scams, were about 500 to 750 

million according to the Authority Financial Markets (AFM), in 2006.4  In later reports the Dutch AFM 

was more reluctant to quantify losses.  

In March 2010, a spokesperson for the British FSA announced on its website that financial damage 

caused by boiler room scams in the United Kingdom would average £ 200 million a year. On average, 

British victims tend to lose about £20,000, which they are unlikely to recover.5  

Lƴ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎΣ ǘƘŜ C.L ŎƻƴŘǳŎǘŜŘ  ΨhǇŜǊŀǘƛƻƴ .ǊƻƪŜƴ ¢ǊǳǎǘΩ in the second half of 2010 which 

revealed that the total sum of investments lost amounted to over $ 8 billion and that more than 

120,000 victims were involved.6 

In 2010 the International Mass-Marketing Fraud Working Group (IMMFWG) revealed in a Mass- 

Marketing Fraud Threat study, that there were no comprehensive and authoritative statistical data 

regarding the scope of mass-marketing fraud on a global level. But the available evidence indicates 

that mass-marketing fraud schemes generate losses by millions of individuals and business around the 

world, estimated at tens of billions of dollars each year. These schemes, among which boiler room 

scams, typically benefit members of criminal organizations and groups, while devastating the lives and 

financial well-being of victims and their families.7 

The Australian Task Force Galilee estimated that Australians lost approximately A$ 113 million in the 

period from January нллт ǘƻ !ǇǊƛƭ нлмн ŀǎ ŀ ǊŜǎǳƭǘ ƻŦ Ψ{ŜǊƛƻǳǎ ŀƴŘ hǊƎŀƴƛǎŜŘ LƴǾŜǎǘƳŜƴǘ CǊŀǳŘΩ. During 

Several studies, including one from the Netherlands, conclude that only 5 to 20 percent of the victims 

of investment fraud report to the police or notify the appropriate enforcement authorities.8    

                                                           
3    Kathryn E. Landreth, United States Attorney, District of Nevada, witness for the U.S. Special Committee on aging,  
    06.03.1996. Http://www.usdoj.gov/criminall/fraud/telemarketing/Landreth.htm, (2001).   
4  AFM Year report 2005 page 60. The number of by the AFM observed illegal financial activities is still rising. The  
  damage to the consumer was about 250 million in 2005, but in reality will probably be much higher. Estimates are  
   in the neighbourhood of  500 to 700 million. 
5    9ƭŀƛƴŜ aƻǊŜΥ  Ψ.ƻƛƭŜǊ wƻƻƳΩ ǎŎŀƳ ǎƘǳǘ ŘƻǿƴΦΩ Http://www.ft.com/cms/s/0/4f40d88a-520d-11e3-8c42-           
       00144feabdc0.html#axzz3DvcE5G6e, (2014).   
6  Http://www.fbi.gov.news/stories/2010/december/fraud_120610/fraud_120610, (2014).  
7  LaaC²DΥ ΨMass-aŀǊƪŜǘƛƴƎ CǊŀǳŘ ¢ƘǊŜŀǘΩ, page 4. 
8   Kunst & Van Dijk:  Ψ{ƭŀŎƘǘƻŦŦŜǊǎŎƘŀǇ Ǿŀƴ ŦǊŀǳŘŜΥ ŜŜƴ ŜȄǇƭƻǊŜǊŜƴŘ ƻƴŘŜǊȊƻŜƪ ƴŀŀǊ ŘŜ ƛƳǇŀŎǘ Ǿŀƴ ŘƛǾŜǊǎŜ ǾƻǊƳŜƴ  
   van financieel-economische criminaliteitΦΩ LƴǘŜǊǾƛŎǘΣ ¢ƛƭōǳǊƎΣ όнллфύΦ 

http://www.usdoj.gov/criminall/fraud/telemarketing/Landreth.htm
http://www.ft.com/cms/s/0/4f40d88a-520d-11e3-8c42-%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2000144feabdc0.html#axzz3DvcE5G6e
http://www.ft.com/cms/s/0/4f40d88a-520d-11e3-8c42-%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2000144feabdc0.html#axzz3DvcE5G6e
http://www.fbi.gov.news/stories/2010/december/fraud_120610/fraud_120610
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Moreover, in a report from the U.K. Office of Fair Trading it is said that less than 10 per cent of victims 

ƻŦ ΨǎƘŀǊŜ ǇǳǊŎƘŀǎŜ ŦǊŀǳŘΩ report these frauds.9 It is very difficult to accurately estimate the scope of 

boiler room fraud solely based on judicial statistics because these cases are not registered as such 

within police- ŀƴŘ ƧǳǎǘƛŎŜ ǊŜŀƭƳǎΦ LƴǎǘŜŀŘΣ ǘƘŜǎŜ ƳŀǘǘŜǊǎ ŀǊŜ ƻŦǘŜƴ ǘŀƎƎŜŘ ŀǎ ΨŦǊŀǳŘΩ ƻǊ ΨƳƛǎŘŜƳŜŀnour 

ƳƻƴŜȅ ƭŀǳƴŘŜǊƛƴƎΩΦ {ŜŎǳǊƛǘƛŜǎ ŀƴŘ 9ȄŎƘŀƴƎŜ /ƻƳƳƛǎǎƛƻƴǎ ŦǊƻƳ ǾŀǊƛƻǳǎ ŎƻǳƴǘǊƛŜǎ ƘŀǾŜ ōŜŜƴ ǿŀǊƴƛƴƎ 

the public since 2009 about an increase in rogue stock traders and boiler room activities. In the 

Netherlands the AFM warned the public on their website and in the press about a strong rise  in rogue 

stock traders.10  

In February 2013, the Dutch AFM announced once again that despite the decrease of the number of 

reports, they regard boiler rooms as a significant problem which should be labelled as high priority.11 

At the end of 2010, the Austrian supervisor, the Finanzmarktaufsichtsbehörde (FMA) issued a public 

warning because they noticed a strong increase in foreign fake news announcements, newsletters 

and analyst comments.12  

And in the year 2012, the Belgium Financial Services and Markets Authority (FSMA) announced that 

161 files dealing with possible violations of financial legislation, primarily pertaining to boiler room 

fraud, had been opened. This was a record performance.13 

Furthermore, according to research (2012 Investor Index) by the Canadian Securities Administrators, 

slightly more than one-quarter of Canadians (27%) believed they had been approached by a possible 

fraudulent investment scheme at some point in their lives and over half of Canadians (56%) agreed 

they are just as likely to be a victim of investment fraud as anyone else.14  

In 2012 the Australian ACC concluded: "Serious and Organized Investment Fraud is not an opportunistic 

crime, but a calculated, sophisticated and organized criminal event that can attract experienced 

investors, with many individuals being re-victimized."15   

The Financial Services Authority (FSA) in the U.K., in 2013, also confirmed that experienced and 

sophisticated investors often fell victim to boiler room scams. Historically, those targeted are older 

people with previous experience of investments of share dealing, who typically lost £ 20,000 each to 

the fraudsters. In 2013, fifty percent of the investors were over 65 years old. And the biggest individual 

loss recorded by the National Fraud Intelligence Bureau (NFIB) was in 2013 and to an amount of £1,2 

million.16 

In March of 2015, the City of London Police, which is home to Action Fraud and the NFIB, announced 

that between October of 2013 and September of 2014, more than £ 1.73 billion was reported to Action   

                                                           
9   {ŜŜ ǊŜǇƻǊǘ hŦŦƛŎŜ ƻŦ CŀƛǊ ¢ǊŀŘƛƴƎΣ ΨwŜǎŜŀǊŎƘ ƻƴ ƛƳǇŀŎǘ ƻŦ Ƴŀǎǎ ƳŀǊƪŜǘŜŘ ǎŎŀƳǎΣΩ όнллсύ, page 69 and 70.   
10  G. den Brink Ŝƴ aΦ ²ƻƭȊŀƪΥ Ψ!Ca ǿŀŀǊǎŎƘǳǿǘ ǾƻƻǊ Ψ.ƻƛƭŜǊ wƻƻƳǎΣΩ  Het Financieele Dagblad 24 januari 2009 en   
  ΨAFM krijgt fors meer tips over fraudezakenΣΩ ƛōƛŘŜƳ но ŦŜōǊǳŀǊƛ нллфΦ 
11  'AFM waarschuwt tegen boilerrooms.' http://www.afm.nl/nl/nieuws/2013/feb/boilerrooms.aspx, (05-02-2013). 
12   'FMA warnt Anleger vor boomender Anlagebetrugsform "Scalping".'  'Dubiose Infodienste pushen in betrügerischer  
    Absicht Kurse wertloser Aktien.' www.ad-hoc-news.de 14 Dezember 2010. 
13  According to FSMA spokesman Jim Lannoo, in dagblad De Tijd, 13 maart 2013, pagina 27.  
 Daan Ballegeer: ΨhǇƭƛŎƘǘƛƴƎ van kleine beleggers van naast de verwarmingsketel.Ω  
14  Http://www.investright.org/investment_fraud_canada.aspx, (2014). 
15  ACC, (2012): 'Serious and Organised Investment Fraud in Australia,' report, page 1.   
16  Www.thisismoney.co.U.K./money/investing/article-1607734/Boiler-room-scams-shares-rip-offs.html, (2015). 

http://www.afm.nl/nl/nieuws/2013/feb/boilerrooms.aspx
http://www.investright.org/investment_fraud_canada.aspx
http://www.thisismoney.co.uk/money/investing/article-1607734/Boiler-room-scams-shares-rip-offs.html
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Fraud as lost to fraudsters by 5252 investors across the U.K. It also calculated, based on its experience 

and access to millions of reports of fraud, that each City-based boiler room was making almost £1.25 

million on average.17  

Lastly, the FBI announced on its website in 2013 that they had shut down an internationally operating 

boiler room ran by Sandy Winick. The call centers were situated in Vietnam, Thailand and Canada while 

the victims affected were from 35 countries. The organization generated more than $140 million 

through various brokerage and bank accounts under their control. 

1.3 Expectation for the foreseeable future 

Because of the low interest rates after the banking crisis, (2008-2011), it is expected that small 

investors searching for higher rates will become pervious to cold calls from boiler rooms. For that 

reason alone, the number of boiler room victims is expected to increase. Of further concern is the 

number of repeat victims and underreporting.18 A coherent and international approach by Financial 

Authorities, all over the world, will therefore be necessary.  

Governments should be concerned that investment fraudsters will also find new opportunities from 

regulatory reforms in the pension sector. There is a growing trend to encourage retirees and those 

with savings to ensure  of their own pensions. In the U.K., for example, pension industry leaders raised 

concerns that such reforms might provide a new opportunity for such scams.19 Consequently, U.K. 

regulators are expecting that scam activity will intensify to a predicted £4.7 billion a year..20 

This book strongly advocates enhanced public-private cooperation because government by itself, 

lacking capacity for one, is not able to decimate the boiler room Hydra Monster, let alone destroy it. 

(See also Chapters 7 and 9).  

Malafide FOREX and Binary Options firms also use boiler rooms as a means to sell their financial 

products to uninformed clients.  

During the past few years, it  has become more obvious that malafide organizations have become 

involved in the FOREX and Binary Options trade because potential earnings globally are in the billions 

and the regulatory oversight of the international trade is minimal.21 The number of complaints filed 

with financial oversight agencies rises annually. No government can possibly  ignore this problem any 

longer and they must fight these new forms of fraud by increasing their commitment to counter these 

development and through stricter regulation.22  

                                                           
17  www.actionfraud.police.U.K./operation-broadway, 18 March 2015, (2015). 
18  Paul Barnes: Ψ{ǘƻŎƪ ƳŀǊƪŜǘ ǎŎŀƳǎΣ ǎƘŜƭƭ ŎƻƳǇŀƴƛŜǎΣ ǇŜƴƴȅ ǎƘŀǊŜǎΣ ōƻƛƭŜǊ ǊƻƻƳǎ ŀƴŘ ŎƻƭŘ ŎŀƭƭƛƴƎΥ ¢ƘŜ U.K.   

9ȄǇŜǊƛŜƴŎŜΩ. International Journal of Law, Crime and Justice 48 (2017) 50-64. 
19    http://www.ft.com/cmsΥ ΨCity boiler-ǊƻƻƳ ŦǊŀǳŘ ŎǊŀŎƪŘƻǿƴ ŀŎƘƛŜǾŜǎ ŦƛǊǎǘ ǎǳŎŎŜǎǎΣΩ (2015). 
20     5ŀǾƛŘ .ŀǊǊŜǘΣ IƻƳŜ !ŦŦŀƛǊǎ /ƻǊǊŜǎǇƻƴŘŜƴǘΥ ΨPolice raid iconic skyscrapers in frauŘ ŎǊŀŎƪŘƻǿƴΣΩ 19 March 2015.    

http://www.telegraph.co.U.K./news/U.K.news/crime/11482823/Police-raid-iconic-skycrapers-in-fraud-    
crackdown.html, (2015). 

21  {ƛƳƻƴŀ ²ŜƛƴƎƭŀǎǎΥ Ψ¢ƘŜ ǿƻƭǾŜǎ ƻŦ ¢Ŝƭ !ǾƛǾΥ LǎǊŀŜƭΩǎ ǾŀǎǘΤ ŀƳƻǊŀƭ ōƛƴŀǊȅ ǎŎŀƳ ŜȄǇƻǎŜŘΩ, The times of Israel; March  
  23, 2016. http://www.timesofisrael.com/the -wolves-of-tel-aviv-israel-vast-amoral-binary-option, (2016).  
 9ŘƛǘƻǊƛŀƭΥ Ψ.ƛƴŀǊȅ hǇǘƛƻƴǎΥ ŀƴ LǎǊŀŜƭ ǎŎŀƳ ǘƘŀǘ Ƙŀǎ ǘƻ ōŜ ǎǘƻǇǇŜŘΩ. The Times of Israel, March 28, 2016. 
22   ¢ƛƳŜǎ ƻŦ LǎǊŀŜƭ 9ŘƛǘƻǊƛŀƭΥ ΨBinary options: !ƴ LǎǊŀŜƭƛ ǎŎŀƳ ǘƘŀǘ Ƙŀǎ ǘƻ ōŜ ǎǘƻǇǇŜŘΩ,  March 28, 2016. 
        http//www.timesofisrael.com/binary-options-an-Israeli-scam-that-has-to-be-stopped, (2016).     

http://www.actionfraud.police.uk/operation-broadway
http://www.ft.com/cms
http://www.telegraph.co.uk/news/uknews/crime/11482823/Police-raid-iconic-skycrapers-in-fraud-%20%20%20crackdown.html
http://www.telegraph.co.uk/news/uknews/crime/11482823/Police-raid-iconic-skycrapers-in-fraud-%20%20%20crackdown.html


Frans Roest: Share Fraud & Boiler Room Scams Exposed 

Not FOR Sale Edition, buy the original version only 10 Euro.    

__________________________________________________________________________________________ 

 

25 
 

Already in 2010 the IMMFWG, which was established in 2007, and consists of law enforcement, 

regulatory, and consumer protection agencies from seven countries, as well as Europol, sought to 

facilitate the multinational exchange of information and intelligence, the coordination of cross-border 

operations to detect, disrupt and apprehend mass-marketing fraud, and the enhancement of public 

awareness and public  education measures concerning international mass-marketing fraud schemes.23   

As far as enforcement efforts are concerned, the specific structure and operation of boiler rooms need 

to be considered so that specialized enforcement units of the police and Justice Department can be 

utilized in such a manner that the knowledge and expertise required in this fight will not be lost. The 

know-how of specialized enforcement units should therefore be recorded and shared. These 

enforcement units should maintain contact with their foreign counterparts, thus enabling information 

exchange and international cooperation.  

                                                           
23  LaaC²DΥ Ψaŀǎǎ aŀǊƪŜǘ CǊŀǳŘΣ ŀ ǘƘǊŜŀǘ ŀǎǎŜǎǎƳŜƴǘǎΩΣ ǇŀƎŜ оΦ 
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2.0 Definitions and explanations 

2.1 Boiler Room fraud  

According to the U.S. SEC in a 1974 case άΨ.ƻƛƭŜǊ wƻƻƳΩ ŀŎǘƛǾƛǘȅ Ŏƻƴǎƛǎǘǎ ŜǎǎŜƴǘƛŀƭƭȅ ƻŦ ƻŦŦŜǊƛƴƎ ǘƻ 
customers securities of certain issuers in large volume by means of an intensive selling campaign 
through numerous salesmen by telephone or direct order, without regard to the suitability to the needs 
of the customer, in such a manner to induce a hasty decision to buy the security being offered without 
disclosure of the material facts about the issuerΦέ24  

¢ƘŜ ŘŜŦƛƴƛǘƛƻƴ ΨōƻƛƭŜǊ ǊƻƻƳΩ25 is derived from the place (room) where trained salesmen in call centers 
are at work and from where potential individual investors are contacted by phone or e-mail out of the 
blue.26 These individual investors are put under pressure into making a rushed decision and are 
purposely misled so that they invest in shares, financial values and commodities at prices far above 
their actual value. The frauds are well organised and convincing, with constantly evolving modus 
operandi.27 The types of shares promoted tend to be those of unlisted companies at a pre-Initial Public 
Offering (pre-IPO) stage, high-risk shares or shares in newly-listed companies. When sold to investors, 
the shares are, at best, significantly overpriced and, at worst, worthless or untradeable.28 
 
2.2 (Stock)broker   

A broker-dealer is a financial firm that trades securities, either for their own account or on behalf of 

other firms.29 If a broker-dealer firm is trading securities on behalf of a customer account, it is acting 

as an agent or a broker. A broker is an individual or party (brokerage firm) that arranges transactions 

between a buyer and a seller, and gets a commission when the deal is executed. A bonafide 

(stock)broker must be licensed. Boiler room fraudsters present themselves on the phone and on 

websites as (stock)brokers. Sometimes boiler room fraudsters use names and registration numbers of 

bonafide brokers.  

2.3 Cold calling 

¢ƘŜ ǿƻǊŘ ΨŎƻƭŘΩ is used because the person receiving the call is not expecting to be called or has not 

specifically asked to be contacted by a sales person. A cold call is usually the start of a sales process 

generally known as telemarketing. The investment opportunities presented by the boiler room 

salesmen by phone through ΨŎƻƭŘ ŎŀƭƭƛƴƎΩ most of the time involve promoting start-up companies or 

languishing companies that suddenly appear to be of interest again because of a spectacular invention. 

This may be the discovery of a new lifesaving medicine or the reactivation of a gold mine. In August of   

                                                           
24  SEC v. R.J. Allen & Assocs. Inc., 386 F. Supp.866,874 (S.D. Fla. 1974). 
25  ¢ƘŜ ŘŜŦƛƴƛǘƛƻƴ ΨōƻƛƭŜǊ ǊƻƻƳΩ is not legally defined. Each case where the term boiler room is used, a criminal and/or  
    illegal operation presenting themselves to the outer world as 'broker' is referred to. In The Netherlands, boiler rooms are 
  qualified as illegal investment firms involved in illegal securities brokerage. 
26  A distinction must be made between boiler room fraud and other forms of organised crime by which (cyber) criminals,   
    through call centers of large companies, attempt to gain access to corporate information and/or bank accounts through  
  ǇƘƛǎƘƛƴƎ ŀƴŘ ƛŘŜƴǘƛǘȅ ŦǊŀǳŘ ǘŜŎƘƴƛǉǳŜǎΦ ¢Ƙŀǘ ǇŀǊǘƛŎǳƭŀǊ ŦƻǊƳ ƻŦ ŦǊŀǳŘ ƛǎ ŎŀƭƭŜŘ Ψ/ŀƭƭ /ŜƴǘŜǊ ŦǊŀǳŘΩ. (See par. 2.17).    
27  'Serious and Organised Investment Fraud in Australia,' report produced by the Australian Crime Commission (ACC), page 8, and  

  the Australian Institute of Criminology (AIC). Ò Commonwealth of Australia, (2012).   
28  Europol Review, General Report on Europol Activities (2009), page 34.   
29  http://www.linkedin.com/company/broker-dealer-firms, (2013) and Http://en.wikipedia.org/wiki/Stockbroker, (2013). 

http://www.linkedin.com/company/broker-dealer-firms
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2011, for instance, reports in Australia suggested that the high price of gold was being used to lure 

investors to invest in 'mining companies' that allegedly had high gold reserves and thus would be a 

lucrative investment in light of the current market downturn. 30  Common tactics used by boiler room 

ǎŀƭŜǎƳŜƴ ƛƴŎƭǳŘŜ ǘƘŜ ŀƴƴƻǳƴŎŜƳŜƴǘ ǘƘŀǘ ΨǘƘŜ ŦƛǊƳ ǿƛƭƭ Ǝƻ ŦƻǊ ŀ ǎǘƻŎƪ ƳŀǊƪŜǘ ƭŀǳƴŎƘ ƛƴ ǘƘŜ ƴŜŀǊ ŦǳǘǳǊŜΩΣ 

ŀƭǎƻ ƪƴƻǿƴ ŀǎ Ψinitial ǇǳōƭƛŎ ƻŦŦŜǊƛƴƎΩ (IPO).  

Cold calling is prohibited in the EU and regulated by law in other western countries. In the U.K., for 

ŜȄŀƳǇƭŜΣ ŎƻƴǎǳƳŜǊǎ Ŏŀƴ ǊŜƎƛǎǘŜǊ ƻƴ Ψ¢ƘŜ bŀǘƛƻƴŀƭ 5ƻ bƻǘ /ŀƭƭ [ƛǎǘΩ. This list will ensure that the 

ŎƻƴǎǳƳŜǊΩǎ ǇƘƻƴŜ ƴǳƳōŜǊ ƛǎ ǊŜmoved from telemarketing databases worldwide. Opt Out U.K. will 

remove the consumers consent from these companies once registered. Thus it becomes illegal for 

these companies to contact the listed consumer. If they do, they can be fined up to £50,000 by the 

Information Commissioners Office, the government body that regulates Opt Out U.K..31  

2.4 Market manipulation 

Market manipulation occurs when someone deliberately makes false statements about circumstances 

that are of crucial importance for the valuation of financial instruments or conceals information that 

lawfully requires disclosure, if the false or concealed information has the potential to influence the 

stock exchange or market price of certain securities. The prices of penny stocks traded by boiler room 

organizations are manipulated in this manner.  

άMarking-the-closeέ ƛǎ ŀ ŦƻǊƳ ƻŦ ƳŀǊƪŜǘ ƳŀƴƛǇǳƭŀǘƛƻƴ ǘƘŀǘ ƛƴǾƻƭǾŜǎ ŀǘǘŜƳǇǘƛƴƎ ǘƻ ƛƴŦƭǳŜƴŎŜ ǘƘŜ ŎƭƻǎƛƴƎ 

price of a security by executing purchase or sale orders at or near the close of normal trading hours. 

Such activity can artificially inflate or depress the closing price for the security. 

A άmatched tradeέ is an order to buy or sell securities that  is entered with knowledge that a matching 

order on the opposite of the transaction has been or will be entered for the purpose of (1) creating a 

false or misleading appearance of active trading in any publicly trades security; or (2) creating a false 

or misleading appearance with respect to the market for any such security.  

A άwash saleέ is an order to buy or sell securities resulting in no change of beneficial ownership for 

the purpose of (1) creating a false or misleading appearance of activity trading in any publicly traded 

security; or (2) creating a false or misleading appearance with respect to the market for any such 

security. See also § 2.10 were the Pump-and-Dump scheme is described. 

2.5 Insider trading 

ΨLƴǎƛŘŜǊ ǘǊŀŘƛƴƎΩ occurs when persons use inside information to buy or sell shares of a company, 

thereby gaining an unfair economic advantage. Inside information is any information not in the public 

domain which, if made public, would likely have a significant effect on the share price and give the 

investor a considerable incentive to buy or sell. 

  

                                                           
30  Mining company stock values or often measured in the amount of gold reserves, which are difficult to both estimate and 
  Verify. Fitzgerald D.Υ ΨCƻƻƭǎ ƎƻƭŘΥ hŦŦŜƴŘŜǊǎ ǊǳǎƘ ǘƻ ŎŀǎƘ ƛƴ ƻƴ ƳŜǘŀƭϥǎ ǎǳǊƎƛƴƎ ǇǊƛŎŜΣΩ The Australian, 26 August 2011.  
  See page 9 'Serious and Organised Investment Fraud in Australia' report produced by the Australian ACC and the      

Australian AIC. Ò Commonwealth of Australia, 2012. 
31  http://www.optout U.K..com/blog/national-do-not-call-list-U.K./ , (2013).  

http://www.optoutuk.com/blog/national-do-not-call-list-uk/
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For example, when a stock corporation has just secured a substantial and lucrative order and the 

employee buys shares in the company because he knows prices will rise as soon as news of the major 

order is made public, it is considered insider trading. Boiler room organizations almost always inform 

potential investors by phone that they are in possession of some kind of insider trading information 

which will lead to share prices that will dramatically increase (strong rising )in the near future, such as 

an IPO. In connection with insider trading the term ΨŦǊƻƴǘ ǊǳƴƴƛƴƎΩ is used. Strictly speaking, however, 

front running is the illegal practice of a stockbroker executing orders on a security for its own account 

using advanced knowledge of pending orders from its customers.32  

2.6 Scalping 

άScalpingέ ƛǎ ŀ ŦǊŀǳŘǳƭŜƴǘ ǇǊŀŎǘƛŎŜ ƻŦ ǇǊƻƳƻǘƛƴƎ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ǘƻ ǇǳǊŎƘŀǎŜ ŀ ǎŜŎǳǊƛǘȅ ǿƛǘƘƻǳǘ ŘƛǎŎƭƻǎƛƴƎ 

that the promoter had some financial interest in that security, such as receiving compensation from 

the issuer for promoting the security, or owning that security and then selling it contemporaneous 

with the promotional activity to profit from the market activity that follows the promotion. 

Ψ{ŎŀƭǇƛƴƎΩ, is more commonly known as front running, ƛǘΩǎ the practice of purchasing a security for one's 

own account shortly before recommending that security for long-term investment, and then 

immediately selling the security at a profit upon the rise in the market price following there 

recommendation. Scalping is illegal.33 

2.7 Churning  

A broker typically earns a portion of the commissions or other fees on each purchase or sale of 

securities that the brokerage firm makes for an investor.  When a broker engages in excessive buying 

ŀƴŘ ǎŜƭƭƛƴƎ όƛΦŜΦΣ ǘǊŀŘƛƴƎύ ƻŦ ǎŜŎǳǊƛǘƛŜǎ ƛƴ ŀ ŎǳǎǘƻƳŜǊΩǎ ŀŎŎƻǳƴǘ ǿƛǘƘƻǳǘ ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ 

investment goals and primarily to generate commissions that benefit the broker, the broker may be 

ŜƴƎŀƎŜŘ ƛƴ ŀƴ ƛƭƭŜƎŀƭ ǇǊŀŎǘƛŎŜ ƪƴƻǿƴ ŀǎ ΨŎƘǳǊƴƛƴƎΩ.34   

For example in January 2017 the SEC charged two New York based brokers with fraudulently using an 

in-and-out trading strategy that was unsuitable for customers in order to generate hefty commissions 

for themselves. Their strategy, which generally involved selling the securities within a week or two of 

purchase and charging customers a commission for each transaction, allegedly resulted in substantial 

losses for 27 customers.35 

2.8 Microcap stock 

The concept of ΨaƛŎǊƻŎŀǇ ǎǘƻŎƪΩ refers to companies with little (micro) capital. Microcap stocks are 

inexpensive and are usually traded in small portions. Many microcap stocks are penny stocks, which 

the SEC defines as a security that trades at less than $5 per share, is not listed on a national exchange, 

and fails to meet other specific criteria. The Microcap stock trade is often illiquid with minimal 

ƘƛǎǘƻǊƛŎŀƭ ǘǊŀŘƛƴƎ ŀŎǘƛǾƛǘȅ ŀƴŘ ǘŀƪŜǎ ǇƭŀŎŜ ŀǘ ǘƘŜ Ψover-the-ŎƻǳƴǘŜǊ ƳŀǊƪŜǘΩ όΨOTCΩύ ŀƴŘ ƛǎ registered 

                                                           
32     Http://en.wikipedia.org/wiki/Front_running, (2014). 
33            Https://en.wikipedia.org/wiki/Scalping_(trading), (2015). 
34            {9/Υ ΨLƴǾŜǎǘƻǊ !ƭŜǊǘΥ 9ȄŎŜǎǎƛǾŜ ¢ǊŀŘƛƴƎ ŀǘ LƴǾŜǎǘƻǊǎΩ 9ȄǇŜƴǎŜΩ.  January 7, 2017. 
    https://www.sec.gov/oiea/investor-alerts-bulletins/ia_excessivetrading.html, (2017). 
35     https://www.sec.gov/news/pressrelease/2017-2.html, (2017). 

http://en.wikipedia.org/wiki/Front_running
https://en.wikipedia.org/wiki/Scalping_(trading)
https://www.sec.gov/oiea/investor-alerts-bulletins/ia_excessivetrading.html
https://www.sec.gov/news/pressrelease/2017-2.html
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ƻƴ ǘƘŜ Ψh¢/ .ǳƭƭŜǘƛƴ .ƻŀǊŘΩΣ (OTCBB)36 or OTC Pink markets.37 The principal inter-dealer quotation 

system is NASDQ in which brokers and securities firms provide competing bids to buy and sell Nasdaq 

listed stock. The result is an orderly market, which is regulated by FINRA. NASDAQ is separate from 

and should not be confused with the U.S. OTC market and the OTCBB  quotation system. Although 

FINRA regulates both the NASDAQ and OTCBB, the latter  are not listed on NASDAQ or any of the U.S. 

national exchanges. On occasions, the OTCBB is referred to the NASDQ Bulletin Board but this is 

misleading. The OTCBB stockshares are traded by a group of market makers that enter quotes and 

trade reports through a closed computer network run by OTC Market Group Inc. 

(www.Otcmarkets.com), a private company, which provides electronic quotations, trading, 

messaging, and information platforms for about 10,000 stocks.38 

In general, mainly shares from small and medium companies are noted and the rates of OTC shares 

are volatile to very volatile, and hence risky. To be eligible for OTCBB quotation, companies must, 

among other things, register the class of securities with the SEC and file limited periodic financial data 

to the SEC. Companies with a stock exchange listing on the OTC Bulletin Board do not have the same 

obligations as the ones on other stock exchanges like NASDAQ, such as the requirement to draw up 

periodic financial reports and mandatory audits.  

According to Nick Savona, a security fraud investigator in Washington, D.C, plays this lack of 

ǘǊŀƴǎǇŀǊŜƴŎȅ ǇŜǊŦŜŎǘƭȅ ƛƴǘƻ ǘƘŜ ŦǊŀǳŘǎǘŜǊǎΩ ƘŀƴŘǎΦ39 In the absence of audited financial statements and 

disclosure, investors might be forced to rely on limited publicly available information. Boiler room 

organizations and pump-and-dump perpetrators specifically aim at selling cheap exchange noted 

shares (pennystocks) being traded on the OTCBB.40   

Frankfurt is widely known for its reputable stock exchange. Boiler room fraudsters therefore often tell 

ƛƴǾŜǎǘƻǊǎ ǘƘŀǘ ŀ ŎƻƳǇŀƴȅ ǘƘŜȅ ǇǳǎƘ ƛǎ Ψquoted in FrankfurtΩ ƻǊ Ψŀōƻǳǘ ǘƻ ōŜ ƭƛǎǘŜŘ ƛƴ CǊŀƴƪŦǳǊǘΩΦ While 

touching on the good reputation of the Frankfurter stock exchange, they really refer to the Frankfurt 

Open Market, also known as the regulated unofficial market. The Open Market's listing requirements 

are lightly regulated. There are, for example, no asset requirements so firms can list with little or 

nothing on their balance sheets. There are no revenue requirements and there is no need to publish 

audited reports or even state how many shares have been issued.41 Boiler rooms often falsely claim in 

their contact information that they are located in Frankfurt in an attempt to heighten the perceived 

reliability of their deplorable establishment. 

Paul Barnes reports that boiler room shares have also been listed in the U.K. on the Alternative 

Investment Market (AIM), OFEX and PLUS. Elsewhere in Europe, boiler room shares have been listed 

on Xetra and the Frankfurt and Berlin exchanges.  

                                                           
36  www.otcbb.comΥ άThe OTCBB is an electronic quotation system that displays real-time quotes, last-sale prices, and volume  
  information for many OTC securities that are not listed on the Nasdaq Stock Market or a national securities exchange. Brokers  
  who subscribe to the system can use the OTCBB to look up prices or enter quotes for OTC securities. Although the Nasdaq  
  oversees the OTCBB, the OTCBB is not part of the Nasdaq Stock MarketΦέ (2013). 
37     Pink refers to the original sheets which began in 1904 reported market data on pink coloured paper. The service was run   
  by the National Quotation Bureau. It changed in name in 2000 to Pink Sheets LLC and to OTC Markets in 2010 

www.otcmarkets.com, (2015). 
38   Paul Barnes: Ψ{ǘƻŎƪ ƳŀǊƪŜǘ ǎŎŀƳǎΣ ǎƘŜƭƭ ŎƻƳǇanies, penny shares, boiler rooms and cold calling: U.K. 9ȄǇŜǊƛŜƴŎŜΩ, International   

Journal of Law, Crime and Justice 48 (2017), p. 55. 
39   bƛŎƪ {ŀǾƻƴŀΥ Ψ¢ŜŀǊƛƴƎ ǘƘŜ ǾŜƛƭ ƻƴ ǘƘŜ ŎƭŀǎǎƛŎ ΨǇǳƳǇ ŀƴŘ ŘǳƳǇΩΦΩ CǊŀǳŘ aŀƎŀȊƛƴŜΣ WŀƴǳŀǊȅκCŜōǊǳŀǊȅ нлмрΦ 
40  http://www.sec.gov/answers/pink.htm, (2013).  
41            Tony Levene: 'Boiler Room shares scams con U.K. investors out of £ 200 m. a yearΦϥΩ ¢ƘŜ DǳŀǊŘƛŀƴΣ нп WǳƴŜ нлммΦ   

http://www.otcbb.com/
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In 2011, the British FSA issued warnings about several boiler rooms who stated that they were selling 

shares of companies that were about to list in Frankfurt.42 One of the promoted firms was Nazca Mining 

with a part interest in two Peruvian mines.43   

And in March of 2013, the Belgian Financial Services and Markets Authority (FSMA) warned the public 

against the activities of Wagner Berne (represented by Matthew Goodman), a firm which claimed to 

be offering investment services. This firm was not licensed in Belgium and was therefore not 

authorized to provide investment services in or from Belgium. Wagner Berne claimed to be based in 

Germany, at Untermainanlage 3, 60329, Frankfurt-am-Main. It is possible that Wagner Berne and 

Matthew Goodman were also associated with Central and Eastern European Markets Asset 

Management, a firm about which the FSMA issued a warning on 25 September, 2012.44 

2.9 Penny stocks  

¢ƘŜ ǘŜǊƳ ΨǇŜƴƴȅ ǎǘƻŎƪΩ ƻǊ ΨǇŜƴƴȅ ǎƘŀǊŜΩ ƎŜƴŜǊŀƭƭȅ ǊŜŦŜǊǎ ǘƻ ƭƻǿ-prices, highly speculative stocks 
generally sold on an OTC market and generally not listed on an exchange. According to Paul Barnes, 
there is no official definition of penny stocks in the U.K. and different observers may use different 
criteria. Most stockbrokers experts suggest an upper limit for the market prices to be anything from  
50pence to £3.45 Lƴ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎΣ ǘƘŜ ¦Φ{Φ {9/ ŘŜŦƛƴŜǎ ŀ ΨǇŜƴƴȅ ǎǘƻŎƪΩ as a security that trades 
below $5-per-share.46 Penny stocks are traded on the OTC-market. 
 
For many years, academic papers have identified stocks of smaller companies as being riskier 

investments than those of larger ones. A synthesis of recent academic literature reveals troubling 

properties of OTC stocks. Academic studies find that OTC stocks tend to be highly illiquid; generate 

negative and volatile investment returns on average; and rarely grow into a large company or 

transition to listing on a stock exchange. Moreover, these properties tend to worsen when the OTC 

company has fewer disclosure related eligibility requirements. Investor returns are significantly 

negative and decline for OTC stocks that are promoted and companies have weaker disclosure related 

eligibility requirements that are self-established by OTC Markets.47  Overall, academic literature states 

that OTC stocks are frequent targets of alleged market manipulation. These studies reveal that 

fraudulent schemes, such as spam emails, lead to near term increases in stock prices, liquidity, and 

volatility during the manipulation period, followed by reversals once the scheme ends.48 

 

Boiler room organizations operating outside of the United States usually work with American based 

penny stock companies through the sale of Regulation S stock. This particular commodity is among 

those which are exempt from SEC registration under the securities laws because it is only offered to   

                                                           
42            http://www.fsa.gov.U.K./doing/regulated/law/alerts/unauthorised-firms.  
              The Pinnacle Group (www.pinnaclefgroup.com), (2014). 
43  Press release: 'Nazca Mining Ltd. : ΨNazca expects to have the listing requirements with the Frankfurt.' 
 http://www.reuters.com/article/2011/03/17/idUS31816+17-Mar-2011+GNW20110317. The website 
 www.nazcamining.com  was in January 2013 again in the air, and is now promoting other companies, (2014). 

44            http://www.fsma.be/en/Consumers/press/Article/press/warnfsma/2013/2013-02-04_wagnerberne.aspx, (2013). 
45   tŀǳƭ .ŀǊƴŜǎΥ ΨStock market scams, shell companies, penny shares, boiler rooms and cold calling: U.K. 9ȄǇŜǊƛŜƴŎŜΩ, International   
  Journal of Law, Crime and Justice 48 (2017), p. 55.   
46          https://en.wikipedia.org/wiki/Penny_stock, (2016). 
47  Joshua T. White: ΨhǳǘŎƻƳŜǎ ƻŦ LƴǾŜǎǘƛƴƎ ƛƴ h¢/ {ǘƻŎƪǎΩ, pages 10 until 12. 
       https://www.sec.gov/dera/staff-papers/white-papers/16dec16_white_outcomes-of-investing-in-otc-stock.html, (2016). 
48   WƻǎƘǳŀ ¢Φ ²ƘƛǘŜΥ ΨOutcomes of Investing in h¢/ {ǘƻŎƪǎΩ, pages 12.  

http://www.pinnaclefgroup.com/
http://www.fsma.be/en/Consumers/press/Article/press/warnfsma/2013/2013-02-04_wagnerberne.aspx
https://en.wikipedia.org/wiki/Penny_stock
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investors outside of the United States.  

 

Reg. S. companies do not have to register with the SEC, if they sell stock outside the U.S. to foreign off-

shore investors. Reg S stocks are shares in U.S. companies which, because they have recently been 

issued, cannot be held by U.S. citizens until a period has elapsed (one or two years) at which point they 

need their restrictive transfer legend to be removed by a registered transfer agent before they can 

trade. Until that time, if they have a price, this will have been artificially created as there is no proper 

market in the stock. In the case of fraudulent S stocks with no assets and no real business prospects; 

as soon as they can be openly traded, their price will collapse as the stocks are mostly worthless.49 

2.10 Pump-and-Dump scheme 

Manipulating the market illegally through artificially inflating the price of certain penny stocks shares 

ƛǎ ŎŀƭƭŜŘ ŀ Ψpump-and-ŘǳƳǇ ǎŎƘŜƳŜΩ ƻǊ ΨǎǘƻŎƪ ǘǊŀŘƛƴƎ ǎŎŀƳΩ. There are various ways in which this may 

be done. A promoter buys a long dormant company with tradable shares or creates a new one and 

issues stock. The promoter controls most of the shares outstanding but keeps his name out of official 

filings, appointing a token director instead. Then he starts trading shares back and forth at gradually 

increasing prices with collaborators, using spam promotions sent by e-mail, or through social networks. 

It looks like such an offering of penny stocks, promoted through fax, mass mailing and newsletters 

giving free tips on how to invest in small illiquid but promising (pink sheet) shares, is genuine, while in 

reality it is a scam. Once the fraudsters have sufficiently inflated the targeted stocks, those involved in 

the scheme liquidate the shares at a profit, causing millions of dollars in losses to unsuspecting 

investors.50 More about pump and dump schemes in chapter 10 of this book. 

2.11 Making abuse of legitimate penny stock companies 

Boiler room fraudsters purporting to be brokers and the owners of penny stock companies may 
effectively be the same individuals, i.e. they run a boiler room, set up and owned the shell companies 
the shares of which they sell. 51 
 
In his paper Paul Barnes emphasized that instead of setting up a fake company, the boiler room 
fraudsters may decide to buy a defunct or penny stock company from its previous owners at a nominal 
price. If its shares are already listed on an exchange, this would enable the fraudsters to effectively 
acquire a share listing cheaply and bypass a lengthy and complex process.  
 
Legitimate ignorant penny stock companies that were finding it difficult to raise equity and were 
contacted by a firm of brokers out of the blue, advising them that they were willing to try and sell the 
shares of this companies for a fee, were not realising that they were dealing with a boiler room  
organization, and not realising that they were part of pump-and-dump scheme, also became victims 
of the boiler room organization.  
  

                                                           
49   hƴŜ Ŏŀƴ ǊŜŀŘ ƳƻǊŜ ŀōƻǳǘ wŜƎ { ǎǘƻŎƪ Ƨƴ ǘƘŜ ǇŀǇŜǊ ǿǊƛǘǘŜƴ ōȅ tŀǳƭ .ŀǊƴŜǎΥ ΨStock Market Scams, shell companies, penny 

shares, boiler rooms and cold calling: U.K.Φ LƴǘŜǊƴŀǘƛƻƴŀƭΩΣ Journal of Law, Crime and Justice 48 (2017), p. 56. 
50  For an in-ŘŜǇǘƘ ŜȄŀƳƛƴŀǘƛƻƴ ƛƴǘƻ ǘƘŜ ǿƻǊƪƛƴƎǎ ƻŦ ŀ ΨǇǳƳǇ-and-dump-ǎŎƘŜƳŜΩΣ ǊŜŀŘ bƛŎƪ {ŀǾƻƴŀΥ ΨTearing the veil on the classic   
  ΨǇǳƳǇ ŀƴŘ ŘǳƳǇΦΩ Fraud Magazine, January/February 2015. 
51      Paul Barnes: Ψ{ǘƻŎƪ ƳŀǊƪŜǘ ǎŎŀƳǎΣ ǎƘŜƭƭ ŎƻƳǇŀƴƛŜǎΣ ǇŜƴƴȅ ǎƘŀǊŜǎΣ ōƻƛƭŜǊ ǊƻƻƳǎ ŀƴŘ ŎƻƭŘ ŎŀƭƭƛƴƎΥ U.K. 9ȄǇŜǊƛŜƴŎŜΩ, International   
  Journal of Law, Crime and Justice 48 (2017), p. 51.   
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2.12 Ghost funds: Selling shares of non-existing companies 

Next to the sales of penny stocks, there is also the likelihood that boiler rooms sell shares of non-

existing companieǎΣ ŀƭǎƻ ƪƴƻǿƴ ŀǎ ΨƎƘƻǎǘ ŦƛǊƳǎΩΦ ¢ƘŜ ǘǊŀŘƛƴƎ ƛƴ ƴƻƴ-existing shares of investment funds 

ƻǊ ƛƴŘƛǾƛŘǳŀƭ ŎƻƳǇŀƴƛŜǎ ƛǎ ŎŀƭƭŜŘ ΨƎƘƻǎǘ ŦǳƴŘ ǘǊŀŘƛƴƎΩ. 

One example, among many, is that of a Belgian TV-announcer who, in 2010, became a victim of 

scammers who acted as if they were representatives of the Japanese firm of Marshall Brown, a 

company that eventually turned out to be a ghost firm.52 There is also the possibility of being offered 

shares from an existing company while these shares have actually not been issued by the company 

itself. Instead, the investor gets fake or fictional shares. 

For example, in April 2015, members of the British public were being urged not to respond to cold calls 

or allurements from so-ŎŀƭƭŜŘ ŦƛƴŀƴŎƛŀƭ ŀŘǾƛǎƻǊǎ ŎƭŀƛƳƛƴƎ ǘƻ ǎŜƭƭ CŜǊǊŀǊƛ ΨLtлΩ ǎƘŀǊŜǎ ŀǎ ǘƘŜse shares did 

not yet exist. Since Fiat Chrysler, the firm which owned Ferrari, planned an IPO not earlier than the 

fourth quarter of 2015.53  

2.13 Boiler room second phase / recovery rooms 

The so-called Second Phase can occur in situations in which the duped investor actually has received 

certificates of shares, or the shares themselves, but it appears that they are worthless, or there is a 

restriction in trading these certificates or shares during a certain period of time, or there is a limitation 

in the form of a government tax or legal fees to be paid.   

According to the IMMFWG many mass-marketing fraud schemes target these victims for 

revictimization, either through further requests for funds in the same scheme or through later 

solicitations in which the fraudsters falsely claim that they are affiliated with law enforcement or the 

legal system and claim to help victims obtain the funds they previously lost.54 

In a lot of these cases, the investors are approached again by the same or a different boiler room 

organization, which may have purchased their contact details from the original boiler room. The 

ǎŀƭŜǎƳŜƴ ŎŀƭƭƛƴƎ ŀǊŜ ǘƘŜƴ ƻŦŦŜǊƛƴƎ ǘƻ ōǳȅ ǘƘŜ ΨǿƻǊǘƘƭŜǎǎΩ ǎƘŀǊŜǎ ōŀŎƪΣ ŎƛǘƛƴƎ ŀ ǾŀǊƛŜǘȅ ƻŦ ǊŜŀǎƻƴǎΣ ōǳǘ 

the investors always have to pay a sum of money upfront which essentially turns this into an advance 

fee fraud. Sometimes they call it a restriction fee depending on the size of the original investment. This 

fee or premium is needed, they are told, to get the shares freed up for sale. As soon as this payment 

has been made by the victim, the contact person almost always disappears. This form of scam is called 

a phase two scam or recovery scam in the Anglo Saxon Literature. The boiler room second phase is also 

ŎŀƭƭŜŘ ŀ ΨǊŜŎƻǾŜǊȅ ǊƻƻƳΩΦ55 

A number of recovery rooms fraudsters is also offering assistance to those defrauded by boiler rooms. 

For an upfront fee, they promise to review the case in order to obtain reimbursement from a court or 

other legal authority.56  According to Paul Barnes these fraudulent recovery agents require victims to   

                                                           
52  Marc Klifman: 'Ex-omroeper verliest fortuin aan oplichters.' Het Nieuwsblad, 11 mei 2012. 
 www.nieuwsblad.be/article/printarticle.aspx?articleid613PV7Q5, (2013). 
53  YŀǘƛŜ aƻǊƭŜȅΥ Ψ¢ƘŜ CŜǊǊŀǊƛ ǎƘŀǊŜǎ ōŜƛƴƎ ŦƭƻƎƎŜŘ ōȅ ǎƘŀƳ ŀŘǾƛǎƻǊΣ ŜȄǇƻǎŜŘ ōȅ ¢ŜƭŜƎǊŀǇƘΣΨ The Telegraph, 24 April 2015. 
54  LaaC²DΥ ΨMass-Marketing Fraud: ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 6 and 7. 
55  Roest (2009): 'Beleggen in gebakken lucht' (Investing in hot air),  book, page 217 and 218  and Berry (2011), dissertation,   
  page 17 and 18.  Report Ψ{ŜǊƛƻǳǎ ŀƴŘ hǊƎŀƴƛǎŜŘ LƴǾŜǎǘƳŜƴǘ CǊŀǳŘΩ, (2012), page 11. 
56    http://www.thisismoney.co.U.K./money/investing/article-1607734/Boiler-room-scams-shares-rip-offs.html, (2013).  
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ǎǳōƳƛǘ ǇŜǊǎƻƴŀƭ ƛŘŜƴǘƛǘȅ ŀƴŘ ŎƻƴŦƛŘŜƴǘƛŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴƭƛƴŜ ƻƴ Ψ ŎƭŀƛƳ ŦƻǊƳǎΩ for which they request 

a fee.57 

A British investigation published in 2006 showed that 13% of the victims had been duped for the 

second time and that over 26% of victims were contacted again more than four times by this particular 

type of scam or by other boiler room organizations.58 

2.14 The Sucker list 

If an organized criminal enterprise is making a new upstart under a different name, anxious investors 

still reeling from the first scam, are contacted again, usually by phone, likely because their names are 

included on fraudsters lists of individuals susceptible to deceptive solicitations.59 These lists are also 

ƪƴƻǿƴ ŀǎ ΨǎǳŎƪŜǊ ƭƛǎǘǎΩΦ A sucker list contains the names and addresses of  victims of earlier frauds. 

These lists are being traded and swapped in criminal environments.60  

In March 2010 there was an announcement made by the British FSA with regards to this practise. The 

City of London police managed to get hold of two share fraud master lists. One list contained the names 

and addresses of 1,000 British inhabitants and the other list contained not less than 6,500 names and 

addresses of potential British victims.61 

And in November of 2014, a spokesperson of the Dutch AFM announced during the Tros Opgelicht 

television program, a television program to warn people for swindlers, that a sucker list containing 750 

names had been confiscated as the result of a judicial investigation into an Eindhoven based boiler 

room.62 

2.15  Forex (FX) trade  

The foreign exchange market or currency market is a global decentralized market for trading 

currencies. This includes all aspects of buying, selling and exchanging currencies at current or 

determined prices. In terms of volume of trading, it is by far the largest market in the world.63 FOREX 

is a contraction of Foreign Exchange. The term generally refers to the over-the-counter (OTC) market 

on which currencies are traded at constantly varying exchange rates. This market is unique due to its 

trading volumes, extreme liquidity, geographical dispersion, long trading hours and a variety of factors 

affecting exchange rates.64  Investing in forex products nowadays entails becoming financially involved 

with the digital trade in currencies, either foreign or through any other monetary medium of exchange, 

like the euro against the dollar. The Forex transactions proposed by internet, mail or phone to investors 

are ones that allow investors to speculate on the differences in currency exchange rates. They are 

                                                           
57   tŀǳƭ .ŀǊƴŜǎΥ ΨStock Market scams, shell companies, penny shares; boiler rooms and cold calling: The U.K.   
  9ȄǇŜǊƛŜƴŎŜΩ. International Journal of Law, Crime and Justice 48 (2017) p. 53.  
58   'Typical Boiler Room loses £ 20.000 warns FSA', press notice FSA/PN/053/2006. This press release points at the OTF 
   report 'The psychology of scams', (2006). 
59  LaaC²DΥ ΨMass-aŀǊƪŜǘƛƴƎ CǊŀǳŘΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 7. 
60 Roest: Book, page 204 until page 210.  
61  Second Scam sucker list is seized. Http://bbc.co.U.K./hi/business/8568252.stm, (2010). 
62            http://www.opgelicht.nl/dossiers/detail/2696/8/, (2014) and     
               http://www.afm.nl/nl -nl/professionals/nieuws/2014/nov/bellijst-oplichters, (2014). 
63      https://en.wikipedia.org/wiki/Foreign_exchange_market, (2016). 
64            http://www.nasdaq.com/investing/forex/#ixzz2OT51Gp9u, (2013). 

http://bbc.co.uk/hi/business/8568252.stm
http://www.opgelicht.nl/dossiers/detail/2696/8/
http://www.afm.nl/nl-nl/professionals/nieuws/2014/nov/bellijst-oplichters
https://en.wikipedia.org/wiki/Foreign_exchange_market
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presented as transactions carried out on the FOREX and are not intended to actually obtain the 

currencies traded in the transaction in question.  

Internet FOREX proposals may, for instance, 

a) offer access to an online platform on which transactions in currency derivatives can be carried out; 

b) make it possible to purchase software that automatically generates transactions in such derivatives; 

c) consist of offers to purchase currency derivatives. The currency derivatives that are thus proposed 

may be given different names: CFD (contract for difference), FX forward, rolling spot contracts, FX 

binary options, FX margin trading, etc.  

Forex-scam organizations apply sales tactics similar to those used in boiler rooms in order to promote 

their products. Because of this, it makes sense to discuss Forex here as well. 

In the U.S.A., the Commodity Futures Trading Commission (CFTC) is supervising this market and aims 

to protect market users and the public from fraud, manipulation, abusive practices and systemic risk 

related to derivatives that are subject to the Commodity Exchange Act. It can investigate and settle 

administrative charges in Forex related scams. Oversight agencies in other countries who supervise 

trading are afforded similar mandates. 

2.16 Binary Option Trade 

The U.S. SEC defines the trade in binary options as follows: 

ά.ƛƴŀǊȅ ƻǇǘƛƻƴǎ ŀǊŜ ǎŜŎǳǊƛǘƛŜǎ ƛƴ ǘƘŜ ŦƻǊƳ of options contracts whose pay-out depends on whether the 

underlying asset - for instance a company's stock - increases or decreases in value. In such an all-or 

nothing pay-out structure, investors betting on a stock price increase face two possible outcomes when 

the contract expires: they either receive a pre-determined amount of money if the value of the asset 

ƛƴŎǊŜŀǎŜŘ ƻǾŜǊ ǘƘŜ ŦƛȄŜŘ ǇŜǊƛƻŘΣ ƻǊ ƴƻ ƳƻƴŜȅ ŀǘ ŀƭƭ ƛŦ ƛǘ ŘŜŎǊŜŀǎŜŘΦέ65 

¢ƘŜ ǊŜƎǳƭŀǊ ǘǿƻ Ƴŀƛƴ ǘȅǇŜǎ ƻŦ ōƛƴŀǊȅ ƻǇǘƛƻƴǎ ŀǊŜ ǘƘŜ Ψcash-or-nothing binarȅ ƻǇǘƛƻƴΩ ŀƴŘ ǘƘŜ Ψasset-or-

ƴƻǘƘƛƴƎ ōƛƴŀǊȅ ƻǇǘƛƻƴΩΦ The cash-or-nothing binary option pays some fixed amount of cash if the option 

expires in-the-money while the asset-or-nothing pays the value of the underlying security. They are 

also called all-or-nothing options, digital options (more common in forex/interest rate markets), and 

fixed return options (FROs) (on the American Stock Exchange).66 

Binary Options are a high risk investment product in commodities and financial derivates with a low 

initial investment requirement. They are offered on-line through a variety of platforms. 

2.17 Call Center Fraud  

As mentioned earlier, a distinction must be made between boiler room fraud and other forms of 

organised crime by which (cyber)criminals, through call centers of large companies, attempt to gain 

access to corporate information and/or clients' bank accounts through phishing and identity fraud   

                                                           
65  http://www.sec.gov/News/PressRelease/Detail/PressRelease/1365171575220, (2016). 
66  https://en.wikipedia.org/wiki/Binary_option, (2016). 
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techniques. Research in the last few years has proven that call center fraud has grown at an alarming 

rate. Attackers target call center to gain access to funds, as well as gathering, testing and augmenting 

personal data to use in future fraud attacks or to sell on the black market. Researchers believe the rise 

in the number of attacks can be traced to a migration of fraudsters to the phone channel, which is the 

weakest link into a bigger organization.67  

There are several firms active on this call centers fraud market with antifraud solutions, such as 

computer technology that can identify suspicious callers on the first call, using a multi-factor analysis 

engine and adaptive machine-learning technology. The focus of this book is boiler room fraud, 

therefore the call center fraud subject will not be explored any further.  

                                                           
67  https://www.pindrop.com/phone-fraud-report/, (2016). 
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3.0 CHARACTERISTICS AND WORKING OF A WELL ORGANISED BOILER 

ROOM SCAM 

3.1 Introduction  

The heart of a fraudulent direct marketing operation, the call center, better known as άthe boiler 

roomέ, is mostly a rented place with desks, telephones, and telemarketing salesmen whose aim it is to 

target specific people in order to persuade them to purchase cheaply priced stock. A common high-

pressure sales technique employed by the fraudulent broker on the phone is to create a sense of 

urgency regarding to a particular stock. This is done by telling the investor it will explode any day and 

they need to move quickly.68 In other words, the potential buyer is led to believe that the shares are 

about to rise significantly in value and that this is a unique opportunity requiring a quick decision. Many 

victims later stated that after a preliminary trial purchase, subsequent and repeated telephone 

solicitations could be described as persistent and aggressive. 69  

For example in the SEC Complaint against among others defendant Elite Stock Research, a boiler room, 

was mentioned that Elite Stock Research called a victim 29 times between March and April 2014, 

including three times on April 14, 2014, the date on which this particular victim purchased 12,500 

ǎƘŀǊŜǎ ƻŦ /Ŝǎ 9ƴŜǊƎƛŜǎΣ LƴŎΦ ǘǊŀŘƛƴƎ ǳƴŘŜǊ ǘƘŜ ǘƛŎƪŜǊ ǎȅƳōƻƭ ά/9{·έΦ70 

Former U.S. boiler room operators moved their telephone sale operations from outside the U.S. and 

Canada to Hong Kong, the Bahamas, Thailand, Panama, Costa Rica, (former Eastern)Europe and South 

Africa. The locations of these boiler rooms are carefully chosen because these countries do or did not 

have any extradition arrangements with, for example, the U.S. These countries also hold or held 

different views regarding acceptable telemarketing activities. As an example of this, one can keep in 

mind cold calling rules, or rules about insider trading. These countries also often lack specific 

regulations with respect to stock trade, finance and telemarketing/telecom.  

Oƴ WŀƴǳŀǊȅ пΣ нлмт ŀƴ ŀǊǘƛŎƭŜ ǿŀǎ ǇǳōƭƛǎƘŜŘ ƛƴ ¢ƘŜ bŜǿ ¸ƻǊƪ ¢ƛƳŜǎ ǿƛǘƘ ǘƘŜ ƘŜŀŘƭƛƴŜΥ ΨFraud Culture 

Rises in India, Aiming at U.SΦΩ And a F.B.I agent who serves as an assistant legal attaché at the embassy 

in New Delhi emphasized in this article that though India had no reputation as a large-scale exporter 

of fraud in the past, it is now seen as a major center for fraud. Several trends have converged to make 

this happen: a demographic bulge of computer-savvy, young, English-speaking job seekers; a vast-call-

center culture; super-efficient technology; and what can only be described as ingenuity.71  

3.2 Organization of boiler rooms 

According to IMMFWG the nature and degree of organized crime groups involved in mass-marketing 
fraud vary substantially. Some groups exercise control over all aspects of a fraud operation and other   

                                                           
68  This is Money: Ψ.ƻƛƭŜǊ wƻƻƳ ǎŎŀƳǎ ŀƴŘ ǎƘŀǊŜǎ ǊƛǇ-offs-how to avoid fraudsters and what to do if you find yourself a ǾƛŎǘƛƳΦΩ 5  
  February 2013. 
  http://www.thisismoney/co.U.K./money/investing/article-1607734/Boiler-room-scams-shares-rip-offs.html, (2015). 
69  ΨAvoiding Boiler Rooms in Stock Swindles and Boiler Room Investment schemes.Ω 
  http://w.w.w.crimes-of-persuasion.com. http/telemarketing/outbound/mayor/Investments/boiler_room.htm, (2012).   
70  SEC Complaint Jury Trial Demanded. Case No. 1:17-CV-04133, page 29. 
  https://www.sec.gov/litigation/complaints/2017/comp23878.pdf, (2017). 
71  {ŜŜ ŀƭǎƻ 9ƭƭŜƴ .ŀǊǊȅΥ ΨLƴŘƛŀΩǎ /ŀƭƭ-Center Talents Put to a Criminal ¦ǎŜΥ {ǿƛƴŘƭƛƴƎ !ƳŜǊƛŎŀƴǎΦΩ WŀƴǳŀǊȅ оΣ нлмтΦ   
      http://www..nytimes.com/2017/01/03/world/asia/india-call-centers-fraud-americans.html?emc=eta1&_r=0, (2017).   
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groups outsource or provide specialized support services.72 Mass-marketing fraud boiler rooms tend 
to be highly-structured and high-pressure business operations in which small armies of managers and 
employees, armed with telephones or computers, rapidly pitch deceptive or misleading offers for  
merchandise and services to consumers worldwide. Law enforcement intelligence indicated in 2010 
that many boiler rooms are led by recidivist offenders who possess long-term and substantial  
knowledge and experience establishing and overseeing complex boiler room operations developing 
and approving misleading sales pitches, and directing the movement of illicit proceeds among bank 
accounts.73  

 

For example in a recent U.S. SEC case, the allegedly fraudster, Anthony V., who controlled the boiler 
ǊƻƻƳ ƻǇŜǊŀǘƛƴƎ ǳƴŘŜǊ ǘƘŜ ƴŀƳŜ ΨElite Stock Research IncΦΩ had worked for a number of broker-
dealers since 1988 to 1994 as a registered representative. In 1995 V. was consented to an order 
barring him from association with a broker dealer, investment adviser, municipal securities dealer or 
investment company and barring him from participating in a penny stock offering. And in 2013 V. was 
sanctioned for violations of the antifraud and registration requirements of the State of Connecticut. 
V. has controlled the Elite Stock Research boiler room since approximately January 2014 until at least 
2015. At all times relevant to the SEC Complaint, neither the firm Elite Stock, nor V. were registered 
with the Commission in any capacity. The boiler room employed during this time numerous 
individuals and used 19 different telephone lines. The firm received more than $ 1million in illegal 
trading profits. 74 
 
It is a fact, most boiler room organizations are better organized than others. In The Netherlands for 

example, boiler rooms that were located on Dutch soil and were targeting Dutch inhabitants, were 

easily detected and dismantled. This was possible because the fraudsters, victims, bank accountants 

and enforcement authorities were all located within the confines of one country. There was no need 

for much international coordination or external legal assistance. 

According to the U.S. SEC high pressure sales tactics and deceitful sales techniques to pressure victims 

into purchasing penny stocks were common in a recent U.S. case. During calls by salesmen, victims 

were allegedly also harassed and threatened. When one victim complained about his losses, a sales 

representative allegedly said: άL ŀƳ ǘƛǊŜŘ ƻŦ ƘŜŀǊƛƴƎ ŦǊƻƳ ȅƻǳΦ 5ƻ ȅƻǳ ƘŀǾŜ ŀƴȅ ǊƻǇŜ ŀǘ ƘƻƳŜΚ LŦ ǎƻ ǘƛŜ 

a knot and hang yourself or get a gun and blow your head off.75 Complaints about this kind of 

unprofessional conduct by stressed salesmen triggers authorities to investigate. In this case the SEC 

investigators learned of the alleged scheme from investors complaints and used technological tools 

and innovative investigation approaches to build - within a matter of months from receiving the 

complaints - evidence against the defendants linked to the boiler rooms operating under the names 

ΨtƻǿŜǊ ¢ǊŀŘŜǊǎ tǊŜǎǎΩ ŀƴŘ Ψ9ƭƛǘŜ {ǘƻŎƪ wŜǎŜŀǊŎƘΩ.  

United States intelligence has identified the existence of less structured boiler rooms sometimes called 

Ψrip-ŀƴŘ ǘŜŀǊ ǊƻƻƳǎΩΣ which may arise when traditional boiler rooms close down or when experienced 

telemarketers and call-center employees decide to become independent operators. U.S. rip-and-tear 

rooms tend to be highly mobile, operating from vehicles and hotel rooms, communicating with victims   

                                                           
72     LaaC²DΥ ΨMass-aŀǊƪŜǘƛƴƎ CǊŀǳŘΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 13.  
73        LaaC²DΥ ΨMass-aŀǊƪŜǘƛƴƎ CǊŀǳŘΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 14. 
74  https://www.sec.gov/litigation/complaints/2017/comp-pr2017-124.pdf, page 22 and 23. 
75   tǊŜǎǎ ǊŜƭŜŀǎŜΥ Υέ{9/ ŀƴƴƻǳƴŎŜǎ ŎƘŀǊƎŜǎ ƛƴ ƳŀǎǎƛǾŜ ǘŜƭŜƳŀǊƪŜǘƛƴƎ ōƻƛƭŜǊ ǊƻƻƳ ǎŎƘŜƳŜ ǘŀǊƎŜǘƛƴƎ ǎŜƴƛƻǊǎέΣ July 12, 2017.  
   https//sec.gov/news/press-release/2017-124, (2017). 
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via cellular telephone and wireless Internet Services and collecting victim funds from wire transfer 

outlets.76  

An efficient and well-structured boiler room organization will make use of a so-called 'cell-structure', 

which consists of several separate entities that are spread across several countries and whose activities 

are shrouded from each other. Those who are working within the cells usually perform specific tasks.  

This ensures secrecy and in any case, geographical distribution is an effective deterrent to law 

enforcement agencies that are faced with the difficulty of having to operate within various jurisdictions 

or across internally existing police boundaries.  

And as a rule, boiler room front office and back office activities are always kept separate. From several 

investigations, it appeared that operational boiler rooms regularly changed location in order to avoid 

detection.77  

As stated on the website of www.crimes-of-persuasion.com, many telemarketing firms utilize a 

monitoring process which randomly records sales conversations of its call center employees and the  

workers are made aware of this. This provides an internal means to ensure professionalism of the 

employees and also to control their behaviour.78  

The primary job of boiler room call center employees is telemarketing and beyond that, they do not 

appear to possess any important or vital information. Most of the time these front office workers are 

only able to state that they were hired to perform the introductory phase of investment proceedings.  

With reference to Paul Barnes the call center salesmen who make the calls and target U.S. or European 

investors are typically male, English speaking, not highly educated but confident with good verbal skills 

with a background in telesales or with at least sales experience. Police say recruitment is stepped upon 

university campuses in England. Applicants are offered high earnings potential and training is provided. 

Usually they are new to the business, but aim to get rich quickly and to be able to demonstrate their 

wealth. The turnover of staff is high. Recruitment is also done through the internet; adverts and 

recruitment fairs. Boiler rooms operating in Asia and Spain normally recruit from backpackers passing 

through.79 

Boiler room call center employees appear to have limited training, work from scripts and are initially 

only marginally informed about the exact mechanism being used to capture very high and guaranteed 

yields. They are also expected to achieve certain goals.  

As a result, they have little or no time to research any of the companies of which they sell shares. They 

are discouraged from doing research about the firms whose stock is promoted and are told to rely on 

ǘƘŜ ŦƛǊƳΩǎ ǊŜǎŜŀǊŎƘ ŀƴŘ ǊŜǇǊŜǎŜƴǘŀǘƛƻƴǎΦ ¢ƘŜ ōƻƛƭŜǊ ǊƻƻƳ ōǊƻƪŜǊŀƎŜ ŜȄǇŜŎǘǎ ŀ ƘƛƎƘ ǾƻƭǳƳŜ ƻŦ Ŏŀƭƭǎ ŀƴŘ 

sales.  

                                                           
76    LaaC²DΥ ΨMass-aŀǊƪŜǘƛƴƎ CǊŀǳŘΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 16. 
77  /ƛƴŎƻ 5ƛŀǎΥ Ψ5ŜǎƳŀƴǘŜƭŀŘƻ ǳƴ ŎƘƛǊƛƴƎǳƛǘƻ ŦƛƴŀƴŎƛŜǊƻΩ ŀƴŘ ΨMadrid que estafó 8 millones. Más de 1.000 personas   
     ŀŦŜŎǘŀŘŀǎΩ, October 5, 2014.  http://cincodias.com/cincodias/2014/10/05/mercados/1412521154_633145.html, (2015). 
78  ΨAvoiding Boiler Rooms in Stock Swindles and Boiler Room Investment schemesΦΩ 
  http://w.w.w.crimes-of-persuasion.com. http/telemarketing/outbound/mayor/Investments/boiler_room.htm, (2015). 
79    Paul Barnes: Ψ{ǘƻŎƪ aŀǊƪŜǘ ǎŎŀƳǎΣ ǎƘŜƭƭ ŎƻƳǇŀƴƛŜǎΣ ǇŜƴƴȅ ǎƘŀǊŜǎΤ ōƻƛƭŜǊ ǊƻƻƳǎ ŀƴŘ ŎƻƭŘ ŎŀƭƭƛƴƎΥ ¢ƘŜ U.K. 9ȄǇŜǊƛŜƴŎŜΩ.   
  International Journal of Law, Crime and Justice 48 (2017) p. 52 and 53. 

http://w.w.w.crimes-of-persuasion.com/
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In the past, the calls were previously qualified by an no registered cold caller. Nowadays, the 

stockbrokers work with leads bought from firms specialised in telemarketing. Boiler room 

organizations also make use of sucker lists. The training of new traders, i.e. call center employees, is 

done through the use of a script containing several standard texts in which an answer is provided for 

every anticipated question posed during a conversation with a potential investor. These texts are called 

ΨǇƛǘŎhesΩ. The call center employees are instructed to strictly adhere to the script and are not allowed 

to provide any information other than what it contains. They must wholly rely on the information that 

the organization provides to them. 

In the criminal case of Witter Walwyn, Overseas, Ltd., the verdict of the Amsterdam Court of Law 

mentions that personal initiative and individual input by telephone salespersons was contrary to the 

company policy of the brokerage firm. Strict adherence to the script was to be maintained.80 

In 2008, a boiler room script ended up in the hands of investigators with the FSA in the United Kingdom.  

A British couple had responded to an advertisement for a telesales job in Barcelona. Upon arrival, they 

learned that they were expected to sell shares by using a scripted sales pitch. When, after training 

sessions, they found out that they were to defraud potential investors, they decided to return to Great 

Britain and took the script with them.81   

 

The sales pitch starts by extracting as much information as possible from a 'mark' (target) and staffers 

are urged to 'take control of the call'. At this point, patter about 'undiscovered and undervalued assets' 

begins. Tony Hetherington, Financial Mail's consumer champion referring to the script, said it gives a 

unique insight into how the crooks work. They have an answer for every objection made.82 Another 

example of such a script, on account of a transcript of a telephone conversation, can be found on the 

bŜǿ ¸ƻǊƪ {ǘŀǘŜ !ǘǘƻǊƴŜȅ DŜƴŜǊŀƭΩǎ ǿŜōǎƛǘŜΦ83  

The Dutch book ΨBeleggen in Gebakken Lucht (investing in hot air)Ω 84 further details the distribution of 

tasks within an active boiler room.  

The job related responsibilities within an boiler room organization can be distinguished as follows: 

1. ¢ƘŜ ΨqualifierΩ or ΨƻǇŜƴŜǊΩ. The qualifier leads the initial conversation designed to attract new 

clients.  

2. ¢ƘŜ ΨverifierΩ contacts these new clients, brought in by the qualifier, and attempts to enhance 

their interest in the organization.  

3. When clients cannot be persuaded to invest funds immediately, they are approached by a 

ΨdriverΩ whose job it is to exert psychological pressure on the potential victim. When 

ŜǎǘŀōƭƛǎƘŜŘ ΨƛƴǾŜǎǘƻǊǎΩ Ŏŀƭƭ ǘƘŜ organization in a relative state of panic, they are connected with 

ŀ ΨŎƻƻƭŜǊΩ.   

                                                           
80  ECLI:NL:GHAMS:2016:5173  Amsterdam Court of Law, date of verdict 21-10-2016, date of publication 25-01-2017, (2017). 
81       {ƛƳƻƴ CƭǳŜƴŘȅΥ Ψ{ŎǊƛǇǘ ǎŜŎǊŜǘǎ ƻŦ ǘƘŜ .ƻƛƭŜǊ wƻƻƳΩΣ 14 September 2008. 
        http://www.thisismoney.co.U.K./money/news/article-1641748/Script-secrets-of-the-boiler-room.html, (2014). 
82       {ƛƳƻƴ CƭǳŜƴŘȅΥ Ψ{ŎǊƛǇǘ ǎŜŎǊŜǘǎ ƻŦ ǘƘŜ .ƻƛƭŜǊ wƻƻƳΩΣ 14 September 2008. 
    http://www.thisismoney.co.U.K./money/news/article-1641748/Script-secrets-of-the-boiler-room.html, (2014). 
83     http://www.ag.ny.gov/sites/default/files/pdfs/bureaus/investor_protection/exhibit_k.pdf, (2014). 
84     Roest: Book, page 207 through 211, (2009). 

http://www.thisismoney.co.uk/money/news/article-1641748/Script-secrets-of-the-boiler-room.html
http://www.thisismoney.co.uk/money/news/article-1641748/Script-secrets-of-the-boiler-room.html
http://www.ag.ny.gov/sites/default/files/pdfs/bureaus/investor_protection/exhibit_k.pdf
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4. The ΨcoolerΩ is an experienced trader whose job it is to put the investor at ease. If this does not 

work, the customer will be redirected to a loader 

5. This ΨloaderΩ is experienced as well and provides the worried investor with a seemingly valid 

explanation as to why the share price is dropping and reassures the client with certainty of the 

inevitable rise in value. The loader then advises the investor to purchase even more shares 

while the price is low.  

6. The final job category of boiler room associates is referred to as ΨǎƭƻǇǇŜǊǎΩ. They enter the 

scene after the organization overhauls itself and restarts under a different name. A slopper 

calls the distressed investor using another name and says he has heard of the financial 

downturn and that he will give the investor a chance to earn back the lost money. When the 

ŘǳǇŜŘ ƛƴǾŜǎǘƻǊ ŀŎǘǎ ƻƴ ǘƘŜ ǎƭƻǇǇŜǊΩǎ ŀŘǾƛŎŜΣ ƘŜ ƛǎ ǎǿƛƴŘƭŜŘ ŀƎŀƛƴΦ ¢Ƙƛǎ ǇƘŀǎŜ ƻŦ ǎŎŀƳ ƛǎ ŎŀƭƭŜŘ 

'boiler rooƳ ǎŎŀƳ ǎŜŎƻƴŘ ǇƘŀǎŜϥΦ !ƭǎƻ ŎŀƭƭŜŘ ΨǊŜŎƻǾŜǊȅ ǎŎŀƳΩ  

Back office activities are usually performed elsewhere, sometimes even in a different country. This 

assures that those who are responsible and in charge remain in the background.   

A well organised boiler room organization is best described as a line-organization. The (top)fraudsters 

pulling the strings usually have several boiler rooms/call centers operating simultaneously.   

In March of 2001, for example, the Philippine SEC raided a boiler room in a corporate business center 

in Makati after a formal complaint was filed by a Saudi national.  According to the Philippine SEC, the 

raid established interlocking relationships of boiler rooms linked to top fraudster Amador Apungan 

Pastrana. 

Several documents on illegal stock brokering operations involving 21 firms were found in one office.85 

In 2002 Pastrana was still not behind bars although he was suspected of running at least 150 boiler 

rooms in nine countries and his name was on the ǿŀǘŎƘ ƭƛǎǘǎ ƻŦ ǘƘŜ {9/Ωǎ ƛƴ Philippines, Hong Kong, 

Singapore, Australia, New Zealand, South Africa, Canada, USA and several European countries.86 

Reliable recent information about Pastrana is not currently available.87 

In 2010, the City of London police arrested 12 persons who were behind the operation of a boiler room 

run by George Abrue. This particular boiler room was located on the island of Majorca (Spain) and was 

targeting British citizens. Evidence was found showing that there were at least 4 interacting and 

cooperating boiler room teams.88    

In January 4, 2017 an article was published in The New York Times. Its headline ranΥ ΨFraud Culture 

Rises in India, Aiming at U.SΦΩ Lƴ ǘƘƛǎ ŀǊǘƛŎƭŜ ŀ ǎŜƴƛƻǊ ǇƻƭƛŎŜ ƛƴǎǇŜŎǘƻǊ ŀǘ ǘƘŜ ŎǊƛƳŜ ōǊŀƴŎƘ ƛƴ ¢ƘŀƴŜ όLƴŘƛŀύ 

described that at a raid on a call center located in a seven-story high building all 700 people who 

worked inside were detained and interrogated. The next day 630 call-center workers were released 

                                                           
85  Sheila Samonte-tŜǎŀȅŎƻΥ ΨLaws, raids fail to ǘƘǿŀǊǘ .ƻƛƭŜǊ wƻƻƳ ŀŎǘƛǾƛǘƛŜǎΣΩ Philippine Center for Investigative  
  Journalism, update April 17, 2002. http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activities. (2013). 
86  5ƛƴƻ /ǊŜǎƛƴƛΥ Ψ¸ƻǳƴƎ CƛƭƛǇƛƴƻ ƛǎ ƪƛƴƎ ƻŦ .ƻƛƭŜǊ wƻƻƳ ǎŎŀƳΦΩ Philippine Tribune ;  
  http://philippinesentinel.org/?p-105, September 1e 2008, (2013). 
  Sheila Samonte-Pesayco, PCIJ Report: ΨCƛƭƛǇƛƴƻ ƛǎ ƪƛƴƎ ƻŦ .ƻƛƭŜǊ wƻƻƳǎΩ, Philippine Star, 04/15/2002. 
87  Additional and more detailed information regarding Pastrana can be found at: 
  http://www.crimes-of-persuasion.com/players/pastrana_amador.htm, (2014). 
88  ΨTynside conmen jailed after £ 13m cold-Ŏŀƭƭ ǎŎŀƳΩ.   

http://www.chroniclelive.co.U.K./news/north-east-news/tyneside-conmen-jailed-after-13m-1400752, (2013).  

http://philippinesentinel.org/?p-105
http://www.crimes-of-persuasion.com/players/pastrana_amador.htm
http://www.chroniclelive.co.uk/news/north-east-
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and 70 highest ranking employees were arrested. A few later days later it became clear to the police 

that the raided call center was only a branch of a much larger network. The police believed that the 

nerve center of the syndicate was located in Ahmedabad, Gujarat. The Indian Justice Department had 

come to the same conclusion: it had released an indictment tracing 1.8 million calls targeting American 

residents to five call centers in Ahmedabad that had used various schemes to defraud more than 

15,000 people out of hundreds of millions of dollars. However, by the time the police arrived at the 

Ahmedabad location, the thousand-seat call center was empty.89  

Unfortunately, dismantling a single boiler room and arresting its call center employees causes very 

little damage to the complex international criminal organizations behind these operations.  

It is not uncommon for co-located broker and boiler room activities to take place under different 

names and with shared personnel because the office space that has been rented and the call center 

furniture and servers which were or could be leased, were already in place.90     

Occasionally, a well organised top fraudster operating behind the scenes contracts with an operational 

boiler room abroad to carry out the sales. This occurred in the case of the Nicholas-Louis-Geranio affair 

where a complete Spanish malafide call center was hired to contact potential investors.91 

And in a more recent U.S. SEC Complaint the (top)fraudsters were described by the SEC as  

ΨƻǊŎƘŜǎǘǊŀǘƻǊ ŘŜŦŜƴŘŀƴǘǎΩ who hired two U.S. boiler rooms to fraudulently promote, ƻǊ ΨǇǳƳǇΩ the 

securities. The two boiler rooms were paid in cash and often in large blocks of the securities that the 

boiler rooms were hired to promote. The boiler rooms were operating under the names ΨPower Traders 

Pres.com Inc.Ω and ΨElite Stock Research Inc.Ω92.  

3.3 Utilizing loopholes in registration, or incorrect registration, under the national  

securities laws 

Investing through non-authorised companies implies a high risk of suffering capital losses since such 

entities operate apart from the controls carried out by supervisory authorities. In order to prevent this, 

regulators publish warnings about companies not authorized to provide investment services.  

As previously stated, boiler rooms usually offer cheap exchange noted shares (penny stocks) often 

mentioned pink sheets, and no regulated, or marginally regulated stock trade in, for example, the 

United States.93  

Boiler rooms operating outside of the U.S. usually work with U.S.-based penny stock companies, 

ǘƘǊƻǳƎƘ ǘƘŜ ǎŀƭŜ ƻŦ ΨwŜƎǳƭŀǘƛƻƴ { ǎǘƻŎƪΩ, which are exempt from SEC registration under the securities  

laws because it is offered solely to investors outside of the United States.94  It allows companies not to 

register their stock sold outside the U.S., and makes it easier for foreign investors to purchase the stock 

of U.S. companies. Former boiler room employees have said that they were given strict instructions 

                                                           
89  {ŜŜ ŀƭǎƻ 9ƭƭŜƴ .ŀǊǊȅΥ ΨLƴŘƛŀΩǎ /ŀƭƭ-Center Talents Put to a Criminal Use: Swindling Americans.Ω WŀƴǳŀǊȅ оΣ нлмтΦ   
      http://www..nytimes.com/2017/01/03/world/asia/india-call-centers-fraud-americans.html?emc=eta1&_r=0, (2017).   
90  See examples in the book by Roest (2009),  page 212 up until 214. 
91   http://www.sec.gov/news/press/2012/2012-93.htm. Ψ{9/ ŎƘŀǊƎŜǎ ¸Φ{Φ ǇŜǊǇŜǘǊŀǘƻǊǎ ƛƴ Ϸ ор Ƴƛƭƭƛƻƴ ƛƴǘŜǊƴŀǘƛƻƴŀƭ  
  .ƻƛƭŜǊ wƻƻƳ ǎŎƘŜƳŜΦΩ (2013).     
      And http://www.goodetrades.com/2012/05/return-of-the-boiler-room-sec-sues-nicholas-louis-geranio/, (2015). 
92  https://www.sec.gov/news/press-release/2017-124. Case No. 1:17-CV-04133 Complaint. (2017). See also § 10.11 
93    Roest: Book, page 203 and 204 (2009) and  www.sec.gov/investor/pub/worthless.htm, (2012). 
94  The regulation was created in 1990. Read more:http://www.investorwords.com/6901/Regulation_S.html#ixzz2Nd9ajGcw. 

http://www..nytimes.com/2017/01/03/world/asia/india-call-centers-fraud-americans.html?emc=eta1&_r=0
https://www.sec.gov/news/press-release/2017-124
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not to call anyone in the U.S or pitch shares to American citizens, out of fear for the long arm of U.S. 

law.95 

 

Mentioned by its own website, the SEC may not have jurisdiction to investigate and prosecute 

wrongdoers, even if the fraud involves stock issued by a U.S. company. Investors who ran into trouble 

were advised to contact the securities regulator in their home country and also the country where the 

broker or recovery room fraudster did business.96  

 

This same legislation exists in Europe, including the Netherlands. The offering and trading of securities 

without a licence is punishable in the country where the offering took place. A Dutch brokerage firm, 

for example, does not ƴŜŜŘ ŀ 5ǳǘŎƘ ƭƛŎŜƴŎŜ ƻǊ ŀ ǎƻ ŎŀƭƭŜŘ Ψ9ǳǊƻǇŜŀƴ ǇŀǎǎǇƻǊǘΩ 97 and is not prohibited 

by Dutch law from selling Dutch shares to investors abroad.98 Boiler room organizations are taking 

advantage of these loopholes in the law by solely targeting foreign investors. In a noteworthy Dutch 

boiler room case, this practice led to a not-guilty plea because nearly all of its victims lived abroad.99  

Some countries lack or lacked specific legislation to initiate legal proceedings against boiler rooms. As 

an example of the absence of applicable legislation, one can cite the raid on a boiler room in Cambodia 

in 2003. After this raid, conducted by military police and the Ministry of Posts and Tele- 

communications, twenty foreign nationals were detained.100 Fourteen Britons, two U.S.-citizens, 

one Australian, one New Zealander, one Thai and one Filipino. The alleged mastermind, presumably a 

.Ǌƛǘƻƴ ŎŀƭƭŜŘ ΨtŀǳƭΩ had already fled.101 The Minister of Telecommunications had asked for intervention 

because the group had opened an illegal international telephone gateway, which had cost Cambodia 

ǘŜƴǎ ƻŦ ǘƘƻǳǎŀƴŘǎ ƻŦ ŘƻƭƭŀǊǎΦ IƻǿŜǾŜǊΣ ǘƘŜ ƎǊƻǳǇΩǎ Ƴŀƛƴ ǇǳǊǇƻǎŜ ǿŀǎ ƛƭƭŜƎŀƭ ŦƛƴŀƴŎƛŀƭ ǘǊŀŘƛƴƎΦ ¢ƘŜ 

group had cost Cambodia $ 20,000 in international telephone calls but it was impossible to calculate 

how much the group had racked up through financial dealings.  

 

A day later, the lawyer of all 21 suspects said his clients were no longer under suspicion of operating 

ǳƴƭƛŎŜƴǎŜŘ ŦƛƴŀƴŎƛŀƭ ƳŀǊƪŜǘǎΦ !ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ƭŀǿȅŜǊΣ άthey were accused of only one crime: making 

international calls illegallyΦέ IŜ ǎŀƛŘ ŦǳǊǘƘŜǊΥ άLǘ ǎŜŜƳǎ ǘƘŜ ƳŜƴ ǿŜǊŜ ǊǳƴƴƛƴƎ ŀ Ψ.ƻƛƭŜǊ wƻƻƳΩ ǎƘŀǊŜ  

scam operation where investors are duped into buying the stocks of non-existent companies. It is 

unclear whether ǘƘŀǘ ƛǎ ŀƴ ƻŦŦŜƴǎŜ ƘŜǊŜ ǎƛƴŎŜ ǘƘŜǊŜ ƛǎ ƴƻ ǎǘƻŎƪ ŜȄŎƘŀƴƎŜΦέ

                                                           
95  Sheila Samonte-tŜǎŀȅŎƻΥ ΨLaws, raids fail to thwart Boiler Room activitiesΣΩ tƘƛƭƛǇǇƛƴŜ /ŜƴǘŜǊ ŦƻǊ LƴǾŜǎǘƛƎŀǘƛǾŜ WƻǳǊƴŀƭƛǎƳΣ ǳǇŘŀǘŜ  
  April 17, 2002. http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activis, (2015).  
   Recently it has become clear that malafide binary options traders working from Tel Aviv were instructed to avoid sellingto  

Americans or Israelis. S. Weinglass & D. Horovitw: Ex-binary options salesman: IŜǊΩǎ Ƙƻǿ ǿŜ ŦƭŜŜŎŜ ǘƘŜ ŎƭƛŜƴǘǎΩ, Times  
  of Israel, April 7, 2016.   
96  ¦Φ{Φ {9/Σ Ψ¢ƘŜ CƭŜŜŎƛƴƎ ƻŦ CƻǊŜƛƎƴ LƴǾŜǎǘƻǊǎΥ !ǾƻƛŘ DŜǘǘƛƴƎ .ǳǊƴŜŘ ōȅ ϦIƻǘϦ ¦Φ{Φ {ǘƻŎƪǎΣΩ  
   http://www.sec.gov/investor/pubs/fleecing.htm, (2014). 
97  ¢ƘŜ Ψ9ǳǊƻǇŜŀƴ ǇŀǎǎǇƻǊǘΩ ƻǊ ΨǎƛƴƎƭŜ ǇŀǎǎǇƻǊǘΩ, is based on the principles of mutual recognition, a system which  allows       
  financial services operators legally established in one Member State to establish/provide their services in the other    
   Member States without further authorization requirements. http://ec.europa.eu/finance/bank/index_en.htm, (2015). 
98  Artikel 2:96 Wet financieel toezicht.  
99  Court Amsterdam 4 may 2010,  ECLI:NL:GHAMS:2010:BM3577.  
100- WƻƘƴ !ƎƭƛƻƴōȅΥ ΨFourteen Britons held over shares scam in CambodiaΣΩ ¢ƘŜ DǳŀǊŘƛŀƴΣ мт Wǳƭȅ нллоΦ  
 http://www.theguardian.com/U.K./2003/jul/17/cambodia, (2014). 
101     The first name (given- ƻǊ /ƘǊƛǎǘƛŀƴ ƴŀƳŜύ ΨtŀǳƭΩ ŎŀƴΣ ŀŎŎƻǊŘƛƴƎ ǘƻ ŀ ōƭƻƎ ōȅ ǘƘŜ Ψ/ƻƴǎƻǊǘƛǳƳ ƻŦ  5ŜŦǊŀǳŘŜŘ  ±ƛŎǘƛƳǎΩ  be  
      ƛŘŜƴǘƛŦƛŜŘ ŀǎ Ψtŀǳƭ WƻƘƴ IŀȅǿŀǊŘΩΦ ƘǘǘǇǎΥκκŦǊŀǳŘǊŜŎƻǾŜǊȅōƭƻƎΦŦƛƭŜǎΦǿƻǊŘǇǊŜǎǎΦŎƻƳκнлмпκлсκǇƧƘ-doc9.pdf, (2015 

http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activis
http://www.sec.gov/investor/pubs/fleecing.htm
http://ec.europa.eu/finance/bank/index_en.htm
http://www.theguardian.com/uk/2003/jul/17/cambodia


Frans Roest: Share Fraud & Boiler Room Scams Exposed 

Not FOR Sale Edition, buy the original version only 10 Euro.    

__________________________________________________________________________________________ 

 

44 
 

The lawyer also stated that if the accused Khmer nationals paid the government the revenue that was 

lost, all charges would be dropped against his 21 clients. Authorities said in July 2003, however, that 

investigations were still going on.102    

3.4 Utilizing the international embedding of the boiler room organization 

Intelligence suggests that numerous mass-marketing fraud operations on multiple continents attempt  

to evade detection and identification by targeting victims in other countries.103 As stated by John 

Steven Berry, the international embedment of boiler room organizations and the recruitment of 

investors in third countries has been a deliberate policy.104 Boiler rooms are deliberately split across  

various countries to delay and mitigate the risk of being dismantled by investigating authorities. A 

boiler room organization can, in its telephone communications with clients, emphasize that the 

stockbroker selling the shares is based on, e.g., the British Virgin Islands because of their strict financial 

confidentiality with respect to bank accounts as well as other fiscal advantages. This was the case with 

the Dutch boiler room fraud case Witter Walwyn, Overseas, Ltd.105 Brochures sent to clients pointed 

out that because of the absence of corporate taxes (in) on the British Virgin Islands, operational costs 

were lower and a substantial portion of these savings would benefit the client. 

 

It is common that no fund raising takes place in the countries where boiler rooms have their 

infrastructure thus avoiding the creation of victims who could alert the authorities.106 This aspect was 

also shown in the recent English boiler room case against the Wilmot family. This boiler room 

organization operated in the south of Spain but was left alone by the Spanish police as long as no 

complaints were received from Spanish inhabitants.  

According the FSA, establishing boiler rooms in the vicinity of British communities in Spain has an 

advantage because young call center employees, whose job it is to phone potential clients in Britain, 

can easily be recruited from these communities.  

The international aspect clearly manifested itself as the result of a three-year British investigation 

(2009-2011) into a boiler room organization operated by George Abrue, a Nigerian immigrant to the 

U.K. This criminal had professional websites and leaflets developed and produced in Sweden and 

operated from the island of Majorca (Spain). The Boiler Room targeted elderly and vulnerable 

inhabitants of the U.K. The money obtained from these fraudulent deals was laundered through 

Swedish and Italian bank accounts.107    

                                                           
102  ΨLocal NGO useŘ ƛƴ Ψ.ƻƛƭŜǊ wƻƻƳΩ ǎŎŀƳΩ, The Phnom Pen Post, 18 July 2003. 
 http://www.phnompenhpost.com/national/local)ngo-used-boiler-roomscam, (2014). 
103  LaaC²DΥ ΨMass-Marketing FraudΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 10,  
104  Steven John Berry BA. Dissertation (with very long tittle) page 12. Dissertation on the occasion of a study Fraud Risk 
  Management at Nottingham Business School U.K. (2011). Mr. Berry was working as a Detective Chief Inspector at the Hong Kong   
  Police. He retired from the police in February 2013. 
105   CLI:NL:GHAMS:2016:5173  Amsterdam Court of Law, date of verdict 21-10-2016, date of publication 25-01-2017, (2017). 
106  {ŜŜ Ψ[ƛŦǘƛƴƎ ǘƘŜ ƭƛŘ ƻƴ Ψ.ƻƛƭŜǊ wƻƻƳΩ {ŎŀƳǎΣΩ by Tony Levene in The Guardian, 3 February 2007. 
107  {Ŏƻǘǘ IŜƴŘŜǊǎƻƴ ŀƴŘ {ŀƳ IŀƳŜŘΥ Ψ¢ȅƴǎƛŘŜ ŎƻƴƳŜƴ ƧŀƛƭŜŘ ŀŦǘŜǊ ϻмоƳ ŎƻƭŘ Ŏŀƭƭ ǎŎŀƳΩΣ 22 June 2011.  
             http://www.chroniclelive.co.U.K./news/north-east-news/tyneside-conmen-jailed -after-13m-1400752, (2014).  
 {ŀƘŀǊŀ wŜǇƻǊǘŜǊǎΥ ΨU.K. Court convicts Nigerian-led  phony stock selling fraudstersΣΩ WǳƴŜ ннΣ нлммΦ  

http://saharareporters.com/2011/06/22/U.K.-court-convicts-nigerian-led-phony-stock-selling-fraudsters, (2014). 
M & A Rainmaker, Ψ.ƻƛƭŜǊ wƻƻƳ ǎŎŀƳƳŜǊǎ ƎŜǘ ƧŀƛƭŜŘΩ. News august 5, 2011.  
http://mandarainmaker.co.U.K./2011/08/05/boiler-room-scammers-get-jailed/, (2014).  

http://www.phnompenhpost.com/national/local)ngo-used-boiler-roomscam
http://www.chroniclelive.co.uk/news/north-east-news/tyneside-conmen-jailed%20-after-13m-1400752
http://saharareporters.com/2011/06/22/uk-court-convicts-nigerian-led-phony-stock-selling-fraudsters
http://mandarainmaker.co.uk/2011/08/05/boiler-room-scammers-get-jailed/
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In February 2014, the City of London police, together with other police forces abroad, dismantled a 

highly organised international boiler room structure. The action resulted in 110 arrests, 84 of which 

were in Spain, 20 in the U.K., 2 in the U.S. and 4 in Serbia. The majority of people were arrested on 

suspicion of money laundering and fraud offences. This effort also led to the closure of what are 

believed to be 14 boiler rooms in Spain, two in the U.K. and one in Serbia.108  

Boiler room cases presented before the Dutch courts with the statements from ex-boiler room 

employees also show the cross border activities of these scams. Netherlands based boiler room 

organizations almost always approach potential investors in foreign countries.109 Conversely, Dutch 

speaking boiler room employees from abroad approached Dutch investors using fictitious names.110 

Another fact, according to Berry, is that for a number of reasons, boiler rooms organizations are 

increasingly starting activities in less developed countries, such as Southeast Asia, from where the 

U.K., the U.S. and Australia are being targeted. One reason for this shift could be that these countries 

lack the knowledge, expertise and resources at the local justice department level to counter these 

activities. Corruption could play a role as well insofar as local authorities are paid to keep their eyes 

shut or warn the criminal operators ahead of time in the event that problems might arise for them.111 

The expectation is that boiler rooms targeting inhabitants of the U.K. are more likely to be located in 

the Far East, Seychelles and the Caribbean because these places are of increasing interest to young 

people, (backpackers), who spend their holidays in these places. This makes it easy to recruit them 

and thus creates the illusion that the boiler room is being operated from within the U.K..112 

The Australian ACC equally noticed in its report that many serious and organised investment fraud 

operations targeting Australians were Asian-based but non-Asian run.113  

The fraudrecoveryblog114 created by a group of boiler room dupes united under the name Consortium 

of Defrauded Victims (CDF), determined that a number of Southeast-Asian boiler room syndicates were 

run by westerners who kept in contact with each other. 

This international character of fraud indicates the need for worldwide legal cooperation in order to 

follow the flow of money and the questioning of suspects, victims and other witnesses. 

3.5 Purchased shares cannot be sold because of restrictions 

The U.K.-SFO team leader Jacob Blatch stated in 2014 that most of the shares sold by the boiler rooms 

involved a legal restriction for start-up businesses that meant they could not be resold for at least a   

                                                           
108      http://www.cityoflondon.police.U.K./news-and-appeals/international-police-operation-targets-suspected-boiler-  
               room-masterminds/Pages/default.aspx, (2014). 
               http://www.theguardian.com/U.K.-news/2014/feb/28/swoop-on-boiler-room-110-arrests, (2014). 
               http://news.sky.com/story/1218767/boiler-room-fraud-smashed-in-police-raids, (2014). 
               http://www.b bc.co.U.K./news/U.K.-26367166, (2014). 
109  Look at for instance V. van der Boom and S. Eikelenboom: Ψha όtǊƻǎŜŎǳǘƛƻƴύ ŎŜŀǎŜǎ .ƻƛƭŜǊ wƻƻƳ ƛƴ aƻƪǳƳΩ, FD  
  (Financial Daily Newspaper, Het Financieele Dagblad), 28 october 2010. On the website 

http://www.fbi.gov/stats-services/publications/mass-marketing-fraud-threat-assessment, the FBI refers to some boiler   rooms 
operating from the Netherlands, (2014). 

110  Look at for instance Dutch court Utrecht 30 July 2008, case. 16/992019-06. Boiler room FX Nevis. 
111  Berry, (2011), dissertation page 10. 
112  Berry, (2011), dissertation page 23. 
113   ACC (2012): 'Serious and Organised Investment Fraud in Australia' report, page 16.  
114  https://fraudrecoveryblog.wordpress.com/, (2014).  

http://www.cityoflondon.police.uk/news-and-appeals/international-police-operation-targets-suspected-boiler-
http://www.theguardian.com/uk-news/2014/feb/28/swoop-on-boiler-room-110-arrests
http://news.sky.com/story/1218767/boiler-room-fraud-smashed-in-police-raids
http://www.bbc.co.uk/news/uk-26367166
http://www.fbi.gov/stats-services/publications/mass-marketing-fraud-threat-assessment
https://fraudrecoveryblog.wordpress.com/
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ȅŜŀǊΦ ΨThey squeezed investors in that one-year period, knowing that as soon as the shares were 

released from the restriction they would realize there was no value in the stockΦΩ115 According to the 

U.K.-FCA-website, they received many reports about share scams or boiler rooms which involved the 

sale of restricted or controlled U.S. shares. While the sale of these shares is not always a scam, it is 

often not made clear to investors that they can be very difficult or expensive to trade.116  

Restricted or controlled U.S.-ǎƘŀǊŜǎ ŀǊŜ ŀƭǎƻ ƪƴƻǿƴ ŀǎ ΨwŜƎǳƭŀǘƛƻƴ { ǎƘŀǊŜǎΩ. This comes from a U.S. 

ruling that allows firms there to sell stocks that do not meet listings standards (and therefore have 

tight restrictions on their sale in the U.S.) to investors outside the U.S. These shares are often issued 

at a discount of their normal U.S. price, but most of this discount is kept by the broker or in scams kept 

by the men behind the boiler room. Consequently, if you are not an U.S.-citizen and you buy these U.S. 

Regulated S-shares, you will have to keep them for a fixed period, usually six months or one year. You 

cannot sell them back to buyers in the U.S. during this time without paying to lift the restriction. Once 

the holding period has passed, you still have to pay a U.S. lawyer to remove the legal restriction from 

the share certificate before selling the shares, which could cost more than your shares are worth.  

 

When you acquire restricted securities or hold controlled securities, you must find an exemption from 

the U.S.-SEC's registration requirements to sell them in a public marketplace. Rule 144 allows public 

resale of restricted and control securities if a number of conditions are met. Further information about 

selling restricted and control securities in the US can be found on the SEC-website.117 

Provided that the boiler room can still be reached after a year or so, it often becomes clear that 

purchased shares cannot be sold through its broker because they have no value and no effort is made 

by the broker to sell them. Moreover, sometimes the criminal broker cautions that the company in 

which was invested could go bankrupt unless more shares are purchased.118   

3.6 Purchased shares are worthless  

All shares sold in Pump-and-Dump schemes by boiler rooms have one thing in common; after the 

shares are purchased by a large number of private investors at a manipulated and inflated price, the 

artificially created demand disappears at some point and the value of these penny stocks drops 

dramatically. Boiler room organizations try to benefit as long as possible by prolonging the drop in 

stock price. They manage to do this by creating and establishing sales restrictions, either at or after the  

time of purchase. One of the options most often used is enforcing a certain time frame, also known as 

Ψlock-up-ǇŜǊƛƻŘΩ. In a Dutch case known as Pacific Continental investors were informed afterwards of  

the existence of such a time-frame (one and two years respectively) by means of an impressive letter 

dated 27-06-2007 and sent by the director of Pacific Continental. In this particular case, these were 

shares in the companies Entertainment is U.S. Inc. (EIUS) and Simba Mines Inc. (SBAM).119   

                                                           
115  {Ch tǊŜǎǎ ǊŜƭŜŀǎŜΥ ΨbƛƴŜ ŎƻƴǾƛŎǘƛƻƴǎ ƭƛƴƪŜŘ ǘƻ ϻтлƳ .ƻƛƭŜǊ wƻƻƳ ŦǊŀǳŘΩΣ 14 June 2014. 
  http://www.sfo.gov.U.K./press-room/latest-press-releases/press-releases-2014/nine-convictions-linked-to-70m-boiler-room-  
  fraud.aspx, (2015). 
116         C/!Υ Ψ.ŜǿŀǊŜ ƻŦ ǊŜǎǘǊƛŎǘŜŘ ¦{ ǎƘŀǊŜǎΩΣ 15 October 2014, (2015). See also par. 3.2 of this study. http://www.fca.org. 
      U.K./consumers/scams/investment-scams/share-fraud-and-boiler-room-scams/restricted-us-Shares, (2015).  
117        {9/Υ ΨwǳƭŜ мппΥ {ŜƭƭƛƴƎ wŜǎǘǊƛŎǘŜŘ ŀƴŘ /ƻƴǘǊƻƭ {ŜŎǳǊƛǘƛŜǎΩ, http://www.sec.gov/investor/pubs/rule144.htm, (2015). 
118  VEB: Ψ!ŀƴŘŜƭŜƴȊǿŜƴŘŜƭ ǇŜǊ ǘŜƭŜŦƻƻƴ ōƭƛƧƪǘ ƴƻƎ ǎǘŜŜŘǎ ƭǳŎǊŀǘƛŜŦΩ. VEB, 2 September 2011, 
  www.veb.net/HoofdMenu/Home/Nieuwsoverzicht/2011artikelen/boilerroom.aspx, (2014). 
119    Letter in possession of the author.  

http://www.sfo.gov.uk/press-room/latest-press-releases/press-releases-2014/nine-convictions-linked-to-70m-boiler-room-
http://www.sec.gov/investor/pubs/rule144.htm
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3.7 ΨtƘŀǎŜ ǘǿƻ ǎŎŀƳΩ ƻǊ ΨǊŜŎƻǾŜǊȅ ǎŎŀƳΩ 

If the boiler room organization is confronted with too many complaints or has received notice that the 

authorities are preparing an investigation, it will cease to exist overnight. The call center sales 

organization will become unreachable by phone, e-mail or internet and its website will vanish as well. 

In all cases victims lose their money almost entirely. In a large number of known cases, the boiler room 

emerges under a different name. The British FSA, (nowadays FCA), reported that a boiler room 

syndicate led by Tomas Wilmot from 2003 until 2008, operated under 16 different names.120  

In 2010, the Australian ASIC announced that the New Zealand businessman David Hobbs was involved 

in 14 unregistered offshore managed investment funds operating in Australia.121 A Dutch boiler room 

fraudster was at least involved in 2 boiler room organizations located in Hungary and New Zealand. 

And in November 2012, the New Zealand SFO started an investigation into Ross Asset Management. 

¢ƘŜ Ψwƻǎǎ DǊƻǳǇΩ was operating under 11 different names.122  

As already mentioned, if the boiler room victim actually received certificates of shares or penny stock 

shares, they are either worthless, or there is a restriction on the trade in these during a certain period 

of time, or there is a limitation in the form of, for example, a government tax or bale to be paid.123 The 

Dutch boiler room case of Spantel Telecommunication Inc. and Ad RentaCar demonstrates the use of 

these kinds of restrictions.124 

As mentioned before, in certain cases the holder of penny stocks is required to pay a restriction fee 

that depends on the size of the original investment. This premium is allegedly nŜŜŘŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ΨŦǊŜŜΩ 

the shares for sale. After payment of this fee, the contact person almost always disappears. This form 

of scam is ŎŀƭƭŜŘ ŀ ΨPhase two scam or ǊŜŎƻǾŜǊȅ ǎŎŀƳΩ in the AnƎƭƻ {ŀȄƻƴ [ƛǘŜǊŀǘǳǊŜΦ ¢ƘŜ Ψboiler room 

ǎŜŎƻƴŘ ǇƘŀǎŜΩ ƛǎ ŀƭǎƻ ŎŀƭƭŜŘ ŀ ΨǊŜŎƻǾŜǊȅ ǊƻƻƳΩΦ 125 !ƴŘ ƛƴ !ǳǎǘǊŀƭƛŀΣ ǘƘŜȅ ǘŀƭƪ ŀōƻǳǘ ŀ Ψfollow-up ǎŎŀƳΩ.126 

Lƴ tƘŀǎŜ ¢ǿƻ ǘƘŜǊŜŦƻǊŜΣ ǘƘŜǊŜ ǿƛƭƭ ōŜ ŀ ΨŦŀƪŜ ǘŀƪŜƻǾŜǊΩ or a Ψfake buyout offeǊΩΦ127  In the U.S. this kind 

ƻŦ ǎŎŀƳ ƛǎ ŀƭǎƻ ŎŀƭƭŜŘ Ψŀ {ǘƻŎƪ {ǿŀǇΩΦ  

In the U.S., for example, some firms have claimed to be representing wealthy clients who want to 

reduce their capital gains tax by buying up bad debt from fraud victims. The sales representatives from 

these firms proposed that the victim swap the worthless stock for recognized blue chip stock held by 

the tax-ōǳǊŘŜƴŜŘ ŎƭƛŜƴǘǎΦ CƻǊ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ǎǿŀǇ ǘƘŜ ǾƛŎǘƛƳΩǎ ǎǘƻŎƪǎ ǿƻǳƭŘ ōŜ ǾŀƭǳŜŘ ŀǘ ǘƘŜ 

price(s) that the victim paid. Since the blue chip stock was priced higher thŀƴ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ ǾƛŎǘƛƳΩǎ 

stock, the victim was required to pay the difference in the value of the stocks. However The victim did,  

                                                           
120  Tracey McDermott: 'Three sentenced to jail for operating £ 27,5 m. boiler scam.' August 2011. 
 Www.fsa/pages/Library/Communication/PR/2011/073.shtml and    
   http://www.which.co.U.K./news/2011/08/three-jailed-for-27-5m-boiler-room-shares-scam-264045, (2013). 
121        aŀǘǘ bƛǇǇŜǊǘΥ Ψ!ǳǎǎƛŜǎ ŀƭƭŜƎŜ Ϸ руƳ ǎŎŀƳΩ, The New Zealand Herald, 11 April 2010. 
122         http://www.stuff.co.nz/dominion-post/business/7969213/Serious-Fraud-Office-investigating-Ross-Asset-Management.  
  The FMA announced it seemed to be a Ponzi-scheme, (2014). 
123  See for example http://consument.afm.nl/consumenten/risico/boilerrooms/hoe.aspx, (2013). 
124           Dutch court Amsterdam 29 November 2007. RBAMS LJN BF7315. 
125    Roest (2009), book 'Beleggen in gebakken lucht' (Investing in scams , page 217 and 218 and Berry (2011),  dissertation,  
     ǇŀƎŜ мт ŀƴŘ муΦ wŜǇƻǊǘ Ψ{ŜǊƛƻǳǎ ŀƴŘ hǊƎŀƴƛǎŜŘ LƴǾŜǎǘƳŜƴǘ CǊŀǳŘΩΣ όнлмнύΣ ǇŀƎŜ мм 
126         https://www.moneysmart.gov.au/scams/recovering-your-losses, (2013). 
127  See for an example 'Austrac Typologies and Case Studies Report 2010.1: ' Case 30 - 'Boiler Room' share scam cost  
   !ǳǎǘǊŀƭƛŀƴ ǾƛŎǘƛƳǎ Ϸ нм ƳƛƭƭƛƻƴΩ. www.austra.gov.au/files/typ_C30.pdf, (2011). 

http://www.fsa/pages/Library/Communication/PR/2011/073.shtml
http://www.which.co.uk/news/2011/08/three-jailed-for-27-5m-boiler-room-shares-scam-264045
http://consument.afm.nl/consumenten/risico/boilerrooms/hoe.aspx
https://www.moneysmart.gov.au/scams/recovering-your-losses
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not actually receive the blue chip stock but instead was swindled a second time.128  

In 2013 and at the request of U.S. authorities, a well organised boiler room, which had been active in 

several countries, was raided and shut down. Furthermore, the lead suspect, Sandy Winick, was 

apprehended in Thailand.129 In the indictment against Sandy Winick and other defendants, the 

organised employment of  the phase-two scam was cited. In the indictment the boiler room fraud was 

ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ ΨǇŜƴƴȅ ǎǘƻŎƪ ǎŎƘŜƳŜΩ ŀƴŘ ǘƘŜ ǊŜŎƻǾŜǊȅ ǊƻƻƳ ŦǊŀǳŘ ǿŀǎ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ Ψadvance 

fee ǎŎƘŜƳŜΩΦ130 Winick orchestrated these schemes. According to the indictment the advance fee 

scheme involved making false promises to investors to induce them to pay advance fees for non-

existent services to sell their illiquid penny stock shares. The advance fee fraudsters had invented non-

existent businesses such as law firms, consulting agencies and other fake companies as part of the 

scheme to convince the targeted advance fee victims to pay an upfront premium in order to be able 

to sell their securities. TƘŜ ŦŀƪŜ ŎƻƳǇŀƴƛŜǎΩ ŦŜŜǎ ŎŀƳŜ ƛƴ ǘƘŜ ŦƻǊƳ ƻŦ ŀ ǇƘƻƴȅ ŎƻƳƳƛǎǎƛƻƴΣ ǊŜƎǳƭŀǘƻǊȅ 

fees or taxes, or some other fictitious expense. The defendants knew that once the advance fee had 

been paid they would keep these funds for their own purposes and would provide nothing in return. 

The proceeds of the advance fee scheme totalled more than $ 5 million in the years 2009 and 2010 

and were wired to bank accounts throughout the world. The case is still on-going. In July 2015 

defendant Winick pleaded guilty. The guilty plea was announced by U.S. Attorney for the Eastern 

District of New York and the FBI.131 

In July 2014, the U.K. website Moneywise warned against recovery scams because they were trading 

on the desperation of those who had often already been defrauded of their life savings.132 A recovery 

room scammer will pose as a reputable firm that will help the victims to recover the money they have 

lost. According to Moneywise, scammers will usually charge an upfront fee of between £1,000 and 

£2,000 ς or more. Others pose as brokerages claiming to be able to sell the worthless shares originally 

bought through a boiler room scam at an inflated price, if you register with them for a fee. In the U.K., 

the most common claim is that the firm will pursue a compensation claim for you through the courts.133  

Oftentimes the callers present themselves as the legal authorities, government regulators, lawyers, 

private detectives or the police, and they also offer to recover the money for a fee. And because victims  

often fail to report the crime, being unwilling to admit they've been stung twice, this type of fraud 
tends to remain under the official radar. 

According to Jonathan Phelan spokesman for the former U.K. FSA, there was a significant increase in 
this type of fraud in 2014. At that time there were around 20 recovery room firms targeting UK 
investors. "We estimate that around 30% of people who have lost money through a boiler room fraud 
ǿƛƭƭ ŀƭǎƻ Ŧŀƭƭ ǾƛŎǘƛƳ ǘƻ ŀ ǊŜŎƻǾŜǊȅ ǊƻƻƳ ŦǊŀǳŘΦέ134   

                                                           
128  This example is derived from the website from Economic Frauds Detection & Prevention Inc. 
   https://economicfrauds.net/good-to-know/the-stock-swap, (2015). 
129    https://www.fbi.gov/newyork/press-releases/2013/sandy-winick-and-gregory-curry-arrested-in-thailand-in-connection 
    -with-one-of-the-largest-international-penny-stock-frauds-and-advance-fee-schemes-in-history, (2015). 
130  Superseding indictment Case No. 13-452 (S-1) WFK. http://online.wsj.com/public/resources/documents/indict.pdf, (2015). 
131       tǊŜǎǎ ǊŜƭŜŀǎŜΣ Ψ/ŀƴŀŘƛŀƴ /ƛǘƛȊŜƴ tƭŜŀŘǎ Dǳƛƭǘȅ ǘƻ [ŜŀŘƛƴƎ ŀƴ LƴǘŜǊƴŀǘƛƻƴŀƭ CǊŀǳŘ {ŎƘŜƳŜΩΣ Wǳƭȅ мтΣ нлмрΦ   
 https://www.fbi.gov/newyork/press-releases/2015/canadian-citizen-pleads-guilty-to-leading-an-international-fraud-  
  scheme, (2015). 
132  http://www.moneywise.co.U.K./scams-rip-offs/scams/just-been-scammed-dont-fall-victim-to-the-recovery-room-scam, (2014). 
133  http://www.moneywise.co.U.K./scams-rip-offs/scams/just-been-scammed-dont-fall-victim-to-the-recovery-room-scam, (2014). 
134  http://www.moneywise.co.U.K./scams-rip-offs/scams/just-been-scammed-dont-fall-victim-to-the-recove. (2014). 

https://www.fbi.gov/newyork/press-releases/2013/sandy-winick-and-gregory-curry-arrested-in-thailand-in-connection
http://online.wsj.com/public/resources/documents/indict.pdf
https://www.fbi.gov/newyork/press-releases/2015/canadian-citizen-pleads-guilty-to-leading-an-international-fraud-%20%20scheme
https://www.fbi.gov/newyork/press-releases/2015/canadian-citizen-pleads-guilty-to-leading-an-international-fraud-%20%20scheme
http://www.moneywise.co.uk/scams-rip-offs/scams/just-been-scammed-dont-fall-victim-to-the-recovery-room-scam
http://www.moneywise.co.uk/scams-rip-offs/scams/just-been-scammed-dont-fall-victim-to-the-recovery-room-scam
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So called ΨŦŀƪŜ ǊŜŎƻǾŜǊȅ ŀŎǘƛƻƴǎΩ can take place as well. The Dutch AFM135, for example, warned against 

the suspected boiler room Guozijian Capital on its website in January of 2014. Its representatives 

approached former buyers of worthless shares and told them that they had located a new buyer for 

their shares. However, they pretended that this new buyer was only interested in purchasing shares 

above a certain minimum quantity. This way, the original victims were persuaded to buy even more of 

the same worthless shares in order to reach this minimum. After this second round of buying and 

paying for worthless shares, the boiler room became no longer interested in trading these share 

portfolios. As a result, these buyers were victimised for a second time. 

The U.S. SEC is very clear on their website: con artists across the globe have stepped up their efforts 

to rip off investors, especially non-U.S. residents who have lost money in the U.S. securities markets. 

²ƘƛƭŜ ƛǘΩǎ ƴŀǘǳǊŀƭ ǘƻ ǿŀƴǘ ǘƻ ǊŜŎƻǳǇ ƻƴŜΩǎ ƭƻǎses as quickly and as fully as possible, the SEC warned 

investors to be extremely sceptical of offers to exchange worthless or poorly performing stocks for 

ōƭǳŜ ŎƘƛǇǎ ƻǊ ΨƘƻǘΩ ǇŜǊŦƻǊƳŜǊǎΦ !ƭǘƘƻǳƎƘ ŦǊŀǳŘǎǘŜǊǎ ǳǎŜ ŀ ǿƛŘŜ ǾŀǊƛŜǘȅ ƻŦ ǘŜŎƘƴƛǉǳŜǎ ǘƻ ŎŀǊǊȅ ƻǳǘ ǘƘŜƛǊ 

worthless stock swap scams, most of these frauds boil down to a predictable formula: a persuasive 

pitch, which nearly always contains false assurances of legitimacy, followed by demands for money.136 

The author therefore agrees with the note of the Australian ACC: "Serious and Organised Investment 

Fraud is not an opportunistic crime, but a calculated, sophisticated and organised criminal event that 

can attract experienced investors, with many individuals being re-victimised." 137  

Two alerts by Action Fraud όǘƘŜ ¦ΦYΦΩ ǎ ƴŀǘƛƻƴŀƭ ŦǊŀǳŘ ŀƴŘ ƛƴǘŜǊƴŜǘ ŎǊƛƳŜ ǊŜǇƻǊǘƛƴƎ centre) in August of 

2015 in which Action Fraud issued warnings against criminal abuse of its name, are a clear indication 

that boiler room scammers operate with increased recklessness. 

In the first alert, the Action Fraud- website reported that they had received numerous reports from 

victims who had been contacted by scammers who were cold calling and emailing people claiming to 

be from Action Fraud and the National Fraud Authority (NFA). The NFA, however, was shut down in 

2013. 

According to the report, the fraudsters were cold calling victims anonymously from blocked numbers 

and also contacting them from the fake email address actionfraud999@gmail.com. They were trying 

to scam people in various way, including: 

¶ Telling victims that they can obtain a refund from a previous fraud because the suspect has 
been caught; 

¶ Scaring victims into thinking their IP address was being used as part of fraud overseas and 
remote access was needed to rectify the issue;  

¶ Cold calling and claiming that victims are entitled to refunds and bank details were needed to 

transfer the money;  

¶ Asking for personal information, including passports and driving licences; 

¶ Claiming that they can recover money from a previous fraud; 

¶ Sending emails asking victims to fill out a survey which contained suspicious links.  

                                                           
135  http://www.afm.nl/nl/nieuws/2014/jan/7-boilerroom-waarschuwingen.aspx. http://www.guozijiancapital.com/#, (2014). 
136         http://www.sec.gov/investor/pubs/worthless.htm, (2013).  
137         ACC: 'Serious and Organised Investment Fraud in Australia'. Report, page 1, (2012).   

http://www.afm.nl/nl/consumenten/risico/waarschuwingen/waarschuwingenlijst-boiler-rooms/alles/guozijian-capital.aspx
http://www.guozijiancapital.com/


Frans Roest: Share Fraud & Boiler Room Scams Exposed 

Not FOR Sale Edition, buy the original version only 10 Euro.    

__________________________________________________________________________________________ 

 

50 
 

¶ In a second alert Action Fraud warned the public that fraudsters were using their name to trick 

people into handing over personal information such as account numbers, sort codes IBAHN/ 

routing- 

¶  numbers and other personal information. 

According to the posted warning, Action Fraud and the police would under no circumstance call to 
request such information.138 
 
And in March 2016 the Belgian FSMA warned the public on their website against the activities of the 

supposed law firms Cole & Rushton LCC and Ernst & Taylor LLP, which were offering to help victims of 

investment fraud recover the money they had invested. The alleged law firms of Cole & Rushton LLC 

and Ernst & Taylor LLP approached the victims of Boiler Room fraud, leading them to believe that there 

are criminal proceedings under way against the boiler rooms of which these persons were victims, and 

offering to represent them for the purposes of these proceedings. The Belgian victims were also 

approached by Caïs Capital LLC, which had put them in touch with the supposed law firm Cole & 

Rushton LLC.139   

The victims who replied favourably to this offer were then, according to the FSMA, invited to pay a 

series of different fees: advances on legal fees, court costs, payment of taxes on the amounts 

recovered as a result of the proceedings, etc. Despite the payments and the promises made by these 

supposed law firms, the victims had never recovered the amounts earlier invested in the companies 

Friedman Global and Shanghai Derivates Exchange (SHDEX). These companies approached Belgian 

potential investors with proposed investments without holding an authorization as an investment firm 

in Belgium. These companies were therefore not allowed to offer investment services in or from 

Belgium. The websites of these boiler rooms are now offline. The two boiler room companies that 

claimed to be based in Hong Kong and Shanghai used a bank account opened in the name of the 

company of Raiser Limited. It is, however, remarkable that the companies Friedman Global and 

Shanghai Derivates Exchange had already been the subject of a warning by the Finans-inspektionen, 

the Swedish supervisor authority, on December 5, 2011 but were still active in 2015.140   

3.8 Damage control and countermeasures by boiler room organizations 

Mass-marketing boiler rooms are increasingly employing countermeasures, including relocating 

frequently and using sophisticated technologies, to conceal their communications and the locations 

from which they operate. The tactic to move the physical location and move on before the local law 

ŜƴŦƻǊŎŜƳŜƴǘ ƛǎ ǎǘŀǊǘƛƴƎ ŀƴ ƛƴǾŜǎǘƛƎŀǘƛƻƴ ƛǎ ŎŀƭƭŜŘ ΨǊƛǇ ŀƴŘ ǘŜŀǊΩ.141 To avoid drawing unwanted law 

enforcement scrutiny mass-marketing boiler rooms seldom use violence and corruption of individuals 

or business, except in rare incidents to discipline group members or further short-term objectives.142  

                                                           
138  Ψ!ƭŜǊǘΥ ŦǊŀǳŘǎǘŜǊǎ ŀǊŜ ƻƴŎŜ ŀƎŀƛƴ ǳǎƛƴƎ ǘƘŜ !Ŏǘƛƻƴ CǊŀǳŘ ƴŀƳŜ ǘƻ ǎŎŀƳ ǇŜƻǇƭŜΦΩ 

 http://www.actionfraud.police.U.K./news/alert-fraudsters-are-once-again-using-the-action-fraud-name-to-scam-people-aug15, 
(2015). 

139         http://www.fsma.be/en/site/Repository/press/warnfsma/2016/2016-03_23_recovery.aspx, (2015). 
140          http://www.fi.se/Folder-EN/Startpage/Register/Investor-alerts/Warning-list/Warning-against-Friedman-Global-and-Shanghai-   
  Derivatives-Exchange-SHDEX/, (2016). 
141  tŀǳƭ .ŀǊƴŜǎΥ Ψ Stock market scams, shell companies, penny shares, boiler rooms and cold calling: The U.K. ŜȄǇŜǊƛŜƴŎŜΩ.   
  International Journal of Law, Crime and Justice 48 (2017) 50-64. 
142    LaaC²DΥ ΨMass-aŀǊƪŜǘƛƴƎ CǊŀǳŘΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩΣ page 14. 

http://www.actionfraud.police.uk/news/alert-fraudsters-are-once-again-using-the-action-fraud-name-to-scam-people-aug15
http://www.fsma.be/en/site/Repository/press/warnfsma/2016/2016-03_23_recovery.aspx
http://www.fi.se/Folder-EN/Startpage/Register/Investor-alerts/Warning-list/Warning-against-Friedman-Global-and-Shanghai-
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As a common defense tactic boiler room fraudsters do not use their real names but use stolen or 

invented identities to promote fraudulently the targeted penny stocks. For example in the U.S.-case 

against the the pump-and-dump fraudster Sandy Winick, it became known that he used the following 

aliases Jerry Sarrono, John Peter Smith, Abdiel Vergara, Robin Cheer, Glen Forman, Kyle Bendford and 

Stephen Thomson.143 And in the allegedly boiler room Power Traders Press.Com Inc. one of the sales 

ǊŜǎǇǊŜǎŜƴǘŀǘƛǾŜǎ ǳǎŜŘ ǘƘŜ ŦŀƪŜ ƴŀƳŜ άWƻƘƴ DƻƭŘέΦ144 

A former boiler room employee affirmed that new call center workers were encouraged by managers 

to use fake names in order to protect themselves, hide their true identity from clients and to, obviously, 

thwart detection by police and the judiciary.  

In 2010 the IMMFWG reported that law enforcement intelligence had revealed that a single 

perpetrator may use hundreds of fraudulent entities and multiple perpetrators may use one common 

identity, undermining law enforcement efforts to locate perpetrators and intercept fraudulent wire 

transfers.145  

Boiler room fraudsters are according to the Australian ACC monitoring and manipulating search engine 

results through entering (fake)data. This results in moving any negative feedback chronologically down 

the list. The negative feedback is then often located on the second or third page and not viewed by 

the (potential) investor.146 The Scamfraudalert, an internet online consumer protection organization, 

reported that part of this new trend is to invoke reputation management firms to help clean up their 

tracks on the internet.147 

Boiler room fraudsters also circumvent any messages and on-line feedback that might have alerted 

potential victims that they are being scammed.148 They also produce self-provided references in chat 

rooms and forums. This has to be done in case potential investors are performing due diligence 

investigations after receiving information from the fraudsters about the recommended stocks and 

companies. 

Mr. Max Becker, spokesperson for Griffin & Miller BV, a (former) private boiler room investigation 

organization in the Netherlands, was also very much aware that boiler room organizations were 

spreading disinformation on the internet about private boiler room investigators in an attempt to 

discredit them. Private boiler room investigators in the Netherlands have also been threatened by 

phone.149  

On the website of the Florida corporation Economic Frauds, one could read already in 2014: άhǳǊ 
website is ALWAYS under continuous cyberattack by cybercriminals and the companies we expose, 
along with misrepresentational or misleading information on the internetΦέ150 

                                                           
143  Case 1:13-cr-00452-WFK document 3 filed 08/07/13. http://online.wsj.com/public/resources/documents/indict.pdf, (2015). 
144    https://www.sec.gov/news/press-release/2017-124. Case No. 1:17-CV-04133 Complaint, page 48. (2017).   
145            LaaC²DΥ ΨMass-aŀǊƪŜǘƛƴƎ CǊŀǳŘΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 18.  

146         ACC: 'Serious and Organised Investment Fraud in Australia' report page 17, Ò Commonwealth of Australia 2012. 
147  http://scamfraudalert.org/category/scam-alert, (2014). 
148       Page 15, 'Serious and Organised Investment Fraud in Australia,' report, (2012). 
149          Interview 2 July 2014 with Mr. Max Becker, spokesperson Griffin & Miller organization in the Netherlands.  
   NOTE by F. Roest: Griffin & Miller BV went into bankruptcy on March 3, 2015. Bankruptcy number C 15/15/108 F, 
  Court Noord-Holland. The bankruptcy has ended in the first half of 2017 due to a lack of assets. 
150     http://www.economicfrauds.org/boiler-room.html, (2014). 

http://online.wsj.com/public/resources/documents/indict.pdf
https://www.sec.gov/news/press-release/2017-124
http://scamfraudalert.org/category/scam-alert
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4.0 TACTICS TO LURE POTENTIAL VICTIMS TO BUY SHARES 

4.1 Introduction 

Boiler room fraud is a well-planned and organised criminal activity because it can take a great deal of 

effort to convince an investor of the legitimacy of the fake broker. Potential investors/victims are 

usually contacted by telephone and the scammers attempt to maintain a constant contact for the 

purpose of relationship building.  

Boiler room organizations use broker names that are similar to those belonging to existing reputable 

companies or persons. Look for a list of known boiler room names at the website of International 

Organization of Securities Commissions (IOSCO) or the national warning lists published by the national 

financial authorities.151   

4.2 How to reach investors  

Boiler room organizations worldwide get their lead on potential victims from several legitimate 

sources. Consider, for instance, responses to ads, brochures and publications on the website of 

securities brokers. It is also possible that subscribers to internet investment advice letters are being 

approached with attractive investment proposals. Needless to say, some advertisements and stock-

letters can be fake.152   

!ǎ ŀƭǊŜŀŘȅ ƳŜƴǘƛƻƴŜŘ ŜŀǊƭƛŜǊ ƛƴ ǘƘƛǎ ōƻƻƪ ǿƘŜƴ ǾƛŎǘƛƳǎ ŀǊŜ ōŜƛƴƎ ΨŎƻƭŘ ŎŀƭƭŜŘΩ a second or third time, 

it is probably because their names are included on fraudstersΩ lists of individuals susceptible to 

ŘŜŎŜǇǘƛǾŜ ǎƻƭƛŎƛǘŀǘƛƻƴǎΦ ¢ƘŜǎŜ ƭƛǎǘǎ ŀǊŜ ŀƭǎƻ ƪƴƻǿƴ ŀǎ Ψsucker listsΩ. A sucker list contains the names and 

addresses of victims of earlier frauds. These lists are being traded and swapped in criminal 

environments. 

The internet is also an effective tool for identifying potential victims. According to the IMMFWG law 

enforcement intelligence reveals perpetrators make increasingly use of email spiders, which crawl 

through websites, message boards, and other online forums  to harvest email addresses for 

subsequent solicitation via spam email. Once the email addresses have been collected, fraudsters 

often use botnet networks of computers infected with a malicious code and programmed to follow the 

directions of a common command-and-control server to facilitate the simultaneous distribution of 

thousands of spam emails.153    

Various research regarding victims of mass marketing fraud in general and boiler room fraud in 

particular, shows that predominantly older and single persons are the ones approached by skilled 

boiler room swindlers. The majority of boiler room scams target men 65 and older who are active 

investors.154 When these men are single, they appear especially vulnerable. In 2017 the U.S. SEC 

mentioned in a press release that she announced charges in a massive telemarketing boiler room  

                                                           
151      http://www.iosco.org/investor_alerts/, (2014). 
152  {ŜŜ ŦƻǊ ŜȄŀƳǇƭŜǎ ǇŀǊΦ пΦу Ψ¦ǘƛƭƛȊƛƴƎ ǉǳŀǎƛ ǇǊƻŦŜǎǎƛƻƴŀƭ ƭƻƻƪƛƴƎ ǎǘƻŎƪ ƴŜǿǎƭŜǘǘŜǊǎΩ. 
153    IMMFWG: Ψaŀǎǎ-aŀǊƪŜǘƛƴƎ CǊŀǳŘΥ ! ¢ƘǊŜŀǘ !ǎǎŜǎǎƳŜƴǘΩ, page 16. 
154  9ƭŀƛƴŜ aƻƻǊŜΥ Ψ.ƻƛƭŜǊ Ψ.ƻƛƭŜǊ wƻƻƳΩ ǎŎŀƳ ǎƘǳǘ ŘƻǿƴΩΣ Financial Times, November 22, 2013.  
  http://www.ft.com/cms/s/0/4f40d88a-520d-11e3-8c42-00144feabdc0.html#axzz3DvcE5G6e, (2014). 

http://www.iosco.org/investor_alerts/
http://www.ft.com/cms/s/0/4f40d88a-520d-11e3-8c42-00144feabdc0.html#axzz3DvcE5G6e



