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Preface
A successful boiler room fraud can create more than 1,000 victims along with damages exceeding 30 million
Euros. Usually, boiler room fraud victims were merely trying to increase the return on their savings when they
were defrauded by ruthless shares salesmen working for an international, criminal organization. Some victims
ended up losing most of their savings and some of them have even taken their own lives because they were unable
to face the shame that comes with significant financial losses.
Prevention of boiler room fraud is difficult because of its social engineering aspects. Informing society about
investment companies that operate without a license is obviously not enough. Despite official warnings, boiler
rooms can continue to grow for months. The current system of warnings is clearly not effective and the
temptations, in combination with the persuasive power of boiler room salesmen, is strong. This book may be able
to help.
The author, Frans Roest, has been studying and analyzing boiler room fraud for many years. He describes the
structure and the modus operandi of international boiler rooms and identifies red flags that warn us for this evil.
Although this is not his first book on the topic, it is his first in English .
Because of his thorough understanding of the subject, he can address it in a structured and balanced manner. He
describes the way in which sophisticated criminal organizations operate by plainly talking about sales persons,
websites, phone calls, envelopes, etc. He does so effectively and without jargon, as the man in the street must be
warned in a simple-to-understand manner.
This book may encourage monetary authorities and associated administrations to further improve the
effectiveness of their warnings about boiler rooms. Future published cautions may not only disclose the identity
of the company operating without license, but also its risk profile. Investors will be alerted when this profile
‘corresponds to their boiler room’.
In my opinion, the author has succeeded in making this technical topic accessible to fraud auditors worldwide and
to the greater public, especially to those who need it most: investors looking for a higher and safer return on their
investments. Aren’t we all?
The Institute of Fraud Auditors (IFA) Belgium is happy to offer this book on www.ifabelgium.be as a download to
investors, fraud auditors, victims and other interested parties.
Brussels, September 2017
Evert-Jan Lammers, Honorary Chairman of the Institute of Fraud Auditors1

1

https://www.ifabelgium.be/en/home-2.html, (2017).
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1.0

Introduction and scope of the problem

1.1

Introduction

In this study we look at a specific form of international investment share scams, the criminal act of
selling worthless shares, non-existing shares or other financial derivatives using high pressure sales
tactics such as cold calling, or through mediums like e-mail and the internet. The efficiently structured
boiler room represents just one of the many types of groups that perpetrate mass-marketing fraud. It
is the authors’ opinion that boiler room/stock fraud scams are underestimated due to the fact that to
this day, most national governments still do not know how to adequately address this international
form of organised crime.
An Australian report about serious and organised investment fraud states that one of the main
challenges in developing responses to such activities is the lack of available tried and proven practical
examples.2 In this study the author hopes to fill this gap to some extent.
This study describes international impressions in the campaign against boiler room fraud worldwide
and also a number of ‘good practices’ in the field of prevention and information from, amongst others,
Australia, Canada, Great Britain, The Netherlands, Spain, Hong Kong, USA and, more recently, New
Zealand. This information has been derived from open sources (public domain information).
Chapter 1 of Part 1 discusses the scope of the problem.
Chapter 2 of Part 1 deals with a number of concepts and definitions used in boiler room and stock
fraud literature.
Chapter 3 discusses with the characteristics and operation of well organised boiler room frauds.
In chapter 4, several strategies are discussed used by boiler rooms, designed to persuade potential
investors to purchase penny stock.
In chapter 5 examples of best practices with respect to prevention and public warnings against boiler
rooms will be discussed.
Seeing the rise of internet-based investments into FOREX products, it is essential to describe the
associated risks and investigations on this subject. This is the subject of discussion in chapter 6. Chapter
6 also examines organized fraud pertaining to binary options often with a lead-time of 30 minutes or
less.
Subsequently, chapter 7 delves into the rise of private asset tracing and asset recovery agencies. And
in chapter 8 actions of disgruntled victims are discussed.
Finally, chapter 9 discusses recommendations regarding international cooperation to globally combat
the activity of boiler rooms.

2

'Serious and Organised Investment Fraud in Australia', report produced by the Australian Crime Commission
(ACC), page 8, and the Australian Institute of Criminology (AIC).  Commonwealth of Australia 2012, page 37.
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Part 2 provides a closer look at a number of actual boiler room, forex trade and binary cases which are
referred to in Part 1, dealt with by country. The reader of this work can gain more knowledge through
the offered background information. This study closes with a Bibliography and a short list of
documentaries and films. There is also a very short directory referencing relevant internet addresses
and websites which can be helpful in the battle against boiler room fraud.

1.2

Scope

In 1996, a U.S. State Attorney concluded: “Because of the multistate nature of the crime, telemarketing
fraud is a nationwide problem requiring the commitment of state and federal law enforcement. Vigilant
law enforcement is necessary to respond to telemarketing fraud, to punish those who perpetrate it,
and to deter others from entering the arena.”3
Estimates of financial fraud in The Netherlands, including boiler room scams, were about 500 to 750
million according to the Authority Financial Markets (AFM), in 2006.4 In later reports the Dutch AFM
was more reluctant to quantify losses.
In March 2010, a spokesperson for the British FSA announced on its website that financial damage
caused by boiler room scams in the United Kingdom would average £ 200 million a year. On average,
British victims tend to lose about £20,000, which they are unlikely to recover.5
In the United States, the FBI conducted ‘Operation Broken Trust’ in the second half of 2010 which
revealed that the total sum of investments lost amounted to over $ 8 billion and that more than
120,000 victims were involved.6
In 2010 the International Mass-Marketing Fraud Working Group (IMMFWG) revealed in a MassMarketing Fraud Threat study, that there were no comprehensive and authoritative statistical data
regarding the scope of mass-marketing fraud on a global level. But the available evidence indicates
that mass-marketing fraud schemes generate losses by millions of individuals and business around the
world, estimated at tens of billions of dollars each year. These schemes, among which boiler room
scams, typically benefit members of criminal organizations and groups, while devastating the lives and
financial well-being of victims and their families.7
The Australian Task Force Galilee estimated that Australians lost approximately A$ 113 million in the
period from January 2007 to April 2012 as a result of ‘Serious and Organised Investment Fraud’. During
Several studies, including one from the Netherlands, conclude that only 5 to 20 percent of the victims
of investment fraud report to the police or notify the appropriate enforcement authorities.8

3
4

5
6
7
8

Kathryn E. Landreth, United States Attorney, District of Nevada, witness for the U.S. Special Committee on aging,
06.03.1996. Http://www.usdoj.gov/criminall/fraud/telemarketing/Landreth.htm, (2001).
AFM Year report 2005 page 60. The number of by the AFM observed illegal financial activities is still rising. The
damage to the consumer was about 250 million in 2005, but in reality will probably be much higher. Estimates are
in the neighbourhood of 500 to 700 million.
Elaine More: ‘Boiler Room’ scam shut down.’ Http://www.ft.com/cms/s/0/4f40d88a-520d-11e3-8c4200144feabdc0.html#axzz3DvcE5G6e, (2014).
Http://www.fbi.gov.news/stories/2010/december/fraud_120610/fraud_120610, (2014).
IMMFWG: ‘Mass-Marketing Fraud Threat’, page 4.
Kunst & Van Dijk: ‘Slachtofferschap van fraude: een explorerend onderzoek naar de impact van diverse vormen
van financieel-economische criminaliteit.’ Intervict, Tilburg, (2009).
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Moreover, in a report from the U.K. Office of Fair Trading it is said that less than 10 per cent of victims
of ‘share purchase fraud’ report these frauds.9 It is very difficult to accurately estimate the scope of
boiler room fraud solely based on judicial statistics because these cases are not registered as such
within police- and justice realms. Instead, these matters are often tagged as ‘fraud’ or ‘misdemeanour
money laundering’. Securities and Exchange Commissions from various countries have been warning
the public since 2009 about an increase in rogue stock traders and boiler room activities. In the
Netherlands the AFM warned the public on their website and in the press about a strong rise in rogue
stock traders.10
In February 2013, the Dutch AFM announced once again that despite the decrease of the number of
reports, they regard boiler rooms as a significant problem which should be labelled as high priority.11
At the end of 2010, the Austrian supervisor, the Finanzmarktaufsichtsbehörde (FMA) issued a public
warning because they noticed a strong increase in foreign fake news announcements, newsletters
and analyst comments.12
And in the year 2012, the Belgium Financial Services and Markets Authority (FSMA) announced that
161 files dealing with possible violations of financial legislation, primarily pertaining to boiler room
fraud, had been opened. This was a record performance.13
Furthermore, according to research (2012 Investor Index) by the Canadian Securities Administrators,
slightly more than one-quarter of Canadians (27%) believed they had been approached by a possible
fraudulent investment scheme at some point in their lives and over half of Canadians (56%) agreed
they are just as likely to be a victim of investment fraud as anyone else.14
In 2012 the Australian ACC concluded: "Serious and Organized Investment Fraud is not an opportunistic
crime, but a calculated, sophisticated and organized criminal event that can attract experienced
investors, with many individuals being re-victimized."15
The Financial Services Authority (FSA) in the U.K., in 2013, also confirmed that experienced and
sophisticated investors often fell victim to boiler room scams. Historically, those targeted are older
people with previous experience of investments of share dealing, who typically lost £ 20,000 each to
the fraudsters. In 2013, fifty percent of the investors were over 65 years old. And the biggest individual
loss recorded by the National Fraud Intelligence Bureau (NFIB) was in 2013 and to an amount of £1,2
million.16
In March of 2015, the City of London Police, which is home to Action Fraud and the NFIB, announced
that between October of 2013 and September of 2014, more than £ 1.73 billion was reported to Action
9
10
11
12
13
14
15
16

See report Office of Fair Trading, ‘Research on impact of mass marketed scams,’ (2006), page 69 and 70.
G. den Brink en M. Wolzak: ‘AFM waarschuwt voor ‘Boiler Rooms,’ Het Financieele Dagblad 24 januari 2009 en
‘AFM krijgt fors meer tips over fraudezaken,’ ibidem 23 februari 2009.
'AFM waarschuwt tegen boilerrooms.' http://www.afm.nl/nl/nieuws/2013/feb/boilerrooms.aspx, (05-02-2013).
'FMA warnt Anleger vor boomender Anlagebetrugsform "Scalping".' 'Dubiose Infodienste pushen in betrügerischer
Absicht Kurse wertloser Aktien.' www.ad-hoc-news.de 14 Dezember 2010.
According to FSMA spokesman Jim Lannoo, in dagblad De Tijd, 13 maart 2013, pagina 27.
Daan Ballegeer: ‘Oplichting van kleine beleggers van naast de verwarmingsketel.’
Http://www.investright.org/investment_fraud_canada.aspx, (2014).
ACC, (2012): 'Serious and Organised Investment Fraud in Australia,' report, page 1.
Www.thisismoney.co.U.K./money/investing/article-1607734/Boiler-room-scams-shares-rip-offs.html, (2015).
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Fraud as lost to fraudsters by 5252 investors across the U.K. It also calculated, based on its experience
and access to millions of reports of fraud, that each City-based boiler room was making almost £1.25
million on average.17
Lastly, the FBI announced on its website in 2013 that they had shut down an internationally operating
boiler room ran by Sandy Winick. The call centers were situated in Vietnam, Thailand and Canada while
the victims affected were from 35 countries. The organization generated more than $140 million
through various brokerage and bank accounts under their control.

1.3

Expectation for the foreseeable future

Because of the low interest rates after the banking crisis, (2008-2011), it is expected that small
investors searching for higher rates will become pervious to cold calls from boiler rooms. For that
reason alone, the number of boiler room victims is expected to increase. Of further concern is the
number of repeat victims and underreporting.18 A coherent and international approach by Financial
Authorities, all over the world, will therefore be necessary.
Governments should be concerned that investment fraudsters will also find new opportunities from
regulatory reforms in the pension sector. There is a growing trend to encourage retirees and those
with savings to ensure of their own pensions. In the U.K., for example, pension industry leaders raised
concerns that such reforms might provide a new opportunity for such scams. 19 Consequently, U.K.
regulators are expecting that scam activity will intensify to a predicted £4.7 billion a year..20
This book strongly advocates enhanced public-private cooperation because government by itself,
lacking capacity for one, is not able to decimate the boiler room Hydra Monster, let alone destroy it.
(See also Chapters 7 and 9).
Malafide FOREX and Binary Options firms also use boiler rooms as a means to sell their financial
products to uninformed clients.
During the past few years, it has become more obvious that malafide organizations have become
involved in the FOREX and Binary Options trade because potential earnings globally are in the billions
and the regulatory oversight of the international trade is minimal.21 The number of complaints filed
with financial oversight agencies rises annually. No government can possibly ignore this problem any
longer and they must fight these new forms of fraud by increasing their commitment to counter these
development and through stricter regulation.22

17
18
19
20

21

22

www.actionfraud.police.U.K./operation-broadway, 18 March 2015, (2015).
Paul Barnes: ‘Stock market scams, shell companies, penny shares, boiler rooms and cold calling: The U.K.
Experience’. International Journal of Law, Crime and Justice 48 (2017) 50-64.
http://www.ft.com/cms: ‘City boiler-room fraud crackdown achieves first success,’ (2015).
David Barret, Home Affairs Correspondent: ‘Police raid iconic skyscrapers in fraud crackdown,’ 19 March 2015.
http://www.telegraph.co.U.K./news/U.K.news/crime/11482823/Police-raid-iconic-skycrapers-in-fraudcrackdown.html, (2015).
Simona Weinglass: ‘The wolves of Tel Aviv: Israel’s vast; amoral binary scam exposed’, The times of Israel; March
23, 2016. http://www.timesofisrael.com/the -wolves-of-tel-aviv-israel-vast-amoral-binary-option, (2016).
Editorial: ‘Binary Options: an Israel scam that has to be stopped’. The Times of Israel, March 28, 2016.
Times of Israel Editorial: ‘Binary options: An Israeli scam that has to be stopped’, March 28, 2016.
http//www.timesofisrael.com/binary-options-an-Israeli-scam-that-has-to-be-stopped, (2016).
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Already in 2010 the IMMFWG, which was established in 2007, and consists of law enforcement,
regulatory, and consumer protection agencies from seven countries, as well as Europol, sought to
facilitate the multinational exchange of information and intelligence, the coordination of cross-border
operations to detect, disrupt and apprehend mass-marketing fraud, and the enhancement of public
awareness and public education measures concerning international mass-marketing fraud schemes.23
As far as enforcement efforts are concerned, the specific structure and operation of boiler rooms need
to be considered so that specialized enforcement units of the police and Justice Department can be
utilized in such a manner that the knowledge and expertise required in this fight will not be lost. The
know-how of specialized enforcement units should therefore be recorded and shared. These
enforcement units should maintain contact with their foreign counterparts, thus enabling information
exchange and international cooperation.

23

IMMFWG: ‘Mass Market Fraud, a threat assessments’, page 3.
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2.0

Definitions and explanations

2.1

Boiler Room fraud

According to the U.S. SEC in a 1974 case “‘Boiler Room’ activity consists essentially of offering to
customers securities of certain issuers in large volume by means of an intensive selling campaign
through numerous salesmen by telephone or direct order, without regard to the suitability to the needs
of the customer, in such a manner to induce a hasty decision to buy the security being offered without
disclosure of the material facts about the issuer.”24
The definition ‘boiler room’25 is derived from the place (room) where trained salesmen in call centers
are at work and from where potential individual investors are contacted by phone or e-mail out of the
blue. 26 These individual investors are put under pressure into making a rushed decision and are
purposely misled so that they invest in shares, financial values and commodities at prices far above
their actual value. The frauds are well organised and convincing, with constantly evolving modus
operandi.27 The types of shares promoted tend to be those of unlisted companies at a pre-Initial Public
Offering (pre-IPO) stage, high-risk shares or shares in newly-listed companies. When sold to investors,
the shares are, at best, significantly overpriced and, at worst, worthless or untradeable.28
2.2

(Stock)broker

A broker-dealer is a financial firm that trades securities, either for their own account or on behalf of
other firms.29 If a broker-dealer firm is trading securities on behalf of a customer account, it is acting
as an agent or a broker. A broker is an individual or party (brokerage firm) that arranges transactions
between a buyer and a seller, and gets a commission when the deal is executed. A bonafide
(stock)broker must be licensed. Boiler room fraudsters present themselves on the phone and on
websites as (stock)brokers. Sometimes boiler room fraudsters use names and registration numbers of
bonafide brokers.

2.3

Cold calling

The word ‘cold’ is used because the person receiving the call is not expecting to be called or has not
specifically asked to be contacted by a sales person. A cold call is usually the start of a sales process
generally known as telemarketing. The investment opportunities presented by the boiler room
salesmen by phone through ‘cold calling’ most of the time involve promoting start-up companies or
languishing companies that suddenly appear to be of interest again because of a spectacular invention.
This may be the discovery of a new lifesaving medicine or the reactivation of a gold mine. In August of
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SEC v. R.J. Allen & Assocs. Inc., 386 F. Supp.866,874 (S.D. Fla. 1974).
The definition ‘boiler room’ is not legally defined. Each case where the term boiler room is used, a criminal and/or
illegal operation presenting themselves to the outer world as 'broker' is referred to. In The Netherlands, boiler rooms are
qualified as illegal investment firms involved in illegal securities brokerage.
A distinction must be made between boiler room fraud and other forms of organised crime by which (cyber) criminals,
through call centers of large companies, attempt to gain access to corporate information and/or bank accounts through
phishing and identity fraud techniques. That particular form of fraud is called ‘Call Center fraud’. (See par. 2.17).
'Serious and Organised Investment Fraud in Australia,' report produced by the Australian Crime Commission (ACC), page 8, and
the Australian Institute of Criminology (AIC).  Commonwealth of Australia, (2012).
Europol Review, General Report on Europol Activities (2009), page 34.
http://www.linkedin.com/company/broker-dealer-firms, (2013) and Http://en.wikipedia.org/wiki/Stockbroker, (2013).
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2011, for instance, reports in Australia suggested that the high price of gold was being used to lure
investors to invest in 'mining companies' that allegedly had high gold reserves and thus would be a
lucrative investment in light of the current market downturn. 30 Common tactics used by boiler room
salesmen include the announcement that ‘the firm will go for a stock market launch in the near future’,
also known as ‘initial public offering’ (IPO).
Cold calling is prohibited in the EU and regulated by law in other western countries. In the U.K., for
example, consumers can register on ‘The National Do Not Call List’. This list will ensure that the
consumer’s phone number is removed from telemarketing databases worldwide. Opt Out U.K. will
remove the consumers consent from these companies once registered. Thus it becomes illegal for
these companies to contact the listed consumer. If they do, they can be fined up to £50,000 by the
Information Commissioners Office, the government body that regulates Opt Out U.K..31

2.4

Market manipulation

Market manipulation occurs when someone deliberately makes false statements about circumstances
that are of crucial importance for the valuation of financial instruments or conceals information that
lawfully requires disclosure, if the false or concealed information has the potential to influence the
stock exchange or market price of certain securities. The prices of penny stocks traded by boiler room
organizations are manipulated in this manner.
“Marking-the-close” is a form of market manipulation that involves attempting to influence the closing
price of a security by executing purchase or sale orders at or near the close of normal trading hours.
Such activity can artificially inflate or depress the closing price for the security.
A “matched trade” is an order to buy or sell securities that is entered with knowledge that a matching
order on the opposite of the transaction has been or will be entered for the purpose of (1) creating a
false or misleading appearance of active trading in any publicly trades security; or (2) creating a false
or misleading appearance with respect to the market for any such security.
A “wash sale” is an order to buy or sell securities resulting in no change of beneficial ownership for
the purpose of (1) creating a false or misleading appearance of activity trading in any publicly traded
security; or (2) creating a false or misleading appearance with respect to the market for any such
security. See also § 2.10 were the Pump-and-Dump scheme is described.

2.5

Insider trading

‘Insider trading’ occurs when persons use inside information to buy or sell shares of a company,
thereby gaining an unfair economic advantage. Inside information is any information not in the public
domain which, if made public, would likely have a significant effect on the share price and give the
investor a considerable incentive to buy or sell.

30
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Mining company stock values or often measured in the amount of gold reserves, which are difficult to both estimate and
Verify. Fitzgerald D.: ‘Fools gold: Offenders rush to cash in on metal's surging price,’ The Australian, 26 August 2011.
See page 9 'Serious and Organised Investment Fraud in Australia' report produced by the Australian ACC and the
Australian AIC.  Commonwealth of Australia, 2012.
http://www.optoutU.K..com/blog/national-do-not-call-list-U.K./, (2013).
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For example, when a stock corporation has just secured a substantial and lucrative order and the
employee buys shares in the company because he knows prices will rise as soon as news of the major
order is made public, it is considered insider trading. Boiler room organizations almost always inform
potential investors by phone that they are in possession of some kind of insider trading information
which will lead to share prices that will dramatically increase (strong rising )in the near future, such as
an IPO. In connection with insider trading the term ‘front running’ is used. Strictly speaking, however,
front running is the illegal practice of a stockbroker executing orders on a security for its own account
using advanced knowledge of pending orders from its customers.32

2.6

Scalping

“Scalping” is a fraudulent practice of promoting third parties to purchase a security without disclosing
that the promoter had some financial interest in that security, such as receiving compensation from
the issuer for promoting the security, or owning that security and then selling it contemporaneous
with the promotional activity to profit from the market activity that follows the promotion.
‘Scalping’, is more commonly known as front running, it’s the practice of purchasing a security for one's
own account shortly before recommending that security for long-term investment, and then
immediately selling the security at a profit upon the rise in the market price following there
recommendation. Scalping is illegal.33

2.7

Churning

A broker typically earns a portion of the commissions or other fees on each purchase or sale of
securities that the brokerage firm makes for an investor. When a broker engages in excessive buying
and selling (i.e., trading) of securities in a customer’s account without considering the customer’s
investment goals and primarily to generate commissions that benefit the broker, the broker may be
engaged in an illegal practice known as ‘churning’.34
For example in January 2017 the SEC charged two New York based brokers with fraudulently using an
in-and-out trading strategy that was unsuitable for customers in order to generate hefty commissions
for themselves. Their strategy, which generally involved selling the securities within a week or two of
purchase and charging customers a commission for each transaction, allegedly resulted in substantial
losses for 27 customers.35

2.8

Microcap stock

The concept of ‘Microcap stock’ refers to companies with little (micro) capital. Microcap stocks are
inexpensive and are usually traded in small portions. Many microcap stocks are penny stocks, which
the SEC defines as a security that trades at less than $5 per share, is not listed on a national exchange,
and fails to meet other specific criteria. The Microcap stock trade is often illiquid with minimal
historical trading activity and takes place at the ‘over-the-counter market’ (‘OTC’) and is registered

32
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Http://en.wikipedia.org/wiki/Front_running, (2014).
Https://en.wikipedia.org/wiki/Scalping_(trading), (2015).
SEC: ‘Investor Alert: Excessive Trading at Investors’ Expense’. January 7, 2017.
https://www.sec.gov/oiea/investor-alerts-bulletins/ia_excessivetrading.html, (2017).
https://www.sec.gov/news/pressrelease/2017-2.html, (2017).
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on the ‘OTC Bulletin Board’, (OTCBB)36 or OTC Pink markets.37 The principal inter-dealer quotation
system is NASDQ in which brokers and securities firms provide competing bids to buy and sell Nasdaq
listed stock. The result is an orderly market, which is regulated by FINRA. NASDAQ is separate from
and should not be confused with the U.S. OTC market and the OTCBB quotation system. Although
FINRA regulates both the NASDAQ and OTCBB, the latter are not listed on NASDAQ or any of the U.S.
national exchanges. On occasions, the OTCBB is referred to the NASDQ Bulletin Board but this is
misleading. The OTCBB stockshares are traded by a group of market makers that enter quotes and
trade reports through a closed computer network run by OTC Market Group Inc.
(www.Otcmarkets.com), a private company, which provides electronic quotations, trading,
messaging, and information platforms for about 10,000 stocks.38
In general, mainly shares from small and medium companies are noted and the rates of OTC shares
are volatile to very volatile, and hence risky. To be eligible for OTCBB quotation, companies must,
among other things, register the class of securities with the SEC and file limited periodic financial data
to the SEC. Companies with a stock exchange listing on the OTC Bulletin Board do not have the same
obligations as the ones on other stock exchanges like NASDAQ, such as the requirement to draw up
periodic financial reports and mandatory audits.
According to Nick Savona, a security fraud investigator in Washington, D.C, plays this lack of
transparency perfectly into the fraudsters’ hands.39 In the absence of audited financial statements and
disclosure, investors might be forced to rely on limited publicly available information. Boiler room
organizations and pump-and-dump perpetrators specifically aim at selling cheap exchange noted
shares (pennystocks) being traded on the OTCBB.40
Frankfurt is widely known for its reputable stock exchange. Boiler room fraudsters therefore often tell
investors that a company they push is ‘quoted in Frankfurt’ or ‘about to be listed in Frankfurt’. While
touching on the good reputation of the Frankfurter stock exchange, they really refer to the Frankfurt
Open Market, also known as the regulated unofficial market. The Open Market's listing requirements
are lightly regulated. There are, for example, no asset requirements so firms can list with little or
nothing on their balance sheets. There are no revenue requirements and there is no need to publish
audited reports or even state how many shares have been issued.41 Boiler rooms often falsely claim in
their contact information that they are located in Frankfurt in an attempt to heighten the perceived
reliability of their deplorable establishment.
Paul Barnes reports that boiler room shares have also been listed in the U.K. on the Alternative
Investment Market (AIM), OFEX and PLUS. Elsewhere in Europe, boiler room shares have been listed
on Xetra and the Frankfurt and Berlin exchanges.
36
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www.otcbb.com: “The OTCBB is an electronic quotation system that displays real-time quotes, last-sale prices, and volume
information for many OTC securities that are not listed on the Nasdaq Stock Market or a national securities exchange. Brokers
who subscribe to the system can use the OTCBB to look up prices or enter quotes for OTC securities. Although the Nasdaq
oversees the OTCBB, the OTCBB is not part of the Nasdaq Stock Market.” (2013).
Pink refers to the original sheets which began in 1904 reported market data on pink coloured paper. The service was run
by the National Quotation Bureau. It changed in name in 2000 to Pink Sheets LLC and to OTC Markets in 2010
www.otcmarkets.com, (2015).
Paul Barnes: ‘Stock market scams, shell companies, penny shares, boiler rooms and cold calling: U.K. Experience’, International
Journal of Law, Crime and Justice 48 (2017), p. 55.
Nick Savona: ‘Tearing the veil on the classic ‘pump and dump’.’ Fraud Magazine, January/February 2015.
http://www.sec.gov/answers/pink.htm, (2013).
Tony Levene: 'Boiler Room shares scams con U.K. investors out of £ 200 m. a year.'’ The Guardian, 24 June 2011.
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In 2011, the British FSA issued warnings about several boiler rooms who stated that they were selling
shares of companies that were about to list in Frankfurt.42 One of the promoted firms was Nazca Mining
with a part interest in two Peruvian mines.43
And in March of 2013, the Belgian Financial Services and Markets Authority (FSMA) warned the public
against the activities of Wagner Berne (represented by Matthew Goodman), a firm which claimed to
be offering investment services. This firm was not licensed in Belgium and was therefore not
authorized to provide investment services in or from Belgium. Wagner Berne claimed to be based in
Germany, at Untermainanlage 3, 60329, Frankfurt-am-Main. It is possible that Wagner Berne and
Matthew Goodman were also associated with Central and Eastern European Markets Asset
Management, a firm about which the FSMA issued a warning on 25 September, 2012.44

2.9

Penny stocks

The term ‘penny stock’ or ‘penny share’ generally refers to low-prices, highly speculative stocks
generally sold on an OTC market and generally not listed on an exchange. According to Paul Barnes,
there is no official definition of penny stocks in the U.K. and different observers may use different
criteria. Most stockbrokers experts suggest an upper limit for the market prices to be anything from
50pence to £3.45 In the United States, the U.S. SEC defines a ‘penny stock’ as a security that trades
below $5-per-share.46 Penny stocks are traded on the OTC-market.
For many years, academic papers have identified stocks of smaller companies as being riskier
investments than those of larger ones. A synthesis of recent academic literature reveals troubling
properties of OTC stocks. Academic studies find that OTC stocks tend to be highly illiquid; generate
negative and volatile investment returns on average; and rarely grow into a large company or
transition to listing on a stock exchange. Moreover, these properties tend to worsen when the OTC
company has fewer disclosure related eligibility requirements. Investor returns are significantly
negative and decline for OTC stocks that are promoted and companies have weaker disclosure related
eligibility requirements that are self-established by OTC Markets.47 Overall, academic literature states
that OTC stocks are frequent targets of alleged market manipulation. These studies reveal that
fraudulent schemes, such as spam emails, lead to near term increases in stock prices, liquidity, and
volatility during the manipulation period, followed by reversals once the scheme ends.48
Boiler room organizations operating outside of the United States usually work with American based
penny stock companies through the sale of Regulation S stock. This particular commodity is among
those which are exempt from SEC registration under the securities laws because it is only offered to
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http://www.fsa.gov.U.K./doing/regulated/law/alerts/unauthorised-firms.
The Pinnacle Group (www.pinnaclefgroup.com), (2014).
Press release: 'Nazca Mining Ltd. : ‘Nazca expects to have the listing requirements with the Frankfurt.'
http://www.reuters.com/article/2011/03/17/idUS31816+17-Mar-2011+GNW20110317. The website
www.nazcamining.com was in January 2013 again in the air, and is now promoting other companies, (2014).
http://www.fsma.be/en/Consumers/press/Article/press/warnfsma/2013/2013-02-04_wagnerberne.aspx, (2013).
Paul Barnes: ‘Stock market scams, shell companies, penny shares, boiler rooms and cold calling: U.K. Experience’, International
Journal of Law, Crime and Justice 48 (2017), p. 55.
https://en.wikipedia.org/wiki/Penny_stock, (2016).
Joshua T. White: ‘Outcomes of Investing in OTC Stocks’, pages 10 until 12.
https://www.sec.gov/dera/staff-papers/white-papers/16dec16_white_outcomes-of-investing-in-otc-stock.html, (2016).
Joshua T. White: ‘Outcomes of Investing in OTC Stocks’, pages 12.

31

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

investors outside of the United States.
Reg. S. companies do not have to register with the SEC, if they sell stock outside the U.S. to foreign offshore investors. Reg S stocks are shares in U.S. companies which, because they have recently been
issued, cannot be held by U.S. citizens until a period has elapsed (one or two years) at which point they
need their restrictive transfer legend to be removed by a registered transfer agent before they can
trade. Until that time, if they have a price, this will have been artificially created as there is no proper
market in the stock. In the case of fraudulent S stocks with no assets and no real business prospects;
as soon as they can be openly traded, their price will collapse as the stocks are mostly worthless.49

2.10

Pump-and-Dump scheme

Manipulating the market illegally through artificially inflating the price of certain penny stocks shares
is called a ‘pump-and-dump scheme’ or ‘stock trading scam’. There are various ways in which this may
be done. A promoter buys a long dormant company with tradable shares or creates a new one and
issues stock. The promoter controls most of the shares outstanding but keeps his name out of official
filings, appointing a token director instead. Then he starts trading shares back and forth at gradually
increasing prices with collaborators, using spam promotions sent by e-mail, or through social networks.
It looks like such an offering of penny stocks, promoted through fax, mass mailing and newsletters
giving free tips on how to invest in small illiquid but promising (pink sheet) shares, is genuine, while in
reality it is a scam. Once the fraudsters have sufficiently inflated the targeted stocks, those involved in
the scheme liquidate the shares at a profit, causing millions of dollars in losses to unsuspecting
investors.50 More about pump and dump schemes in chapter 10 of this book.

2.11

Making abuse of legitimate penny stock companies

Boiler room fraudsters purporting to be brokers and the owners of penny stock companies may
effectively be the same individuals, i.e. they run a boiler room, set up and owned the shell companies
the shares of which they sell. 51
In his paper Paul Barnes emphasized that instead of setting up a fake company, the boiler room
fraudsters may decide to buy a defunct or penny stock company from its previous owners at a nominal
price. If its shares are already listed on an exchange, this would enable the fraudsters to effectively
acquire a share listing cheaply and bypass a lengthy and complex process.
Legitimate ignorant penny stock companies that were finding it difficult to raise equity and were
contacted by a firm of brokers out of the blue, advising them that they were willing to try and sell the
shares of this companies for a fee, were not realising that they were dealing with a boiler room
organization, and not realising that they were part of pump-and-dump scheme, also became victims
of the boiler room organization.

49
50
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One can read more about Reg S stock jn the paper written by Paul Barnes: ‘Stock Market Scams, shell companies, penny
shares, boiler rooms and cold calling: U.K.. International’, Journal of Law, Crime and Justice 48 (2017), p. 56.
For an in-depth examination into the workings of a ‘pump-and-dump-scheme’, read Nick Savona: ‘Tearing the veil on the classic
‘pump and dump.’ Fraud Magazine, January/February 2015.
Paul Barnes: ‘Stock market scams, shell companies, penny shares, boiler rooms and cold calling: U.K. Experience’, International
Journal of Law, Crime and Justice 48 (2017), p. 51.
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2.12

Ghost funds: Selling shares of non-existing companies

Next to the sales of penny stocks, there is also the likelihood that boiler rooms sell shares of nonexisting companies, also known as ‘ghost firms’. The trading in non-existing shares of investment funds
or individual companies is called ‘ghost fund trading’.
One example, among many, is that of a Belgian TV-announcer who, in 2010, became a victim of
scammers who acted as if they were representatives of the Japanese firm of Marshall Brown, a
company that eventually turned out to be a ghost firm.52 There is also the possibility of being offered
shares from an existing company while these shares have actually not been issued by the company
itself. Instead, the investor gets fake or fictional shares.
For example, in April 2015, members of the British public were being urged not to respond to cold calls
or allurements from so-called financial advisors claiming to sell Ferrari ‘IP0’ shares as these shares did
not yet exist. Since Fiat Chrysler, the firm which owned Ferrari, planned an IPO not earlier than the
fourth quarter of 2015.53

2.13

Boiler room second phase / recovery rooms

The so-called Second Phase can occur in situations in which the duped investor actually has received
certificates of shares, or the shares themselves, but it appears that they are worthless, or there is a
restriction in trading these certificates or shares during a certain period of time, or there is a limitation
in the form of a government tax or legal fees to be paid.
According to the IMMFWG many mass-marketing fraud schemes target these victims for
revictimization, either through further requests for funds in the same scheme or through later
solicitations in which the fraudsters falsely claim that they are affiliated with law enforcement or the
legal system and claim to help victims obtain the funds they previously lost.54
In a lot of these cases, the investors are approached again by the same or a different boiler room
organization, which may have purchased their contact details from the original boiler room. The
salesmen calling are then offering to buy the ‘worthless’ shares back, citing a variety of reasons, but
the investors always have to pay a sum of money upfront which essentially turns this into an advance
fee fraud. Sometimes they call it a restriction fee depending on the size of the original investment. This
fee or premium is needed, they are told, to get the shares freed up for sale. As soon as this payment
has been made by the victim, the contact person almost always disappears. This form of scam is called
a phase two scam or recovery scam in the Anglo Saxon Literature. The boiler room second phase is also
called a ‘recovery room’.55
A number of recovery rooms fraudsters is also offering assistance to those defrauded by boiler rooms.
For an upfront fee, they promise to review the case in order to obtain reimbursement from a court or
other legal authority.56 According to Paul Barnes these fraudulent recovery agents require victims to
52
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Marc Klifman: 'Ex-omroeper verliest fortuin aan oplichters.' Het Nieuwsblad, 11 mei 2012.
www.nieuwsblad.be/article/printarticle.aspx?articleid613PV7Q5, (2013).
Katie Morley: ‘The Ferrari shares being flogged by sham advisor, exposed by Telegraph,‘ The Telegraph, 24 April 2015.
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 6 and 7.
Roest (2009): 'Beleggen in gebakken lucht' (Investing in hot air), book, page 217 and 218 and Berry (2011), dissertation,
page 17 and 18. Report ‘Serious and Organised Investment Fraud’, (2012), page 11.
http://www.thisismoney.co.U.K./money/investing/article-1607734/Boiler-room-scams-shares-rip-offs.html, (2013).
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submit personal identity and confidential information online on ‘ claim forms’ for which they request
a fee.57
A British investigation published in 2006 showed that 13% of the victims had been duped for the
second time and that over 26% of victims were contacted again more than four times by this particular
type of scam or by other boiler room organizations.58

2.14

The Sucker list

If an organized criminal enterprise is making a new upstart under a different name, anxious investors
still reeling from the first scam, are contacted again, usually by phone, likely because their names are
included on fraudsters lists of individuals susceptible to deceptive solicitations.59 These lists are also
known as ‘sucker lists’. A sucker list contains the names and addresses of victims of earlier frauds.
These lists are being traded and swapped in criminal environments.60
In March 2010 there was an announcement made by the British FSA with regards to this practise. The
City of London police managed to get hold of two share fraud master lists. One list contained the names
and addresses of 1,000 British inhabitants and the other list contained not less than 6,500 names and
addresses of potential British victims.61
And in November of 2014, a spokesperson of the Dutch AFM announced during the Tros Opgelicht
television program, a television program to warn people for swindlers, that a sucker list containing 750
names had been confiscated as the result of a judicial investigation into an Eindhoven based boiler
room.62

2.15

Forex (FX) trade

The foreign exchange market or currency market is a global decentralized market for trading
currencies. This includes all aspects of buying, selling and exchanging currencies at current or
determined prices. In terms of volume of trading, it is by far the largest market in the world.63 FOREX
is a contraction of Foreign Exchange. The term generally refers to the over-the-counter (OTC) market
on which currencies are traded at constantly varying exchange rates. This market is unique due to its
trading volumes, extreme liquidity, geographical dispersion, long trading hours and a variety of factors
affecting exchange rates.64 Investing in forex products nowadays entails becoming financially involved
with the digital trade in currencies, either foreign or through any other monetary medium of exchange,
like the euro against the dollar. The Forex transactions proposed by internet, mail or phone to investors
are ones that allow investors to speculate on the differences in currency exchange rates. They are
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Paul Barnes: ‘Stock Market scams, shell companies, penny shares; boiler rooms and cold calling: The U.K.
Experience’. International Journal of Law, Crime and Justice 48 (2017) p. 53.
'Typical Boiler Room loses £ 20.000 warns FSA', press notice FSA/PN/053/2006. This press release points at the OTF
report 'The psychology of scams', (2006).
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 7.
Roest: Book, page 204 until page 210.
Second Scam sucker list is seized. Http://bbc.co.U.K./hi/business/8568252.stm, (2010).
http://www.opgelicht.nl/dossiers/detail/2696/8/, (2014) and
http://www.afm.nl/nl-nl/professionals/nieuws/2014/nov/bellijst-oplichters, (2014).
https://en.wikipedia.org/wiki/Foreign_exchange_market, (2016).
http://www.nasdaq.com/investing/forex/#ixzz2OT51Gp9u, (2013).
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presented as transactions carried out on the FOREX and are not intended to actually obtain the
currencies traded in the transaction in question.
Internet FOREX proposals may, for instance,
a) offer access to an online platform on which transactions in currency derivatives can be carried out;
b) make it possible to purchase software that automatically generates transactions in such derivatives;
c) consist of offers to purchase currency derivatives. The currency derivatives that are thus proposed
may be given different names: CFD (contract for difference), FX forward, rolling spot contracts, FX
binary options, FX margin trading, etc.
Forex-scam organizations apply sales tactics similar to those used in boiler rooms in order to promote
their products. Because of this, it makes sense to discuss Forex here as well.
In the U.S.A., the Commodity Futures Trading Commission (CFTC) is supervising this market and aims
to protect market users and the public from fraud, manipulation, abusive practices and systemic risk
related to derivatives that are subject to the Commodity Exchange Act. It can investigate and settle
administrative charges in Forex related scams. Oversight agencies in other countries who supervise
trading are afforded similar mandates.

2.16

Binary Option Trade

The U.S. SEC defines the trade in binary options as follows:
“Binary options are securities in the form of options contracts whose pay-out depends on whether the
underlying asset - for instance a company's stock - increases or decreases in value. In such an all-or
nothing pay-out structure, investors betting on a stock price increase face two possible outcomes when
the contract expires: they either receive a pre-determined amount of money if the value of the asset
increased over the fixed period, or no money at all if it decreased.”65
The regular two main types of binary options are the ‘cash-or-nothing binary option’ and the ‘asset-ornothing binary option’. The cash-or-nothing binary option pays some fixed amount of cash if the option
expires in-the-money while the asset-or-nothing pays the value of the underlying security. They are
also called all-or-nothing options, digital options (more common in forex/interest rate markets), and
fixed return options (FROs) (on the American Stock Exchange).66
Binary Options are a high risk investment product in commodities and financial derivates with a low
initial investment requirement. They are offered on-line through a variety of platforms.

2.17

Call Center Fraud

As mentioned earlier, a distinction must be made between boiler room fraud and other forms of
organised crime by which (cyber)criminals, through call centers of large companies, attempt to gain
access to corporate information and/or clients' bank accounts through phishing and identity fraud

65
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http://www.sec.gov/News/PressRelease/Detail/PressRelease/1365171575220, (2016).
https://en.wikipedia.org/wiki/Binary_option, (2016).
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techniques. Research in the last few years has proven that call center fraud has grown at an alarming
rate. Attackers target call center to gain access to funds, as well as gathering, testing and augmenting
personal data to use in future fraud attacks or to sell on the black market. Researchers believe the rise
in the number of attacks can be traced to a migration of fraudsters to the phone channel, which is the
weakest link into a bigger organization.67
There are several firms active on this call centers fraud market with antifraud solutions, such as
computer technology that can identify suspicious callers on the first call, using a multi-factor analysis
engine and adaptive machine-learning technology. The focus of this book is boiler room fraud,
therefore the call center fraud subject will not be explored any further.

67

https://www.pindrop.com/phone-fraud-report/, (2016).
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3.0

CHARACTERISTICS AND WORKING OF A WELL ORGANISED BOILER
ROOM SCAM

3.1

Introduction

The heart of a fraudulent direct marketing operation, the call center, better known as “the boiler
room”, is mostly a rented place with desks, telephones, and telemarketing salesmen whose aim it is to
target specific people in order to persuade them to purchase cheaply priced stock. A common highpressure sales technique employed by the fraudulent broker on the phone is to create a sense of
urgency regarding to a particular stock. This is done by telling the investor it will explode any day and
they need to move quickly.68 In other words, the potential buyer is led to believe that the shares are
about to rise significantly in value and that this is a unique opportunity requiring a quick decision. Many
victims later stated that after a preliminary trial purchase, subsequent and repeated telephone
solicitations could be described as persistent and aggressive. 69
For example in the SEC Complaint against among others defendant Elite Stock Research, a boiler room,
was mentioned that Elite Stock Research called a victim 29 times between March and April 2014,
including three times on April 14, 2014, the date on which this particular victim purchased 12,500
shares of Ces Energies, Inc. trading under the ticker symbol “CESX”.70
Former U.S. boiler room operators moved their telephone sale operations from outside the U.S. and
Canada to Hong Kong, the Bahamas, Thailand, Panama, Costa Rica, (former Eastern)Europe and South
Africa. The locations of these boiler rooms are carefully chosen because these countries do or did not
have any extradition arrangements with, for example, the U.S. These countries also hold or held
different views regarding acceptable telemarketing activities. As an example of this, one can keep in
mind cold calling rules, or rules about insider trading. These countries also often lack specific
regulations with respect to stock trade, finance and telemarketing/telecom.
On January 4, 2017 an article was published in The New York Times with the headline: ‘Fraud Culture
Rises in India, Aiming at U.S.’ And a F.B.I agent who serves as an assistant legal attaché at the embassy
in New Delhi emphasized in this article that though India had no reputation as a large-scale exporter
of fraud in the past, it is now seen as a major center for fraud. Several trends have converged to make
this happen: a demographic bulge of computer-savvy, young, English-speaking job seekers; a vast-callcenter culture; super-efficient technology; and what can only be described as ingenuity.71

3.2

Organization of boiler rooms

According to IMMFWG the nature and degree of organized crime groups involved in mass-marketing
fraud vary substantially. Some groups exercise control over all aspects of a fraud operation and other
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This is Money: ‘Boiler Room scams and shares rip-offs-how to avoid fraudsters and what to do if you find yourself a victim.’ 5
February 2013.
http://www.thisismoney/co.U.K./money/investing/article-1607734/Boiler-room-scams-shares-rip-offs.html, (2015).
‘Avoiding Boiler Rooms in Stock Swindles and Boiler Room Investment schemes.’
http://w.w.w.crimes-of-persuasion.com. http/telemarketing/outbound/mayor/Investments/boiler_room.htm, (2012).
SEC Complaint Jury Trial Demanded. Case No. 1:17-CV-04133, page 29.
https://www.sec.gov/litigation/complaints/2017/comp23878.pdf, (2017).
See also Ellen Barry: ‘India’s Call-Center Talents Put to a Criminal Use: Swindling Americans.’ January 3, 2017.
http://www..nytimes.com/2017/01/03/world/asia/india-call-centers-fraud-americans.html?emc=eta1&_r=0, (2017).
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groups outsource or provide specialized support services.72 Mass-marketing fraud boiler rooms tend
to be highly-structured and high-pressure business operations in which small armies of managers and
employees, armed with telephones or computers, rapidly pitch deceptive or misleading offers for
merchandise and services to consumers worldwide. Law enforcement intelligence indicated in 2010
that many boiler rooms are led by recidivist offenders who possess long-term and substantial
knowledge and experience establishing and overseeing complex boiler room operations developing
and approving misleading sales pitches, and directing the movement of illicit proceeds among bank
accounts.73
For example in a recent U.S. SEC case, the allegedly fraudster, Anthony V., who controlled the boiler
room operating under the name ‘Elite Stock Research Inc.’ had worked for a number of brokerdealers since 1988 to 1994 as a registered representative. In 1995 V. was consented to an order
barring him from association with a broker dealer, investment adviser, municipal securities dealer or
investment company and barring him from participating in a penny stock offering. And in 2013 V. was
sanctioned for violations of the antifraud and registration requirements of the State of Connecticut.
V. has controlled the Elite Stock Research boiler room since approximately January 2014 until at least
2015. At all times relevant to the SEC Complaint, neither the firm Elite Stock, nor V. were registered
with the Commission in any capacity. The boiler room employed during this time numerous
individuals and used 19 different telephone lines. The firm received more than $ 1million in illegal
trading profits. 74
It is a fact, most boiler room organizations are better organized than others. In The Netherlands for
example, boiler rooms that were located on Dutch soil and were targeting Dutch inhabitants, were
easily detected and dismantled. This was possible because the fraudsters, victims, bank accountants
and enforcement authorities were all located within the confines of one country. There was no need
for much international coordination or external legal assistance.
According to the U.S. SEC high pressure sales tactics and deceitful sales techniques to pressure victims
into purchasing penny stocks were common in a recent U.S. case. During calls by salesmen, victims
were allegedly also harassed and threatened. When one victim complained about his losses, a sales
representative allegedly said: “I am tired of hearing from you. Do you have any rope at home? If so tie
a knot and hang yourself or get a gun and blow your head off. 75 Complaints about this kind of
unprofessional conduct by stressed salesmen triggers authorities to investigate. In this case the SEC
investigators learned of the alleged scheme from investors complaints and used technological tools
and innovative investigation approaches to build - within a matter of months from receiving the
complaints - evidence against the defendants linked to the boiler rooms operating under the names
‘Power Traders Press’ and ‘Elite Stock Research’.
United States intelligence has identified the existence of less structured boiler rooms sometimes called
‘rip-and tear rooms’, which may arise when traditional boiler rooms close down or when experienced
telemarketers and call-center employees decide to become independent operators. U.S. rip-and-tear
rooms tend to be highly mobile, operating from vehicles and hotel rooms, communicating with victims
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IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 13.
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 14.
https://www.sec.gov/litigation/complaints/2017/comp-pr2017-124.pdf, page 22 and 23.
Press release: :”SEC announces charges in massive telemarketing boiler room scheme targeting seniors”, July 12, 2017.
https//sec.gov/news/press-release/2017-124, (2017).
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via cellular telephone and wireless Internet Services and collecting victim funds from wire transfer
outlets.76
An efficient and well-structured boiler room organization will make use of a so-called 'cell-structure',
which consists of several separate entities that are spread across several countries and whose activities
are shrouded from each other. Those who are working within the cells usually perform specific tasks.
This ensures secrecy and in any case, geographical distribution is an effective deterrent to law
enforcement agencies that are faced with the difficulty of having to operate within various jurisdictions
or across internally existing police boundaries.
And as a rule, boiler room front office and back office activities are always kept separate. From several
investigations, it appeared that operational boiler rooms regularly changed location in order to avoid
detection.77
As stated on the website of www.crimes-of-persuasion.com, many telemarketing firms utilize a
monitoring process which randomly records sales conversations of its call center employees and the
workers are made aware of this. This provides an internal means to ensure professionalism of the
employees and also to control their behaviour.78
The primary job of boiler room call center employees is telemarketing and beyond that, they do not
appear to possess any important or vital information. Most of the time these front office workers are
only able to state that they were hired to perform the introductory phase of investment proceedings.
With reference to Paul Barnes the call center salesmen who make the calls and target U.S. or European
investors are typically male, English speaking, not highly educated but confident with good verbal skills
with a background in telesales or with at least sales experience. Police say recruitment is stepped upon
university campuses in England. Applicants are offered high earnings potential and training is provided.
Usually they are new to the business, but aim to get rich quickly and to be able to demonstrate their
wealth. The turnover of staff is high. Recruitment is also done through the internet; adverts and
recruitment fairs. Boiler rooms operating in Asia and Spain normally recruit from backpackers passing
through.79
Boiler room call center employees appear to have limited training, work from scripts and are initially
only marginally informed about the exact mechanism being used to capture very high and guaranteed
yields. They are also expected to achieve certain goals.
As a result, they have little or no time to research any of the companies of which they sell shares. They
are discouraged from doing research about the firms whose stock is promoted and are told to rely on
the firm’s research and representations. The boiler room brokerage expects a high volume of calls and
sales.
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IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 16.
Cinco Dias: ‘Desmantelado un chiringuito financiero’ and ‘Madrid que estafó 8 millones. Más de 1.000 personas
afectadas’, October 5, 2014. http://cincodias.com/cincodias/2014/10/05/mercados/1412521154_633145.html, (2015).
‘Avoiding Boiler Rooms in Stock Swindles and Boiler Room Investment schemes.’
http://w.w.w.crimes-of-persuasion.com. http/telemarketing/outbound/mayor/Investments/boiler_room.htm, (2015).
Paul Barnes: ‘Stock Market scams, shell companies, penny shares; boiler rooms and cold calling: The U.K. Experience’.
International Journal of Law, Crime and Justice 48 (2017) p. 52 and 53.
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In the past, the calls were previously qualified by an no registered cold caller. Nowadays, the
stockbrokers work with leads bought from firms specialised in telemarketing. Boiler room
organizations also make use of sucker lists. The training of new traders, i.e. call center employees, is
done through the use of a script containing several standard texts in which an answer is provided for
every anticipated question posed during a conversation with a potential investor. These texts are called
‘pitches’. The call center employees are instructed to strictly adhere to the script and are not allowed
to provide any information other than what it contains. They must wholly rely on the information that
the organization provides to them.
In the criminal case of Witter Walwyn, Overseas, Ltd., the verdict of the Amsterdam Court of Law
mentions that personal initiative and individual input by telephone salespersons was contrary to the
company policy of the brokerage firm. Strict adherence to the script was to be maintained.80
In 2008, a boiler room script ended up in the hands of investigators with the FSA in the United Kingdom.
A British couple had responded to an advertisement for a telesales job in Barcelona. Upon arrival, they
learned that they were expected to sell shares by using a scripted sales pitch. When, after training
sessions, they found out that they were to defraud potential investors, they decided to return to Great
Britain and took the script with them.81
The sales pitch starts by extracting as much information as possible from a 'mark' (target) and staffers
are urged to 'take control of the call'. At this point, patter about 'undiscovered and undervalued assets'
begins. Tony Hetherington, Financial Mail's consumer champion referring to the script, said it gives a
unique insight into how the crooks work. They have an answer for every objection made.82 Another
example of such a script, on account of a transcript of a telephone conversation, can be found on the
New York State Attorney General’s website.83
The Dutch book ‘Beleggen in Gebakken Lucht (investing in hot air)’ 84 further details the distribution of
tasks within an active boiler room.
The job related responsibilities within an boiler room organization can be distinguished as follows:
1.

The ‘qualifier’ or ‘opener’. The qualifier leads the initial conversation designed to attract new
clients.

2.

The ‘verifier’ contacts these new clients, brought in by the qualifier, and attempts to enhance
their interest in the organization.

3.

When clients cannot be persuaded to invest funds immediately, they are approached by a
‘driver’ whose job it is to exert psychological pressure on the potential victim. When
established ‘investors’ call the organization in a relative state of panic, they are connected with
a ‘cooler’.
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ECLI:NL:GHAMS:2016:5173 Amsterdam Court of Law, date of verdict 21-10-2016, date of publication 25-01-2017, (2017).
Simon Fluendy: ‘Script secrets of the Boiler Room’, 14 September 2008.
http://www.thisismoney.co.U.K./money/news/article-1641748/Script-secrets-of-the-boiler-room.html, (2014).
Simon Fluendy: ‘Script secrets of the Boiler Room’, 14 September 2008.
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4.

The ‘cooler’ is an experienced trader whose job it is to put the investor at ease. If this does not
work, the customer will be redirected to a loader

5.

This ‘loader’ is experienced as well and provides the worried investor with a seemingly valid
explanation as to why the share price is dropping and reassures the client with certainty of the
inevitable rise in value. The loader then advises the investor to purchase even more shares
while the price is low.

6.

The final job category of boiler room associates is referred to as ‘sloppers’. They enter the
scene after the organization overhauls itself and restarts under a different name. A slopper
calls the distressed investor using another name and says he has heard of the financial
downturn and that he will give the investor a chance to earn back the lost money. When the
duped investor acts on the slopper’s advice, he is swindled again. This phase of scam is called
'boiler room scam second phase'. Also called ‘recovery scam’

Back office activities are usually performed elsewhere, sometimes even in a different country. This
assures that those who are responsible and in charge remain in the background.
A well organised boiler room organization is best described as a line-organization. The (top)fraudsters
pulling the strings usually have several boiler rooms/call centers operating simultaneously.
In March of 2001, for example, the Philippine SEC raided a boiler room in a corporate business center
in Makati after a formal complaint was filed by a Saudi national. According to the Philippine SEC, the
raid established interlocking relationships of boiler rooms linked to top fraudster Amador Apungan
Pastrana.
Several documents on illegal stock brokering operations involving 21 firms were found in one office.85
In 2002 Pastrana was still not behind bars although he was suspected of running at least 150 boiler
rooms in nine countries and his name was on the watch lists of the SEC’s in Philippines, Hong Kong,
Singapore, Australia, New Zealand, South Africa, Canada, USA and several European countries.86
Reliable recent information about Pastrana is not currently available.87
In 2010, the City of London police arrested 12 persons who were behind the operation of a boiler room
run by George Abrue. This particular boiler room was located on the island of Majorca (Spain) and was
targeting British citizens. Evidence was found showing that there were at least 4 interacting and
cooperating boiler room teams.88
In January 4, 2017 an article was published in The New York Times. Its headline ran: ‘Fraud Culture
Rises in India, Aiming at U.S.’ In this article a senior police inspector at the crime branch in Thane (India)
described that at a raid on a call center located in a seven-story high building all 700 people who
worked inside were detained and interrogated. The next day 630 call-center workers were released
85
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Sheila Samonte-Pesayco: ‘Laws, raids fail to thwart Boiler Room activities,’ Philippine Center for Investigative
Journalism, update April 17, 2002. http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activities. (2013).
Dino Cresini: ‘Young Filipino is king of Boiler Room scam.’ Philippine Tribune ;
http://philippinesentinel.org/?p-105, September 1e 2008, (2013).
Sheila Samonte-Pesayco, PCIJ Report: ‘Filipino is king of Boiler Rooms’, Philippine Star, 04/15/2002.
Additional and more detailed information regarding Pastrana can be found at:
http://www.crimes-of-persuasion.com/players/pastrana_amador.htm, (2014).
‘Tynside conmen jailed after £ 13m cold-call scam’.
http://www.chroniclelive.co.U.K./news/north-east-news/tyneside-conmen-jailed-after-13m-1400752, (2013).
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and 70 highest ranking employees were arrested. A few later days later it became clear to the police
that the raided call center was only a branch of a much larger network. The police believed that the
nerve center of the syndicate was located in Ahmedabad, Gujarat. The Indian Justice Department had
come to the same conclusion: it had released an indictment tracing 1.8 million calls targeting American
residents to five call centers in Ahmedabad that had used various schemes to defraud more than
15,000 people out of hundreds of millions of dollars. However, by the time the police arrived at the
Ahmedabad location, the thousand-seat call center was empty.89
Unfortunately, dismantling a single boiler room and arresting its call center employees causes very
little damage to the complex international criminal organizations behind these operations.
It is not uncommon for co-located broker and boiler room activities to take place under different
names and with shared personnel because the office space that has been rented and the call center
furniture and servers which were or could be leased, were already in place.90
Occasionally, a well organised top fraudster operating behind the scenes contracts with an operational
boiler room abroad to carry out the sales. This occurred in the case of the Nicholas-Louis-Geranio affair
where a complete Spanish malafide call center was hired to contact potential investors.91
And in a more recent U.S. SEC Complaint the (top)fraudsters were described by the SEC as
‘orchestrator defendants’ who hired two U.S. boiler rooms to fraudulently promote, or ‘pump’ the
securities. The two boiler rooms were paid in cash and often in large blocks of the securities that the
boiler rooms were hired to promote. The boiler rooms were operating under the names ‘Power Traders
Pres.com Inc.’ and ‘Elite Stock Research Inc.’92.

3.3

Utilizing loopholes in registration, or incorrect registration, under the national
securities laws

Investing through non-authorised companies implies a high risk of suffering capital losses since such
entities operate apart from the controls carried out by supervisory authorities. In order to prevent this,
regulators publish warnings about companies not authorized to provide investment services.
As previously stated, boiler rooms usually offer cheap exchange noted shares (penny stocks) often
mentioned pink sheets, and no regulated, or marginally regulated stock trade in, for example, the
United States.93
Boiler rooms operating outside of the U.S. usually work with U.S.-based penny stock companies,
through the sale of ‘Regulation S stock’, which are exempt from SEC registration under the securities
laws because it is offered solely to investors outside of the United States.94 It allows companies not to
register their stock sold outside the U.S., and makes it easier for foreign investors to purchase the stock
of U.S. companies. Former boiler room employees have said that they were given strict instructions
89
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See also Ellen Barry: ‘India’s Call-Center Talents Put to a Criminal Use: Swindling Americans.’ January 3, 2017.
http://www..nytimes.com/2017/01/03/world/asia/india-call-centers-fraud-americans.html?emc=eta1&_r=0, (2017).
See examples in the book by Roest (2009), page 212 up until 214.
http://www.sec.gov/news/press/2012/2012-93.htm. ‘SEC charges Y.S. perpetrators in $ 35 million international
Boiler Room scheme.’ (2013).
And http://www.goodetrades.com/2012/05/return-of-the-boiler-room-sec-sues-nicholas-louis-geranio/, (2015).
https://www.sec.gov/news/press-release/2017-124. Case No. 1:17-CV-04133 Complaint. (2017). See also § 10.11
Roest: Book, page 203 and 204 (2009) and www.sec.gov/investor/pub/worthless.htm, (2012).
The regulation was created in 1990. Read more:http://www.investorwords.com/6901/Regulation_S.html#ixzz2Nd9ajGcw.
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not to call anyone in the U.S or pitch shares to American citizens, out of fear for the long arm of U.S.
law.95
Mentioned by its own website, the SEC may not have jurisdiction to investigate and prosecute
wrongdoers, even if the fraud involves stock issued by a U.S. company. Investors who ran into trouble
were advised to contact the securities regulator in their home country and also the country where the
broker or recovery room fraudster did business.96
This same legislation exists in Europe, including the Netherlands. The offering and trading of securities
without a licence is punishable in the country where the offering took place. A Dutch brokerage firm,
for example, does not need a Dutch licence or a so called ‘European passport’ 97 and is not prohibited
by Dutch law from selling Dutch shares to investors abroad.98 Boiler room organizations are taking
advantage of these loopholes in the law by solely targeting foreign investors. In a noteworthy Dutch
boiler room case, this practice led to a not-guilty plea because nearly all of its victims lived abroad.99
Some countries lack or lacked specific legislation to initiate legal proceedings against boiler rooms. As
an example of the absence of applicable legislation, one can cite the raid on a boiler room in Cambodia
in 2003. After this raid, conducted by military police and the Ministry of Posts and Telecommunications, twenty foreign nationals were detained.100 Fourteen Britons, two U.S.-citizens,
one Australian, one New Zealander, one Thai and one Filipino. The alleged mastermind, presumably a
Briton called ‘Paul’ had already fled.101 The Minister of Telecommunications had asked for intervention
because the group had opened an illegal international telephone gateway, which had cost Cambodia
tens of thousands of dollars. However, the group’s main purpose was illegal financial trading. The
group had cost Cambodia $ 20,000 in international telephone calls but it was impossible to calculate
how much the group had racked up through financial dealings.
A day later, the lawyer of all 21 suspects said his clients were no longer under suspicion of operating
unlicensed financial markets. According to the lawyer, “they were accused of only one crime: making
international calls illegally.” He said further: “It seems the men were running a ‘Boiler Room’ share
scam operation where investors are duped into buying the stocks of non-existent companies. It is
unclear whether that is an offense here since there is no stock exchange.”
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100101

Sheila Samonte-Pesayco: ‘Laws, raids fail to thwart Boiler Room activities,’ Philippine Center for Investigative Journalism, update
April 17, 2002. http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activis, (2015).
Recently it has become clear that malafide binary options traders working from Tel Aviv were instructed to avoid sellingto
Americans or Israelis. S. Weinglass & D. Horovitw: Ex-binary options salesman: Her’s how we fleece the clients’, Times
of Israel, April 7, 2016.
U.S. SEC, ‘The Fleecing of Foreign Investors: Avoid Getting Burned by "Hot" U.S. Stocks,’
http://www.sec.gov/investor/pubs/fleecing.htm, (2014).
The ‘European passport’ or ‘single passport’, is based on the principles of mutual recognition, a system which allows
financial services operators legally established in one Member State to establish/provide their services in the other
Member States without further authorization requirements. http://ec.europa.eu/finance/bank/index_en.htm, (2015).
Artikel 2:96 Wet financieel toezicht.
Court Amsterdam 4 may 2010, ECLI:NL:GHAMS:2010:BM3577.
John Aglionby: ‘Fourteen Britons held over shares scam in Cambodia,’ The Guardian, 17 July 2003.
http://www.theguardian.com/U.K./2003/jul/17/cambodia, (2014).
The first name (given- or Christian name) ‘Paul’ can, according to a blog by the ‘Consortium of Defrauded Victims’ be
identified as ‘Paul John Hayward’. https://fraudrecoveryblog.files.wordpress.com/2014/06/pjh-doc9.pdf, (2015
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The lawyer also stated that if the accused Khmer nationals paid the government the revenue that was
lost, all charges would be dropped against his 21 clients. Authorities said in July 2003, however, that
investigations were still going on.102

3.4

Utilizing the international embedding of the boiler room organization

Intelligence suggests that numerous mass-marketing fraud operations on multiple continents attempt
to evade detection and identification by targeting victims in other countries. 103 As stated by John
Steven Berry, the international embedment of boiler room organizations and the recruitment of
investors in third countries has been a deliberate policy.104 Boiler rooms are deliberately split across
various countries to delay and mitigate the risk of being dismantled by investigating authorities. A
boiler room organization can, in its telephone communications with clients, emphasize that the
stockbroker selling the shares is based on, e.g., the British Virgin Islands because of their strict financial
confidentiality with respect to bank accounts as well as other fiscal advantages. This was the case with
the Dutch boiler room fraud case Witter Walwyn, Overseas, Ltd.105 Brochures sent to clients pointed
out that because of the absence of corporate taxes (in) on the British Virgin Islands, operational costs
were lower and a substantial portion of these savings would benefit the client.
It is common that no fund raising takes place in the countries where boiler rooms have their
infrastructure thus avoiding the creation of victims who could alert the authorities.106 This aspect was
also shown in the recent English boiler room case against the Wilmot family. This boiler room
organization operated in the south of Spain but was left alone by the Spanish police as long as no
complaints were received from Spanish inhabitants.
According the FSA, establishing boiler rooms in the vicinity of British communities in Spain has an
advantage because young call center employees, whose job it is to phone potential clients in Britain,
can easily be recruited from these communities.
The international aspect clearly manifested itself as the result of a three-year British investigation
(2009-2011) into a boiler room organization operated by George Abrue, a Nigerian immigrant to the
U.K. This criminal had professional websites and leaflets developed and produced in Sweden and
operated from the island of Majorca (Spain). The Boiler Room targeted elderly and vulnerable
inhabitants of the U.K. The money obtained from these fraudulent deals was laundered through
Swedish and Italian bank accounts.107
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‘Local NGO used in ‘Boiler Room’ scam’, The Phnom Pen Post, 18 July 2003.
http://www.phnompenhpost.com/national/local)ngo-used-boiler-roomscam, (2014).
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 10,
Steven John Berry BA. Dissertation (with very long tittle) page 12. Dissertation on the occasion of a study Fraud Risk
Management at Nottingham Business School U.K. (2011). Mr. Berry was working as a Detective Chief Inspector at the Hong Kong
Police. He retired from the police in February 2013.
CLI:NL:GHAMS:2016:5173 Amsterdam Court of Law, date of verdict 21-10-2016, date of publication 25-01-2017, (2017).
See ‘Lifting the lid on ‘Boiler Room’ Scams,’ by Tony Levene in The Guardian, 3 February 2007.
Scott Henderson and Sam Hamed: ‘Tynside conmen jailed after £13m cold call scam’, 22 June 2011.
http://www.chroniclelive.co.U.K./news/north-east-news/tyneside-conmen-jailed -after-13m-1400752, (2014).
Sahara Reporters: ‘U.K. Court convicts Nigerian-led phony stock selling fraudsters,’ June 22, 2011.
http://saharareporters.com/2011/06/22/U.K.-court-convicts-nigerian-led-phony-stock-selling-fraudsters, (2014).
M & A Rainmaker, ‘Boiler Room scammers get jailed’. News august 5, 2011.
http://mandarainmaker.co.U.K./2011/08/05/boiler-room-scammers-get-jailed/, (2014).
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In February 2014, the City of London police, together with other police forces abroad, dismantled a
highly organised international boiler room structure. The action resulted in 110 arrests, 84 of which
were in Spain, 20 in the U.K., 2 in the U.S. and 4 in Serbia. The majority of people were arrested on
suspicion of money laundering and fraud offences. This effort also led to the closure of what are
believed to be 14 boiler rooms in Spain, two in the U.K. and one in Serbia.108
Boiler room cases presented before the Dutch courts with the statements from ex-boiler room
employees also show the cross border activities of these scams. Netherlands based boiler room
organizations almost always approach potential investors in foreign countries.109 Conversely, Dutch
speaking boiler room employees from abroad approached Dutch investors using fictitious names.110
Another fact, according to Berry, is that for a number of reasons, boiler rooms organizations are
increasingly starting activities in less developed countries, such as Southeast Asia, from where the
U.K., the U.S. and Australia are being targeted. One reason for this shift could be that these countries
lack the knowledge, expertise and resources at the local justice department level to counter these
activities. Corruption could play a role as well insofar as local authorities are paid to keep their eyes
shut or warn the criminal operators ahead of time in the event that problems might arise for them.111
The expectation is that boiler rooms targeting inhabitants of the U.K. are more likely to be located in
the Far East, Seychelles and the Caribbean because these places are of increasing interest to young
people, (backpackers), who spend their holidays in these places. This makes it easy to recruit them
and thus creates the illusion that the boiler room is being operated from within the U.K..112
The Australian ACC equally noticed in its report that many serious and organised investment fraud
operations targeting Australians were Asian-based but non-Asian run.113
The fraudrecoveryblog114 created by a group of boiler room dupes united under the name Consortium
of Defrauded Victims (CDF), determined that a number of Southeast-Asian boiler room syndicates were
run by westerners who kept in contact with each other.
This international character of fraud indicates the need for worldwide legal cooperation in order to
follow the flow of money and the questioning of suspects, victims and other witnesses.

3.5

Purchased shares cannot be sold because of restrictions

The U.K.-SFO team leader Jacob Blatch stated in 2014 that most of the shares sold by the boiler rooms
involved a legal restriction for start-up businesses that meant they could not be resold for at least a
108
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http://www.cityoflondon.police.U.K./news-and-appeals/international-police-operation-targets-suspected-boilerroom-masterminds/Pages/default.aspx, (2014).
http://www.theguardian.com/U.K.-news/2014/feb/28/swoop-on-boiler-room-110-arrests, (2014).
http://news.sky.com/story/1218767/boiler-room-fraud-smashed-in-police-raids, (2014).
http://www.bbc.co.U.K./news/U.K.-26367166, (2014).
Look at for instance V. van der Boom and S. Eikelenboom: ‘OM (Prosecution) ceases Boiler Room in Mokum’, FD
(Financial Daily Newspaper, Het Financieele Dagblad), 28 october 2010. On the website
http://www.fbi.gov/stats-services/publications/mass-marketing-fraud-threat-assessment, the FBI refers to some boiler rooms
operating from the Netherlands, (2014).
Look at for instance Dutch court Utrecht 30 July 2008, case. 16/992019-06. Boiler room FX Nevis.
Berry, (2011), dissertation page 10.
Berry, (2011), dissertation page 23.
ACC (2012): 'Serious and Organised Investment Fraud in Australia' report, page 16.
https://fraudrecoveryblog.wordpress.com/, (2014).
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year. ‘They squeezed investors in that one-year period, knowing that as soon as the shares were
released from the restriction they would realize there was no value in the stock.’115 According to the
U.K.-FCA-website, they received many reports about share scams or boiler rooms which involved the
sale of restricted or controlled U.S. shares. While the sale of these shares is not always a scam, it is
often not made clear to investors that they can be very difficult or expensive to trade.116
Restricted or controlled U.S.-shares are also known as ‘Regulation S shares’. This comes from a U.S.
ruling that allows firms there to sell stocks that do not meet listings standards (and therefore have
tight restrictions on their sale in the U.S.) to investors outside the U.S. These shares are often issued
at a discount of their normal U.S. price, but most of this discount is kept by the broker or in scams kept
by the men behind the boiler room. Consequently, if you are not an U.S.-citizen and you buy these U.S.
Regulated S-shares, you will have to keep them for a fixed period, usually six months or one year. You
cannot sell them back to buyers in the U.S. during this time without paying to lift the restriction. Once
the holding period has passed, you still have to pay a U.S. lawyer to remove the legal restriction from
the share certificate before selling the shares, which could cost more than your shares are worth.
When you acquire restricted securities or hold controlled securities, you must find an exemption from
the U.S.-SEC's registration requirements to sell them in a public marketplace. Rule 144 allows public
resale of restricted and control securities if a number of conditions are met. Further information about
selling restricted and control securities in the US can be found on the SEC-website.117
Provided that the boiler room can still be reached after a year or so, it often becomes clear that
purchased shares cannot be sold through its broker because they have no value and no effort is made
by the broker to sell them. Moreover, sometimes the criminal broker cautions that the company in
which was invested could go bankrupt unless more shares are purchased.118

3.6

Purchased shares are worthless

All shares sold in Pump-and-Dump schemes by boiler rooms have one thing in common; after the
shares are purchased by a large number of private investors at a manipulated and inflated price, the
artificially created demand disappears at some point and the value of these penny stocks drops
dramatically. Boiler room organizations try to benefit as long as possible by prolonging the drop in
stock price. They manage to do this by creating and establishing sales restrictions, either at or after the
time of purchase. One of the options most often used is enforcing a certain time frame, also known as
‘lock-up-period’. In a Dutch case known as Pacific Continental investors were informed afterwards of
the existence of such a time-frame (one and two years respectively) by means of an impressive letter
dated 27-06-2007 and sent by the director of Pacific Continental. In this particular case, these were
shares in the companies Entertainment is U.S. Inc. (EIUS) and Simba Mines Inc. (SBAM).119
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SFO Press release: ‘Nine convictions linked to £70m Boiler Room fraud’, 14 June 2014.
http://www.sfo.gov.U.K./press-room/latest-press-releases/press-releases-2014/nine-convictions-linked-to-70m-boiler-roomfraud.aspx, (2015).
FCA: ‘Beware of restricted US shares’, 15 October 2014, (2015). See also par. 3.2 of this study. http://www.fca.org.
U.K./consumers/scams/investment-scams/share-fraud-and-boiler-room-scams/restricted-us-Shares, (2015).
SEC: ‘Rule 144: Selling Restricted and Control Securities’, http://www.sec.gov/investor/pubs/rule144.htm, (2015).
VEB: ‘Aandelenzwendel per telefoon blijkt nog steeds lucratief’. VEB, 2 September 2011,
www.veb.net/HoofdMenu/Home/Nieuwsoverzicht/2011artikelen/boilerroom.aspx, (2014).
Letter in possession of the author.
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3.7

‘Phase two scam’ or ‘recovery scam’

If the boiler room organization is confronted with too many complaints or has received notice that the
authorities are preparing an investigation, it will cease to exist overnight. The call center sales
organization will become unreachable by phone, e-mail or internet and its website will vanish as well.
In all cases victims lose their money almost entirely. In a large number of known cases, the boiler room
emerges under a different name. The British FSA, (nowadays FCA), reported that a boiler room
syndicate led by Tomas Wilmot from 2003 until 2008, operated under 16 different names.120
In 2010, the Australian ASIC announced that the New Zealand businessman David Hobbs was involved
in 14 unregistered offshore managed investment funds operating in Australia.121 A Dutch boiler room
fraudster was at least involved in 2 boiler room organizations located in Hungary and New Zealand.
And in November 2012, the New Zealand SFO started an investigation into Ross Asset Management.
The ‘Ross Group’ was operating under 11 different names.122
As already mentioned, if the boiler room victim actually received certificates of shares or penny stock
shares, they are either worthless, or there is a restriction on the trade in these during a certain period
of time, or there is a limitation in the form of, for example, a government tax or bale to be paid.123 The
Dutch boiler room case of Spantel Telecommunication Inc. and Ad RentaCar demonstrates the use of
these kinds of restrictions.124
As mentioned before, in certain cases the holder of penny stocks is required to pay a restriction fee
that depends on the size of the original investment. This premium is allegedly needed in order to ‘free’
the shares for sale. After payment of this fee, the contact person almost always disappears. This form
of scam is called a ‘Phase two scam or recovery scam’ in the Anglo Saxon Literature. The ‘boiler room
second phase’ is also called a ‘recovery room’. 125 And in Australia, they talk about a ‘follow-up scam’.126
In Phase Two therefore, there will be a ‘fake takeover’ or a ‘fake buyout offer’.127 In the U.S. this kind
of scam is also called ‘a Stock Swap’.
In the U.S., for example, some firms have claimed to be representing wealthy clients who want to
reduce their capital gains tax by buying up bad debt from fraud victims. The sales representatives from
these firms proposed that the victim swap the worthless stock for recognized blue chip stock held by
the tax-burdened clients. For the purposes of the swap the victim’s stocks would be valued at the
price(s) that the victim paid. Since the blue chip stock was priced higher than the value of the victim’s
stock, the victim was required to pay the difference in the value of the stocks. However The victim did,
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Tracey McDermott: 'Three sentenced to jail for operating £ 27,5 m. boiler scam.' August 2011.
Www.fsa/pages/Library/Communication/PR/2011/073.shtml and
http://www.which.co.U.K./news/2011/08/three-jailed-for-27-5m-boiler-room-shares-scam-264045, (2013).
Matt Nippert: ‘Aussies allege $ 58m scam’, The New Zealand Herald, 11 April 2010.
http://www.stuff.co.nz/dominion-post/business/7969213/Serious-Fraud-Office-investigating-Ross-Asset-Management.
The FMA announced it seemed to be a Ponzi-scheme, (2014).
See for example http://consument.afm.nl/consumenten/risico/boilerrooms/hoe.aspx, (2013).
Dutch court Amsterdam 29 November 2007. RBAMS LJN BF7315.
Roest (2009), book 'Beleggen in gebakken lucht' (Investing in scams , page 217 and 218 and Berry (2011), dissertation,
page 17 and 18. Report ‘Serious and Organised Investment Fraud’, (2012), page 11
https://www.moneysmart.gov.au/scams/recovering-your-losses, (2013).
See for an example 'Austrac Typologies and Case Studies Report 2010.1: ' Case 30 - 'Boiler Room' share scam cost
Australian victims $ 21 million’. www.austra.gov.au/files/typ_C30.pdf, (2011).
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not actually receive the blue chip stock but instead was swindled a second time.128
In 2013 and at the request of U.S. authorities, a well organised boiler room, which had been active in
several countries, was raided and shut down. Furthermore, the lead suspect, Sandy Winick, was
apprehended in Thailand. 129 In the indictment against Sandy Winick and other defendants, the
organised employment of the phase-two scam was cited. In the indictment the boiler room fraud was
referred to as the ‘penny stock scheme’ and the recovery room fraud was referred to as the ‘advance
fee scheme’. 130 Winick orchestrated these schemes. According to the indictment the advance fee
scheme involved making false promises to investors to induce them to pay advance fees for nonexistent services to sell their illiquid penny stock shares. The advance fee fraudsters had invented nonexistent businesses such as law firms, consulting agencies and other fake companies as part of the
scheme to convince the targeted advance fee victims to pay an upfront premium in order to be able
to sell their securities. The fake companies’ fees came in the form of a phony commission, regulatory
fees or taxes, or some other fictitious expense. The defendants knew that once the advance fee had
been paid they would keep these funds for their own purposes and would provide nothing in return.
The proceeds of the advance fee scheme totalled more than $ 5 million in the years 2009 and 2010
and were wired to bank accounts throughout the world. The case is still on-going. In July 2015
defendant Winick pleaded guilty. The guilty plea was announced by U.S. Attorney for the Eastern
District of New York and the FBI.131
In July 2014, the U.K. website Moneywise warned against recovery scams because they were trading
on the desperation of those who had often already been defrauded of their life savings.132 A recovery
room scammer will pose as a reputable firm that will help the victims to recover the money they have
lost. According to Moneywise, scammers will usually charge an upfront fee of between £1,000 and
£2,000 – or more. Others pose as brokerages claiming to be able to sell the worthless shares originally
bought through a boiler room scam at an inflated price, if you register with them for a fee. In the U.K.,
the most common claim is that the firm will pursue a compensation claim for you through the courts.133
Oftentimes the callers present themselves as the legal authorities, government regulators, lawyers,
private detectives or the police, and they also offer to recover the money for a fee. And because victims
often fail to report the crime, being unwilling to admit they've been stung twice, this type of fraud
tends to remain under the official radar.
According to Jonathan Phelan spokesman for the former U.K. FSA, there was a significant increase in
this type of fraud in 2014. At that time there were around 20 recovery room firms targeting UK
investors. "We estimate that around 30% of people who have lost money through a boiler room fraud
will also fall victim to a recovery room fraud.”134
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So called ‘fake recovery actions’ can take place as well. The Dutch AFM135, for example, warned against
the suspected boiler room Guozijian Capital on its website in January of 2014. Its representatives
approached former buyers of worthless shares and told them that they had located a new buyer for
their shares. However, they pretended that this new buyer was only interested in purchasing shares
above a certain minimum quantity. This way, the original victims were persuaded to buy even more of
the same worthless shares in order to reach this minimum. After this second round of buying and
paying for worthless shares, the boiler room became no longer interested in trading these share
portfolios. As a result, these buyers were victimised for a second time.
The U.S. SEC is very clear on their website: con artists across the globe have stepped up their efforts
to rip off investors, especially non-U.S. residents who have lost money in the U.S. securities markets.
While it’s natural to want to recoup one’s losses as quickly and as fully as possible, the SEC warned
investors to be extremely sceptical of offers to exchange worthless or poorly performing stocks for
blue chips or ‘hot’ performers. Although fraudsters use a wide variety of techniques to carry out their
worthless stock swap scams, most of these frauds boil down to a predictable formula: a persuasive
pitch, which nearly always contains false assurances of legitimacy, followed by demands for money.136
The author therefore agrees with the note of the Australian ACC: "Serious and Organised Investment
Fraud is not an opportunistic crime, but a calculated, sophisticated and organised criminal event that
can attract experienced investors, with many individuals being re-victimised." 137
Two alerts by Action Fraud (the U.K.’ s national fraud and internet crime reporting centre) in August of
2015 in which Action Fraud issued warnings against criminal abuse of its name, are a clear indication
that boiler room scammers operate with increased recklessness.
In the first alert, the Action Fraud- website reported that they had received numerous reports from
victims who had been contacted by scammers who were cold calling and emailing people claiming to
be from Action Fraud and the National Fraud Authority (NFA). The NFA, however, was shut down in
2013.
According to the report, the fraudsters were cold calling victims anonymously from blocked numbers
and also contacting them from the fake email address actionfraud999@gmail.com. They were trying
to scam people in various way, including:
•
•
•
•
•
•
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Telling victims that they can obtain a refund from a previous fraud because the suspect has
been caught;
Scaring victims into thinking their IP address was being used as part of fraud overseas and
remote access was needed to rectify the issue;
Cold calling and claiming that victims are entitled to refunds and bank details were needed to
transfer the money;
Asking for personal information, including passports and driving licences;
Claiming that they can recover money from a previous fraud;
Sending emails asking victims to fill out a survey which contained suspicious links.

http://www.afm.nl/nl/nieuws/2014/jan/7-boilerroom-waarschuwingen.aspx. http://www.guozijiancapital.com/#, (2014).
http://www.sec.gov/investor/pubs/worthless.htm, (2013).
ACC: 'Serious and Organised Investment Fraud in Australia'. Report, page 1, (2012).
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•

•

In a second alert Action Fraud warned the public that fraudsters were using their name to trick
people into handing over personal information such as account numbers, sort codes IBAHN/
routingnumbers and other personal information.

According to the posted warning, Action Fraud and the police would under no circumstance call to
request such information.138
And in March 2016 the Belgian FSMA warned the public on their website against the activities of the
supposed law firms Cole & Rushton LCC and Ernst & Taylor LLP, which were offering to help victims of
investment fraud recover the money they had invested. The alleged law firms of Cole & Rushton LLC
and Ernst & Taylor LLP approached the victims of Boiler Room fraud, leading them to believe that there
are criminal proceedings under way against the boiler rooms of which these persons were victims, and
offering to represent them for the purposes of these proceedings. The Belgian victims were also
approached by Caïs Capital LLC, which had put them in touch with the supposed law firm Cole &
Rushton LLC.139
The victims who replied favourably to this offer were then, according to the FSMA, invited to pay a
series of different fees: advances on legal fees, court costs, payment of taxes on the amounts
recovered as a result of the proceedings, etc. Despite the payments and the promises made by these
supposed law firms, the victims had never recovered the amounts earlier invested in the companies
Friedman Global and Shanghai Derivates Exchange (SHDEX). These companies approached Belgian
potential investors with proposed investments without holding an authorization as an investment firm
in Belgium. These companies were therefore not allowed to offer investment services in or from
Belgium. The websites of these boiler rooms are now offline. The two boiler room companies that
claimed to be based in Hong Kong and Shanghai used a bank account opened in the name of the
company of Raiser Limited. It is, however, remarkable that the companies Friedman Global and
Shanghai Derivates Exchange had already been the subject of a warning by the Finans-inspektionen,
the Swedish supervisor authority, on December 5, 2011 but were still active in 2015.140

3.8

Damage control and countermeasures by boiler room organizations

Mass-marketing boiler rooms are increasingly employing countermeasures, including relocating
frequently and using sophisticated technologies, to conceal their communications and the locations
from which they operate. The tactic to move the physical location and move on before the local law
enforcement is starting an investigation is called ‘rip and tear’.141 To avoid drawing unwanted law
enforcement scrutiny mass-marketing boiler rooms seldom use violence and corruption of individuals
or business, except in rare incidents to discipline group members or further short-term objectives.142
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139
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‘Alert: fraudsters are once again using the Action Fraud name to scam people.’
http://www.actionfraud.police.U.K./news/alert-fraudsters-are-once-again-using-the-action-fraud-name-to-scam-people-aug15,
(2015).
http://www.fsma.be/en/site/Repository/press/warnfsma/2016/2016-03_23_recovery.aspx, (2015).
http://www.fi.se/Folder-EN/Startpage/Register/Investor-alerts/Warning-list/Warning-against-Friedman-Global-and-ShanghaiDerivatives-Exchange-SHDEX/, (2016).
Paul Barnes: ‘ Stock market scams, shell companies, penny shares, boiler rooms and cold calling: The U.K. experience’.
International Journal of Law, Crime and Justice 48 (2017) 50-64.
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 14.
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As a common defense tactic boiler room fraudsters do not use their real names but use stolen or
invented identities to promote fraudulently the targeted penny stocks. For example in the U.S.-case
against the the pump-and-dump fraudster Sandy Winick, it became known that he used the following
aliases Jerry Sarrono, John Peter Smith, Abdiel Vergara, Robin Cheer, Glen Forman, Kyle Bendford and
Stephen Thomson.143 And in the allegedly boiler room Power Traders Press.Com Inc. one of the sales
respresentatives used the fake name “John Gold”.144
A former boiler room employee affirmed that new call center workers were encouraged by managers
to use fake names in order to protect themselves, hide their true identity from clients and to, obviously,
thwart detection by police and the judiciary.
In 2010 the IMMFWG reported that law enforcement intelligence had revealed that a single
perpetrator may use hundreds of fraudulent entities and multiple perpetrators may use one common
identity, undermining law enforcement efforts to locate perpetrators and intercept fraudulent wire
transfers.145
Boiler room fraudsters are according to the Australian ACC monitoring and manipulating search engine
results through entering (fake)data. This results in moving any negative feedback chronologically down
the list. The negative feedback is then often located on the second or third page and not viewed by
the (potential) investor.146 The Scamfraudalert, an internet online consumer protection organization,
reported that part of this new trend is to invoke reputation management firms to help clean up their
tracks on the internet.147
Boiler room fraudsters also circumvent any messages and on-line feedback that might have alerted
potential victims that they are being scammed.148 They also produce self-provided references in chat
rooms and forums. This has to be done in case potential investors are performing due diligence
investigations after receiving information from the fraudsters about the recommended stocks and
companies.
Mr. Max Becker, spokesperson for Griffin & Miller BV, a (former) private boiler room investigation
organization in the Netherlands, was also very much aware that boiler room organizations were
spreading disinformation on the internet about private boiler room investigators in an attempt to
discredit them. Private boiler room investigators in the Netherlands have also been threatened by
phone.149
On the website of the Florida corporation Economic Frauds, one could read already in 2014: “Our
website is ALWAYS under continuous cyberattack by cybercriminals and the companies we expose,
along with misrepresentational or misleading information on the internet.”150
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Case 1:13-cr-00452-WFK document 3 filed 08/07/13. http://online.wsj.com/public/resources/documents/indict.pdf, (2015).
https://www.sec.gov/news/press-release/2017-124. Case No. 1:17-CV-04133 Complaint, page 48. (2017).
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 18.
ACC: 'Serious and Organised Investment Fraud in Australia' report page 17,  Commonwealth of Australia 2012.
http://scamfraudalert.org/category/scam-alert, (2014).
Page 15, 'Serious and Organised Investment Fraud in Australia,' report, (2012).
Interview 2 July 2014 with Mr. Max Becker, spokesperson Griffin & Miller organization in the Netherlands.
NOTE by F. Roest: Griffin & Miller BV went into bankruptcy on March 3, 2015. Bankruptcy number C 15/15/108 F,
Court Noord-Holland. The bankruptcy has ended in the first half of 2017 due to a lack of assets.
http://www.economicfrauds.org/boiler-room.html, (2014).
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4.0

TACTICS TO LURE POTENTIAL VICTIMS TO BUY SHARES

4.1

Introduction

Boiler room fraud is a well-planned and organised criminal activity because it can take a great deal of
effort to convince an investor of the legitimacy of the fake broker. Potential investors/victims are
usually contacted by telephone and the scammers attempt to maintain a constant contact for the
purpose of relationship building.
Boiler room organizations use broker names that are similar to those belonging to existing reputable
companies or persons. Look for a list of known boiler room names at the website of International
Organization of Securities Commissions (IOSCO) or the national warning lists published by the national
financial authorities.151

4.2

How to reach investors

Boiler room organizations worldwide get their lead on potential victims from several legitimate
sources. Consider, for instance, responses to ads, brochures and publications on the website of
securities brokers. It is also possible that subscribers to internet investment advice letters are being
approached with attractive investment proposals. Needless to say, some advertisements and stockletters can be fake.152
As already mentioned earlier in this book when victims are being ‘cold called’ a second or third time,
it is probably because their names are included on fraudsters’ lists of individuals susceptible to
deceptive solicitations. These lists are also known as ‘sucker lists’. A sucker list contains the names and
addresses of victims of earlier frauds. These lists are being traded and swapped in criminal
environments.
The internet is also an effective tool for identifying potential victims. According to the IMMFWG law
enforcement intelligence reveals perpetrators make increasingly use of email spiders, which crawl
through websites, message boards, and other online forums to harvest email addresses for
subsequent solicitation via spam email. Once the email addresses have been collected, fraudsters
often use botnet networks of computers infected with a malicious code and programmed to follow the
directions of a common command-and-control server to facilitate the simultaneous distribution of
thousands of spam emails.153
Various research regarding victims of mass marketing fraud in general and boiler room fraud in
particular, shows that predominantly older and single persons are the ones approached by skilled
boiler room swindlers. The majority of boiler room scams target men 65 and older who are active
investors. 154 When these men are single, they appear especially vulnerable. In 2017 the U.S. SEC
mentioned in a press release that she announced charges in a massive telemarketing boiler room
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http://www.iosco.org/investor_alerts/, (2014).
See for examples par. 4.8 ‘Utilizing quasi professional looking stock newsletters’.
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 16.
Elaine Moore: ‘Boiler ‘Boiler Room’ scam shut down’, Financial Times, November 22, 2013.
http://www.ft.com/cms/s/0/4f40d88a-520d-11e3-8c42-00144feabdc0.html#axzz3DvcE5G6e, (2014).
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scheme targeting seniors.155
Another common occurrence is that specific boiler rooms, just like certain Ponzi scammers,156 target
specific groups, such as medical professionals, because these potential victims can be wealthy but lack
the time and expertise to research investment proposals. Professional athletes in particular are easy
targets because they are young and carefree, have a lot of money but lack financial experience. An
article in a German magazine stresses that star soccer players would be better served if expert financial
advice was readily available to them.
Potential investors are also invited to visit investment seminars offering free advice. According to the
The Australian ASIC potential investors should be very careful when they received an 'exclusive'
invitation to attend a 'premier wealth event’ There will be motivational speakers. Their financial
secrets have the power to turn you into a millionaire within a few years. Sounds great but such claims
are almost always over-hyped or misleading. 157
Also, lists from interested potential investors are bought from legitimate leads in the brokerage
industry.158 The author himself was sometimes called by a boiler room after requesting information
from a legitimate investment firm. Boiler rooms also use data mining software to collect information
from public sources, including individuals and business names, addresses and phone numbers. Finally,
there is also the use of the so called sucker lists.159
In one case known to the author , one of the directors suspected of involvement with boiler rooms and
other forms of stock fraud, was featured in a German radio interview on April 8, 2009, on Börsen Radio
Netwerk AG. In this interview, Icon Fashion Holding AG, a company that provided a design and
distribution of clothing services, was boasted as a favoured investment opportunity. The takeover of
various fashion brands was announced while in the end it turned out that it only concerned temporary
licensing.160

4.3

Claiming to be a legitimate broker by using professional looking names and
websites

As already mentioned, professional boiler room organizations use impressive names such as ‘Morgan
Lynch’ (a cross of US investment banks J.P Morgan and Merril Lynch) and professional looking websites
containing fallacious account log-ins that allow victims to track fake balances.161
In phone calls, emails, bogus prospectuses and other promotional material, references to these
fraudulent websites are made. The fraudsters are able to disguise where they are based, while
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https//www.sec.gov/news/press-release/2017-124, (2017).
20 Famous Athletes and Their Worst Investment Blunders’.
https://www.franchisehelp.com/blog/20-famous-athletes-and-their-worst-investment-fails/, (2014).
‘Grote fraudezaak treft bekende voetballer’, Het Financiële Dagblad, 21 mei 2008.
https://www.moneysmart.gov.au/investing/investment-warnings/investment-seminars, (2017).
Ashly Hall: ‘Investment scams on the rise as fraudsters target Australia’, ABC News, July 9, 2012. In the Netherlands there
are also reports of buying customer databases; the so called ‘leads’ by malafide enterprises from legal customer advertisement
organizations.
See also .§ 2.12.
https://www.brn-ag.de/14624, Radio interview 08.04.2009 at 14:47, (2016). After checking http://www.bloomberg.
com/quote/I40:GR in 2016, the Ticker of Icon Fashion Holding AG was delisted, (2016).
ACC: 'Serious and Organised Investment Fraud in Australia,’ report, page 16, 2012.
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potential victims believe that they are located at the address in the country as indicated on the fake
website.162
For example, during the operation Broadway in March of 2015, some of Britain’s most famous office
blocks in the centre of London were raided by police and other law enforcement officials in order to
close down boiler rooms. The fraudsters had leased prestigious business addresses in the Square Mile
of London and in Canary Wharf. According to Dave Manley from City of London Police, the leasing of
office space inside high-profile buildings by fraudsters were on the rise in an attempt to give
themselves an air of credibility. At least 21 prime real estate addresses were visited on March 19 by
the police and assisting enforcement officials. Two suspected boiler rooms that had claimed to have
business addresses in the prestigious Tower 42, were actually not located there and were using the
address and name of the building without permission.163

4.4

Pretending to be listed on a reputable stock exchange

I mentioned previously that boiler room fraudsters often claim that the shares from firms they push
on potential investors are traded on the stock exchanges of New York, London or Frankfurt.
Frankfurt is a reputable stock exchange and therefore boiler room fraudsters often say to investors
that a company is ‘quoted in Frankfurt’ or ‘about to list in Frankfurt’.164 While referring to the good
reputation of the Frankfurter stock exchange, they really referred to the Frankfurt or German Open
Market Exchange; Freiverkehr Deutsche Börse AG (also known as the regulated unofficial market). The
Open Market's listing requirements were lightly regulated. Until 2012 there were no asset
requirements so firms could list with little or nothing on the balance sheet. In addition, there were no
revenue requirements, and there was no need to publish audited accounts or even state how many
shares were issued or in circulation.165
In 2011 the FSA issued warnings regarding several boiler rooms that stated they were selling shares of
companies that were about to be listed in Frankfurt.166 One of the promoted firms was 'Nazca mining'
with a part interest in two Peruvian mines.167 The boiler rooms also claimed that their contact address
was in Germany, which enhanced the confidence in the investment firm, however, this was not true.
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ACC: 'Serious and Organised Investment Fraud in Australia,’ report, page 17, 2012.
David Barret, ‘Police raid iconic skyscrapers in fraud crackdown.’
http://www.telegraph.co.U.K./news/U.K.news/crime/11482823/Police-raid-iconic-skyscrapers-in-fraud-crackdown, (2015).
Frankfurter Wertpapierbörse (FWB®, the Frankfurt Stock Exchange) is one of the world’s largest trading centers for securities.
With a share in turnover of more than 85 per cent, it is the largest of Germany’s seven stock exchanges. Deutsche BörseAG
operates the Frankfurt Stock Exchange, an entity under public law. In this capacity it ensures the functioning of exchange
trading. The Frankfurt Stock Exchange facilitates advanced electronic trading, settlement and information systems. Thus, it is
able to meet the steadily growing requirements of cross-border trading. Besides the specialist trading at Frankfurt Stock
Exchange, its fully electronic trading system Xetra® is one of the leading electronic trading platforms in the world. With the
launch of Xetra in 1997, the Frankfurt Stock Exchange succeeded not only in strengthening its own competitive position. It also
created attractive framework conditions for foreign investors and market participants.
http://deutsche-boerse.com/dbg/dispatch/en/kir/dbg_nav/about_us/20_FWB_Frankfurt_Stock_Exchange, (2014).
Tony Levene: 'Boiler Room shares scams con U.K. investors out of £ 200 m. a year.' The Guardian, 24 June 2011.
http://www.fsa.gov.U.K./doing/regulated/law/alerts/unauthorised-firms, (2013).
The Pinnacle Group (www.pinnaclefgroup.com), (2013).
Press release: 'Nazca Mining Ltd. : ‘Nazca expects to have the listing requirements with the Frankfurt Stock Exchange in
2011. http://www.reuters.com/article/2011/03/17/idUS31816+17-Mar-2011+GNW20110317. The website
www.nazcamining.com was in January 2013 again in the air, and was at that time promoting other companies, (2013).
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On the website of the Canadian firm of Norton Scientific Inc., the author found an example of a similar
fraudulent proposal. In January 19, 2012, this business announced on its website that due to fraudulent
use of its name by a boiler room, it was forced to end its listing on the Frankfurt stock exchange First
Quotation Board (“FQB”). The boiler room in question traded under the name Franz Watermann AG
and offered Norton Scientific Inc. shares, even though Norton Scientific Inc. had never given permission
for this. The 2012 announcement on the website of Norton Scientific Inc. reads as follows:
"It has come to Norton's attention that a company called ‘Franz Watermann AG’ purportedly operating
from Belgium/Netherlands is engaged in fraudulent activities. Potential shareholders should be
cautioned not to have any dealings with this firm and in the event of being solicitated by this company
they should advice Norton immediately."168
Due to the excessive abuses associated with companies listed on the Frankfurt Stock Exchange, the
Deutsche Börse announced in April 2012 that the fourth and lowest segment of the Frankfurt stock
exchange FQB would be discontinued from the third quarter of 2012. The move appeared to have
come about as a result of concerns about transparency and market manipulation with a surge in frauds
on that segment having been reported over the last 3 years. According to the exchange’s
superintendent, 85% of complaints pertained to the FQB. Ironically, this segment of the exchange was
created in 2008 to ease access to the exchange for minor and medium sized companies.169 Companies
in this segment were faced with the choice of being automatically delisted or (if they wished to retain
a Frankfurt listing) of moving up to the third segment, the Entry Standard. In addition to dropping the
FQB, the Deutsche Börse is set to generally tighten regulation on the 3 remaining Frankfurt stock
exchange segments in an attempt to bolster the image of that market within Germany and overseas.170
December 12, 2012, was the last trading day of the Frankfurt FQB. Owners of penny stock shares listed
on the Frankfurt Stock Exchange and who were approached by brokers after 2012, were advised to
consult the website of the Deutsche Börse. Either the company the shares of which were traded was
not listed, making the reference fraudulent, or it was listed in a more stringent segment in which case
the listing contains mandatory corporate information which can benefit due diligence research.171

4.5

Pretending to be interested in buying penny stock shares from boiler room victims

The previously mentioned Sandy Winick case172 described what tactics were used by callers to potential
advance fee victims. Most of these tactics were also used in other boiler room follow up scams.
•
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The callers falsely claimed to represent unidentified buyers’ interest in purchasing the boiler
room victims restricted stock at an attractive price. On these occasions, the callers falsely
advised the penny stock shareholders that they needed to pay a fee prior to any stock sale for
a legal opinion regarding the sale of restricted stock (Legal Opinion Fee).

http://.norsci.ca/investors/, (2014).
Daniel Mohr: ‘Deutsche Börse schließt First Quotation Board.’ Frankfurter Algemeine, 12-12-2012.
http://www.faz.net/aktuell/finanzen/aktien/spielwiese-fuer-anlagebetrueger-deutsche-boerse-schliesst-first-quotationboard-%2011990381.html, (2014).
Richard Phillips: ‘Frankfurt Stock Exchange to lose 4th segment’.
http://www.mablaw.com/2012/02/frankfurt-stock-exchange-to-lose-4th-segment/, (2014).
http://www.boerse-frankfurt.de/en/trading+standards#&reiter=tradingstandardsforinvestors, (2015).
Superseding indictment Case No. 13-452 (S-1) WFK. http://online.wsj.com/public/resources/documents/indict.pdf,
(2015).
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4.6

•

On other occasions, the callers falsely claimed to be associated with a law firm that sought to
sue the companies who issued the stock. In these instances, the callers falsely advised the
penny stock shareholders to join the lawsuit but they needed to pay a fee first. (the Lawsuit
Fee).

•

Shortly after the penny stock shareholders agreed to pay the legal opinion fee or the lawsuit
fee, they received an invoice for the fee via email.

•

Once the fees were paid, the callers advised the penny stock shareholders that they owned
warrants in addition to the shares of the stock they held.173

•

The callers falsely advised the shareholders that the unidentified purchaser was also interested
in purchasing their warrants at an attractive price but first a fee had to be paid to convert the
warrants into a saleable security, (the Warrant Conversion Fee). In these cases, the callers
again falsely advised the shareholders that their payment of the warrant conversion fee would
result in the unnamed investors depositing funds directly into the shareholders accounts to
purchase the warrants.

•

Before any payment was made, however, the fraudsters sent each shareholder a notice via
email that the IRS required advance payment of approximately 30 percent of the transaction
in taxes before the sale could be consummated, (the IRS Fee). These emails and fictitious IRS
documents contained false and fraudulent communications purporting to be issued by
employees of the IRS solely for the purpose of defrauding the shareholders.

•

In the indictment (page 15) one could read that during the course of the dealings there was a
lot of correspondence between the shareholders/advance fee victims and the fraudsters,
through various fake companies. The shareholders received letters, forms, invoices, wire
instructions and other documents from the fake companies via email and fax. In return, the
shareholders sent completed documents, receipts and requested forms back to the fake
companies by mail or fax.

•

After payments of the required advance fees had been submitted, none of the advance fee
victims received the anticipated sales proceeds.

Utilizing fax, e-mail, phone, twitter and social media

Mass-marketeers fraudsters reach victims via all modes of communication: postal service, telephone,
email, internet sites, television, twitter, social media and in some cases even in person. Telephone
initiated solicitations remain among the most widely reported and profitable methods by which
fraudsters contact victims.174
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174

Definition of warrant: A derivative security that gives the holder the right to purchase securities (usually equity) from the
issuer at a specific price within a certain time frame. Warrants are often included in a new debt issue as a "sweetener" to
entice investors. Investopedia http://www.investopedia.com/terms/w/warrant.asp#ixzz3oA2vbPmU, (2015).
IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 16.
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According to the IMMFWG large scale boiler rooms are investing in sophisticated computer systems
and storing servers in other countries, trusting the complexity of cross-border cases deter law
enforcement investigation. Investigations indicated that fraudsters manipulate the caller identification
features of internet based technology, including VoIP and platform numbers, to create the appearance
of operating within victims’ cities or countries rather than from overseas locations.175
In September 2012, the Dutch Fraud Help Desk176 warned about a presumed boiler room operation
that was sending emails in Dutch to potential investors, offering them the opportunity to invest in a
promising company by the name of Securlinx Holding Corp. (S8X). At the same time the spam-mail was
distributed in the German language and in a Scandinavian language. On 5 October 2012 the German
supervisor BAFIN warned against the email buy recommendation.177
Please read the following translated e-mail because it contains red flags typical of such an offering:
“Subject:

Neues profit,

Company:

Securlinx Holding Corp.

Market:

Frankfurt Stock Exchange

Stock price:

0.69 EUR

Price target:

0.90+ EUR

Assessment:

5 stars.

Rating:

10 out of 10

Assessment:

Buy

Rating:

Very strong.

We are very pleased to announce you this special news: a small company being traded at the stock
exchange of Frankfurt SecurLinx Holding Corp.(S8X). Not only because it is trade for less than one euro,
but the company itself has got a number of impressive government contracts in the field of logistics
and security in what many people call THE NEXT BIG THING! Soft biometrics are the new developments
in the field of security.
This new concept is comparable with a search engine on the internet. The new feature allows users to
search in vast amounts of video and on basis of soft biometrics, like estimated length, hair- and skin
color, clothing and other characteristics that a person separates from others.
SecurLinx Holding Corp. is capable to offer software for these kind of systems. The software from
SecurLinx for biometrical security systems is essential for the proper operating of biometrical
machinery, as well as a working connection between the biometrical device and the pc and server. Of
course the growth of the biometrical market has created a larger market for middleware / software for
biometrics and SecurLinx Holding Corp. (S8X) is ready to take advantage of this great new
175
176
177

IMMFWG: ‘Mass-Marketing Fraud: A Threat Assessment’, page 18.
http://www.fraudehelpdesk.nl/nieuwsbericht/pas_op_voor_boilerroom_securlinx_holding_corp, (2014).
http://www.medieNoecht-ohlen.de/news/internetrecht/bafin-warnt-vor-kaufempfehlungen-fur-aktien-der-securlinxholding-corp, (2016).
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opportunity.
Make you’re examinations to SecurLinx Holding Corp (S8X), who’s shares are traded on the
FrankfurtExchange. With a simple move you can NOW with an investment of 5.000 make you’re own
ATM (automated teller machine or cash dispenser) for the coming decennium. Don’t wait but start
you’re search to SecurLinx Holding Corp (S8X).”
To an expert, the above e-mail contains several red flags allowing him or her to correctly identify it as
an assumed boiler room scam. These warning signs are mentioned in this book repeatedly and include,
but are not limited to, trading under pressure of time, suggesting this is a financial lucrative
opportunity, exaggerating the share price and giving it a strong rating.

According to Bloomberg and XETRA.com, the ticker of SecurLinx Holding Corp S8X:GR was delisted in November 2012.178

In May of 2014, The Wall Street Journal (WSJ) published an article about abuse of email messages
promoting penny stocks. According to the WSJ, regulators were warning investors that scammers
attempted to boost the price of the stocks with these emails in order to sell their own shares for a
profit.179 In the article, the SEC said investors should be sceptical of email tips, do their own research
and be wary of high pressure pitches. The spam-email messages represented ‘the inbox of a boiler
room sales operation’. Regulators have taken notice of a heightened activity of this kind. According to
the WSJ, the SEC suspended trading on such stocks about 1,300 times since May of 2012. The SEC can
suspend trading if it believes information about the company is inaccurate or unreliable, or if it
suspects a company is becoming a vehicle for market manipulation.
In March of 2014, the SEC charged John Babikian (26), a stock promoter, for using websites such as
‘AwesomePennyStocks.com’ and ‘PennyStocksUniverse.com’ which he controlled, for emailing about
700.000 people and recommending stock in a Utah-based coal company, called America West
Resources, (AWSRQ). What the e-mails failed to disclose, among other things, was that Babikian held
more than 1.4 million shares of America West stock which he had already positioned and intended to
sell instantly through a Swiss bank. The emails immediately triggered massive increases in America
178
179

https://www.bloomberg.com/quote/S8X:GR, (2016). The website http://www. securlinx.com/ still exists in 2016, but is
not updated since the end of 2012.
Priya Anand: ‘Penny stocks a warning for investors’, May 30, 2014.
http://www.wjs.com/articles/penny-stocks-a-warning-for-investers-1401479958, (2015).
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West’s share price and trading volume which Babikian exploited by unloading his own shares, thus
managing to collect more than $1.9 million of ill-gotten gains during the last 90 minutes of the trading
day.180
According to the SEC’s complaint, America West’s stock was both low-priced and thinly traded prior to
Babikian’s mass dissemination of the APS e-mails promoting it. America West’s trading volume in 2011
averaged approximately 15,400 shares per day. There was not a single trade in the stock on February
23, 2012, before the touting e-mails were sent. However, in the immediate aftermath of Babikian’s email launch, more than 7.8 million shares were traded within a 90-minute period and the share price
hit an all-time high.
U.S. District Judge Paul Crotty in Manhattan froze Babikian's U.S. assets, including two homes in the
Los Angeles area and property in Oregon, the SEC said. The regulator also wanted to recoup his illegal
gains. Babikian could not be located, and is believed to hold passports from Guatemala, Lebanon and
Nevis.181
In September of 2015, The U.S. FINRA issued a new Investor Alert called “Messaging Apps Are Latest
Platform for Delivering Pump-And-Dump Scams”. FINRA's Alert warned investors to be wary of stock
promotions sent through increasingly popular messaging apps such as WhatsApp. WhatsApp-users
were flooded with text messages touting the stock of Avra, Inc. (OTC: AVRN).182

Example of a touted AVRN message.

180

181

182

SEC: SEC Obtains Asset Freeze Against Promoter Behind Microcap Stock Scalping Scheme.
http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370541128311, (2015).
The case is SEC v. Babikian, U.S. District Court, Southern District of New York, No. 14-01740,
http://www.sec.gov/litigation/complaints/2014/comp-pr2014-52.pdf, (2015).
Jonathan Stempel: ‘U.S. SEC sues Canadian fugitive for "scalping" investors.’
http://www.niagarafallsreview.ca/2014/03/13/us-sec-sues-canadian-fugitive-for-scalping-investors, (2015). According to
Bloomberg, America West Resources, with the ticker AWSRQ:US was liquidated,
http://www.bloomberg.com/quote/AWSRQ:US, (2016).
http://www.bloomberg.com/quote/AVRN:US, (2015).
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The messages promoting this microcap stock appeared to be sent from individuals at well-known
brokerage firms and claimed AVRN was "going to double in the next few days." 183
In reference to FINRA this latest scam is a variation of the ‘pump-and-dump’ scam, where fraudsters
use spam, in this case transmitted through the mass message push feature of messaging apps, to
tout a stock. The buying that follows will ‘pump’ up the price until the fraudsters ‘dump’ their shares
by selling them at a peak. In the end, investors lose their money or are left with worthless, or near
worthless, stock.
“Scammers keep up with the times. If you are using a messaging app and receive a tout claiming that
a stock is poised for explosive growth, don't respond just delete," said Gerri Walsh, FINRA's Senior
Vice President for Investor Education.
In an Investor Alert the U.S. SEC, published in April 2017 the SEC warned investors that seemingly
independent commentary on investment research websites may in fact be part of paid stock
promotion campaigns. And emphasized that stock promotion schemes also may be conducted
through social media, investment newsletters, online advertisements, email, Internet chat rooms,
direct mail, newspapers, magazines, television, and radio.

“Be wary if you receive communications (including new posts, tweets, text

messages, or emails) promoting a stock from someone you do not know,
even if the sender appears connected to someone you know. If a company’s
stock is promoted more heavily than its products or services, this may be a
red flag of investment fraud.”
The author would like to join this quote184 from the SEC Investor Alert.
And in a press release in July 2017 the U.S. SEC announced charges against 13 persons and a number
of legal entities allegedly involved in a cold calling pump & dump scam. The orchestrators of the
allegedly fraud hired two boiler room to fraudulently promote at least 4 penny stock securities on
their websites. In large-scale promotional campaigns they were touting the securities they were paid
for. The “sales” personnel contacted hundreds of individuals across the U.S. flooding them with
emails and phone calls.185 The boiler rooms were primarily operating under the names PowerTraders
Press.com Inc. (“Power Traders Press”) and Elite Stock Research Inc. (“Elite Stock Research”).
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https://www.finra.org/newsroom/2015/finra-issues-investor-alert-messaging-apps-are-latest-platform-delivering-pumpand-dump/ (2015).
U.S. SEC: Investor alert: ‘Beware of stock recommendations on investment research websites’, April10, 2017.
https://investor.gov/additional-resources/news-alerts/alerts-bulletins/investor-alert-beware-stock-recommendations, (2017).
https://www.sec.gov/news/press-release/2017-124. Case No. 1:17-CV-04133 Complaint, page 3,4 . (2017).
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4.7

Utilizing facilitators

Boiler room organizations make use of facilitators such as website builders, settlement agents, trustees
and accountants to launder the proceeds of the fraud and complicit lawyers to conceal the nature of
the fraud and, at times, promote the fraud. Using facilitators is at the same time a weak point for such
organizations because they partially operate outside of the criminal underworld and can therefore be
traced. One example is the case in which worthless shares of the Swiss firm of Icon Fashion Holding AG
were purchased by a Dutch buyer in 2009. Because he was instructed to deposit the funds into an
account of a lawyer, he deemed the transaction as reliable and paid the money. Afterwards he
regretted doing so because Icon Fashion Holding AG went into bankruptcy as a result of alleged
‘mismanagement.’ In reality, he was the victim of a boiler room scam.186
Settlement agents generally provide the shares and derivatives to be delivered and assure that sellers
get their money. In boiler room scams, the role of a settlement agent is often restricted to merely
providing a bank account to a person or firm presenting themselves to the bank as a broker. Often this
settlement agent is replaced shortly after the opening of the bank account and the newly authorised
person, sometimes using a stolen identity, or a third anonymous party, is able to empty the bank
account by electronically transferring the entire balance.
Lawyers 187 in turn, are hired to give legal advice, draft contracts and to act as trustees in low tax
jurisdictions (tax havens) and/or countries with strict bank secrecy.
Renting office space in prestigious buildings also creates an illusion of respectability, which plays an
imported part in persuading people to invest after they check the business address of the brokers. For
this reason, a coordinated disruption action against boiler rooms took place in March of 2015, in the
City of London. Police, trading standard officers and other officials, raided offices where office space
was thought to have been let to boiler room fraudsters.188
Because the virtual and serviced office sector run the risk of being criminal enablers if the provided
business facilities were being exploited by investment fraudsters, police warned during the action day
the office workers at the mail forwarding and serviced office providers, stressing the importance of
them being fully aware of how their premises were used and the need to act quickly if they had
evidence that their office space had been turned into a base for a boiler room fraud.189

4.8

Utilizing quasi professional looking stock newsletters

Boiler room organizations take advantage of genuine stock newsletters by purchasing advertising
space in these publications, as well as distributing biased reports about developments regarding the
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See press release FP (the office of the Dutch public prosecution) November 2013. The Boiler Room sold worthless shares
under the name of the following companies: IS Intersecurities Pacific Continental, Icon Fashion, Teleson and Hastings.
Http://nos.nl/artikel/572662-miljoenenfraude-met-nepaandelen.html, (2013). NOC.NL: ‘Vijf verdachten van miljoenenzwendel
met aandelen vast’. http://www.Noc.nl/handelsblad/2013/11/09/vijf-verdachten-van-miljoenenzwendel-met-aandelen1315011, (2016).
BBC News (May 13, 2010), ‘Lawyer banned for authorising Boiler Room adverts.’ http//www.bbc.co.U.K./news/10114516
and ACC, 'Serious and Organised Investment Fraud in Australia' report, page 15 (2012). See also examples in the book by
Roest (2009), page 152 and 153.
David Barret: ‘Police raid iconic skyscrapers in fraud crackdown.’
http://www.telegraph.co.U.K./news/U.K.news/crime/11482823/Police-raid-iconic-skyscrapers-in-fraud-crackdown, (2015).
http://www.actionfraud.police.U.K./operation-broadway, March 18, 2015, (2015).
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penny stock market. Furthermore, sometimes they themselves also publish semi-professional stock
newsletters, in printed as well as digital formats.
In May 2009, a so-called analyst of the Anleger-magazin, a stock newsletter in Germany, promoted a
strong buy for the Icon Fashion Holding AG, a company based in Zurich and traded at the Frankfurter
Börse (stock exchange). The company was founded in 2007 and the readers of the newsletter were
falsely informed that the company was growing fast and its profits would rise in the near future.190
However, some few months later the firm was in financial trouble and went into bankruptcy in 2011.191
After complaints by Dutch investors who lost money, the Dutch FIOD investigated the investment and
5 people who were part of this boiler room organization were arrested in November 2013. These
fraudsters had been active since 2004 and the total amount of lost investments was estimated at 10
million euro’s.192
In February 2012, Erwin Thomas Speckert was arrested in Winnipeg, Canada, while carrying 1,3 million
US $ in cash on him. Speckert was the president of the Everest Asset Management Corporation in
Switzerland and was suspected of money laundering. After an investigation by the police and the
Canadian B.C. Securities Commission (BCSC), they reported that Speckert had been charged with the
illegal trading in penny stocks.193
The BCSC had discovered that there was a large scale pump-and-dump scam in operation. On July 31,
2012, the BCSC therefore halted all trading in shares of Quest Water Global Inc. on grounds that
“circumstances exist or are about to occur that could result in other than orderly trading of the
securities of Quest”. The BCSC discovered that Quest Water Global Inc. was being promoted by a host
of internet tout services which were all owned or controlled by a firm based in Frisco, Texas, controlled
by Colin McCabe. This person was paid € 900,000 by Everest Asset Management for the promotional
campaign of Quest Water Global Inc.194
It was also discovered that the Erwin Speckert paid $ 2.65 million to McCabe to promote a bulletin
board company called Guinness Exploration Inc. by way of his newsletter, The Elite Stock Report.
Guinness peaked at $1.30 in February 2010, when Collin McCabe’s newsletters were in full circulation.
The stock plummeted afterwards and was in 2012 trading at a fraction of a cent.195
According the BCSC this was just the tip of the iceberg. McCabe also published a penny stock newsletter
called The stock Profiteer under the alias Joe Marino and The Resource Stock Advisor under the alias
Roger Gaines. The commission alleged that, from October 2009 to July 2010 McCabe’s companies
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http://www.blogspan.net/press/strong-buy-fr-ocpn-fashion-holding/mitteillung/73478, (2014).
http://www.moneyhouse.ch/u/icon_fashion_holding_ag_in_liquidation_CH-020.3.033.253-4.htm, (2014).
http://nos.nl/artikel/572662-miljoenenfraude-met-nepaandelen.htm, (2014).
Christian Bütikofer: ‘Schweizer Vermögensverwalter in Kanada angeklagt’. Handelszeitung 27.03.2013.
http://www.handelszeitung.ch/unternehmen/schweizer-vermoegensverwalter-Kanada-angeklagt, (2014).
David Baines: ‘Swiss operative behind promotion of North Vancouver water company’. Vancouver Sun,
August 10, 2012. http://www.vancouversun.com/business/Baines+Swiss+operative+behind+promotion+
North+Vancouver+water/7074172/story.html, (2013).
David Baines: ‘Don’t ask, don’t tell’ policy pervaded pennystock promotion dealings.’ The Vancouver Sun, December 11, 2012.
http://www.vancouversun.com/business/David+Baines+tell+policy+pervaded+penny+stock+promotion
+dealings/76842 16/story.html, (2013).
Peter Kennedy: ‘Regulators are targeting a British Columbia publisher who touted Guinness Exploration and other U.S. Bulletin
Board stocks.’ August 2, 2012.
Read more at http://www.stockhouse.com/community-news/2012/aug/2/stockhouse-short-report--b-c--man-faces-guinnessp.aspx#IfuJBsYwdwffeP0e.99, (2013).
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invoiced Emma Marketing Services Inc., a British Virgin Island company controlled by Speckert, a total
of $ 8.2 million for touting various bulletin board companies.
The BCSC was not amused at the outcome of the investigation and stated: “By facilitating the secret
promotion of securities in or from British Columbia, the respondents [Erwin S. and Collin M.] harmed
the reputation and credibility of the province’s securities market and regulatory environment.”196
In April 2014 the BCSC concluded during a hearing, that Mr. Colin McCabe misled investors with his
inflated claims and acted “contrary to the public interest when he wrote promotional articles without
doing any apparent research, without verifying facts about the companies he touted, and without
relying on any concrete information to support his conclusions.” 197
In July 2014 the BCSC panel had found that McCabe, made misrepresentations and other misleading
statements when promoting three companies traded on the OTCBB in the United States. The panel
also found that Speckert facilitated secret payments to the tout sheet publisher in connection with one
of the promotions.198
The panel also discovered that between October 2009 and July 2010, Colin McCabe, of Abbotsford,
B.C., featured the following three OTCBB-listed companies in his Elite Stock Report tout sheet: Quest
Water Global Inc., Tuffnell Exploration Ltd. and Gunpowder Gold Corp. The panel concluded that
McCabe “wrote and published grossly misleading reports while acting on retainer from third parties
without knowing, or even inquiring, as to the parties’ interest in the promotion, or its purpose.” The
panel also concluded that McCabe “facilitated clandestine payment arrangements.” The hearing panel
wrote in its decision. “The reports are clearly designed to significantly stimulate trading volumes in the
shares of the companies targeted in the reports in order to artificially increase their stock prices.”
The panel concluded also that Speckert engaged in conduct contrary to the public interest. Speckert
should “have known that the purpose of these arrangements was to conceal the relationship between
the unknown persons and McCabe,” the panel said. “Speckert’s facilitation of secret payments to
McCabe made him an active participant in the process and was an essential part of the promotion.”
The hearing panel rejected Mr. McCabe’s arguments that investors knew the articles were paid
advertisements that contained statements of “corporate optimism,” ruling the reports were “blatant
touting, not mere advertising.”
Lang Evans, manager of special investigations at the BCSC, said the case sheds a harsh light on
egregiously promotional newsletters, saying they reinforce perceptions that B.C. is a haven for penny
stock frauds.
On January 16, 2015, Colin McCabe filed a notice of application for leave to appeal with the British
Columbia Court of Appeal. On 27 April 2015 the Court of Appeal for British Columbia199 decided that
the application for leave was granted in relation to one question only: whether the British Columbia

196
197
198
199

David Baines: ‘Swiss operative behind promotion of North Vancouver water company’. Vancouver Sun, August 10, 2012,
(2013).
Janet MCFARLAND: ‘Newsletter author accused of hyping stocks to artificially raise prices’. The Globe and Mail, July 15,
2014.
News release: http://www.bcsc.bc.ca/ViewDocument.aspx?DocNum=M7S7K6G6P7O2M7Q8T6C0E7DBB7Y3. July 15, 2014,
(2015).
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Securities Commission had jurisdiction to sanction Mr. McCabe for the misrepresentations in the
February, March and May 2010 editions of Elite Stock Report. On November 2, 2015 the Court of
Appeal heard Mr. McCabe's appeal application.200 The new verdict is unknown to the author.
In March 2013, the Utah SEC (U.S.A.) also went to court in order to demand a jury trial against
defendant Colin McCabe.201 The opinion of the Utah SEC implied the following:
“1st - According to the Utah SEC, defendant M. is a stock promoter who published three
newsletters that targeted United States investors: Elite Stock Report, The Stock Profiteer and
Resource Stock Advisor. Using these publications and through other mass mailings, M. touted
various stocks to investors while making false and misleading representations and omissions,
and receiving substantial fees for himself which were not disclosed to his subscribers.”
2nd - (…).
“3rd - From at least early 2008 through 2011, M. falsely claimed, among other things, that the
recommendations in his newsletters and promotional mailings were based on extensive
research, a research team, professional experience and contacts, while in fact they were not.
He failed to disclose to his subscribers that he was paid substantial sums to recommend at least
ten of the same stocks in his other publications and he made false and misleading statements
about the assets of one of the issuers he recommended; Guinness Exploration Inc.
4th M.’s claims misled investors who bought and sold stocks based on his recommendations.
M’s touting boosted the prices of stocks he pushed for a short time only, harming subscribers
who followed his advice because the stock prices declined after the initial promotion. M.
received approximately $16 million in fees for promoting ten stocks that he also touted to his
subscribers under false pretences.”
The above is merely an introductory summary of the allegations. If you would like to read the full
version, the author suggests to download the text.202
In April 2017 the U.S. SEC announced enforcement actions against 27 individuals and entities behind
various alleged stock promotion schemes that left investors with the impression they were reading
independent, unbiased analyses on investing websites while writers were secretly compensated for
touting company stocks.203

4.9

Utilizing professional looking ‘look-a-like’ and cloned websites

In his dissertation about share purchase fraud (nearly synonymous to boiler room fraud), the author
Berry points out that this kind of fraud is not a new phenomenon, but rather a constantly changing
one.204 The evolving use of computers and other modern telecommunication techniques have made it
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Berry, (2011), dissertation page 9.
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possible for boiler room operators to greatly reduce their overhead and enhance their efficiency, as
well as increasing the physical as well as digital distance between themselves and their businesses in
order to prevent the discovery of their illegal activities and to avoid suspicion of who exactly is behind
the scams. The Australian ACC emphasises that these crooks are enabled by the internet like never
before and that the internet has been the equivalent of steroids for most investment scams.205
Apart from the long reach that the internet gives to fraudsters, it also allows them to impersonate
reputable and long vested enterprises. This has occurred in cases where trade names were adopted
that are very similar to those of existing reputable firms. Thanks to the internet, fraudsters can even
go a step further and create a copycat or cloned website.
Boiler room organizations have not only started using lookalike names, but with the help of
professional website builders they are able to create clone websites that are very similar to those of
actual law abiding companies. In a recent New Zealand case, the Ministry of Consumer Affairs warned
against a fake Japanese company called Sumitomo Mitsui Financial Corporation. The government
spokesman himself was impressed by the website and the documentation that appeared to be very
genuine. The scammers were sending legitimate-looking payment instructions accompanied by refund
documents offering 'protection if the sale falls through'.206
According to the SFC-HK, a fraudulent copycat website usually adopts a website name as address which
is very similar to or contains part of the name of a legitimate financial institution, its subsidiaries or
associates. 207 Fraudsters may copy legitimate websites and build their own with similar URL's to
disseminate false information, or to induce unwary investors to transfer funds into their bank accounts
or submit personal information. Sometimes, fraudsters may also translate the name of a legitimate
website into a language used by the investors, such as Chinese, as its domain name. Investors may
then be led to the fraudulent website when they type in the translated name using internet search
engines. The fraudulent websites may contain links to the websites of other financial institutions which
are not authorised and where there are no affiliations between the fraudsters and the legitimate
financial institutions. These websites may contain contact details for the public to verify the
authenticity of the organizations which are, however, answered by the fraudsters themselves.
In general, operators of fraudulent copycat websites will attempt to create the impression that their
websites represent those of legitimate financial institutions or that they are somehow related to or
affiliated with these financial institutions.
It is highly recommended to take a close look at the track record of a boiler room and to compare this
with the information on its website. The SFC-HK208 e.g. issued a warning on its site regarding Herrington
Global because their address did not check out. Forex Conclusions, an investigation firm, noted that
there were more reasons to be careful with Herrington Global. First of all, in the website footer, the
broker indicates to have been founded in 2001 even though the website domain was registered in
2013.
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Ashley Hall: 'Investment scams on the rise as fraudsters target Australia', ABC News, July 9, 2012.
www.abc.net.au/worldtoday/content/2012/s3541725.htm, (2012).
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(2013).
http://www.hkiec.hk/web/en/investment/misconduct-and-scams/scam-websites/copycat-website.html, (2014).
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Secondly, the company claimed to be “one of the largest futures and options brokerage advisory in
Asia”. According to Forex Conclusions, they had never heard of the company before and its website
seemed to have a very low number of visitors.209

4.10

Use of Search Engine Optimization

In March 2016, The Times of Israel reported that malafide binary option firms based in Tel Aviv were
utilizing search engine optimization (SEO).210 Part of search engine optimization is the use of legitimatelooking third party websites that give warnings against some, already exposed, binary option fraud
firms, but then proceeds to recommend one or more dubious binary options firms.211
A newspaper article in March of 2016, ‘The wolves of Tel Aviv: Israel’s vast, amoral binary options scam
exposed’, takes a closer look at Search Engine Optimization. Israel is, according to The Times of Israel,
a global leader in the online marketing and search engine optimization. This expertise has plainly been
applied by fraudulent binary option firms, whose affiliated sites show up high in Google searches,
sending unsuspected and naive clients their way. By manipulation of Google’s search engine, these
malafide firms successfully alter search results to their advantage. According to The Times of Israel, the
industry is skilled in manipulating Google. Anyone trying to research the binary option industry on
Google is directed to supposedly informative websites. “Upon closer examination, however many of
these ‘helpful’ sites themselves turn out to be affiliates of the binary option companies.” 212

4.11

Abusive use of cloned names and cloned registration numbers

The British FSA warned the public in 2011 about boiler rooms using names and FSA-registration
numbers of legitimate registered individuals or firms in order to give the appearance of
trustworthiness, convincing investors of its legitimacy. This form of theft is called ‘cloning’ and the FSA
admitted that it was a growing problem.213
In April 2011, it was discovered that an investment firm by the name of Worldwide Risk Consultants
had been calling investors and volunteered to hand over its FSA registration number before trying to
sell over-priced shares. The name and number provided were both in the FSA-register, which includes
EU-firms that were granted permission to operate in other EU-countries via a 'passport' in the UK.214
The name and number, as it turned out, were, however both stolen from a legitimate German firm
involved in reinsurance which had nothing to do with investments. The FSA therefore issued an alert
to warn people about Worldwide Risk Consultants.215
Around the same time, a person calling herself Kerry Duffain, phoned investors saying that she was
representing the London-based investment firm of Weizmann & Young. She assured investors she was
FSA-registered and gave them her FSA-registration number. The number matched, but after a
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more thorough check and examining the FSA register, one would learn that the real Kerry Duffain held
a senior management position at a London hedge fund. 216 A more common name for this kind of
stealing is ‘identity theft’.
In 2014, the FCA (successor of the FSA) created a special webpage to warn consumers against the
tactics of fraudsters who were pretending to be genuine by using the names, firm registration numbers
(FRN) and addresses of firms and individuals authorized by the FCA,. This is what the FCA calls a ‘cloned
firm’.217
Examples and warnings of boiler room website clones are published on the website of the U.K.
FSA/FCA:218
1.

Clone ‘Infinia Securities’, http://www.infinia-securities.com/ refers to the FSA authorised
Austrian firm INFINIA GmbH. (FSA Firm Registration Number: 491245);

2.

Clone ‘MAYERTHOMAS.COM’, refers to the FSA-registration number of Paul John Fairbrother,
(FSA registration: PJF01085);

3.

Clone ‘SNS Reaal Group’, (Clone-website: www.onlinesnsbk-nl.com), is a clone of/refers to the
Dutch SNS Reaal and http://www.snsreaal.nl/home;

4.

Clone ‘Allass BVBA Advisory Group’, (clone-website: www.allassbvba.com) is a clone of /
refers to the Belgian company D. Vermuyten BVBA, (FSA EEA authorisation number 451087);

5.

Clone ‘ING Investment Management’, in name a clone of / refers to ING Investment
Management (UK) Limited (FSA authorisation: 565503) and ING Asset Management B.V. (EEA
Authorised: 210507),

6.

Clone ‘St. James’s Asset Management LLP / James’s Investments’, it refers to the FCA
authorised firm ‘St James’s Asset Management LLP’, FCA-reference number: 590143.219

7.

Clone ‘Castle Finance Direct’ clone of/refers to the FCA authorised firm ‘Castle Finance Direct
Limited’, Interim Permission number: 544662.220

8.

And in August 2015 the FSA warned against clone ‘Tilney Asset Management’ Website:
www.tilneyassetmngt.com. Email: contact@tilneyassetmngt.com , clone of FCA authorized
firm, ‘Tilney Investment’. Management, Firm reference number: 124255). 221

In March 2013, the Belgian FSMA warned the public about the activities of clone ‘Cartius Finance’, a
company that was supplying investment services without a permit. This enterprise had no connection
whatsoever with the BVBA Cartius Finances, which is registered under number 109220 in the register
for insurance intermediaries tracked by the FSMA.222
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In September 2015, The Belgian FSMA warned the public against the activities of clone ‘Arian
Financial’ a company that offered investment services.223 Arian Financial (cloned firm) used a Belgian
telephone number (02/808.59.68). The contact person was someone by the name of Mr Regis Weber
(regis. weber@arian-financial.com). Arian Financial (cloned firm) had usurped the identity of the
legitimate ‘Arian Financial LLP’, a company with registered offices in London (12 Appold St, London,
U.K., EC2A 2AW), authorized in the U.K. (authorization number 415230).
The cloned firm of Arian Financial had announced its intention to provide investment services in
Belgium under the free provision of services. However, these two companies are totally unrelated.
They have, in fact, different contact details. Arian Financial (cloned firm) therefore was not an
authorized investment firm in Belgium. It was not allowed to provide investment services in or from
Belgium. Moreover, according to the information available to the FSMA, the activities could be of a
fraudulent nature, i.e. boiler room fraud. More information on this form of fraud is available in the
press release published by the FSMA on 10 September 2015. The FSMA therefore strongly advised
against responding to any offer of financial service made by the cloned firm of Arian Financial and
against transferring money to any account number it might mention.

4.12

Using and referring to fake regulatory website authorities

Boiler room call center employees might suggest they can prove they are genuine by referring to
impressive looking websites or fake agencies with official sounding names for which they eagerly
provide links.224 These bogus regulatory websites are often set up by the fraudsters themselves in order
to deceive unwary investors and lead them to believe that certain unauthorised brokers or banks are
supervised by a statutory regulator. These websites are sophisticated and often contain up-to-date
finance news to create a false impression of authenticity.225
Being aware of this tactic, Franklin L. Widmann, Chief of the New Jersey Securities Bureau and
President of the North American Securities Administrators Association (NASAA), warned back in 2005
already, that several ‘fake regulators’ had been brought to the attention of state securities regulators.
These fake regulators claimed to be based in the United States and often targeted overseas investors.
Widmann identified a number of phantom fake regulators, including:
• the Regulatory Compliance Commission,
• the International Regulatory Commission,
• Offshore Investors Protection Association, and
• the International Exchange Regulatory Commission.
Each of these entities had websites and listed addresses and telephone numbers in the U.S. but none
had any relation to actual regulatory agencies or organizations.226

NASAA warning signs against fake regulatory agencies:
1st

You cannot find references about them on any regulatory website.

223
224
225
226

File:///C:/Users/Gebruiker/Downloads/2015-09-10_arianfinancial.pdf, (2015).
ACC 'Serious and Organised Investment Fraud in Australia', report, page 14 and 15, (2012).
http://www.boiler-rooms.org/fake-regulators/, (2013).
http://www.nasaa.org/6910/nasaa-warns-investors-to-beware-of-phantom-regulators/, (2005).
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If you cannot locate information about the “regulator” on the site of the International
Organization of Securities Commissions, www.iosco.org, they probably are not a legitimate
regulator.
2nd

They endorse or approve any investment opportunity, stock, or company.
Legitimate regulators are not in the business of promoting any deal. They only enforce
securities laws and ensure fair dealing.

3rd

They say that paying a fee is meant to “release restricted shares”.
But this is nothing more than the latest version of the age-old ‘advance fee’ schemes.

4th

Little or no information about the “regulator” appears in internet search engines.
Any legitimate regulator should generate hundreds of entries in any internet search engine.

During the last few years, the U.S. SEC received complaints from investors and others, including foreign
securities regulators, about securities solicitations made by entities claiming to offer investments
endorsed, approved, or otherwise supported by governmental agencies, including the SEC, or
international organizations. In 2013 the SEC warned for bogus regulators and SEC impersonators and
in an effort to warn the public about these bogus entities, the SEC is posting a list of ‘Fictitious
Governmental Agencies and International Organizations Associated with Soliciting Entities’ on the SECalert list. This list is called the PAUSE-list.227
On the website of the Australian ASIC, a list of fake regulators and exchanges has been published as
well.228 The ASIC warned investors not to deal with these international organizations. These were
fake entities and no genuine government regulators exist that bear these names. On the alert list, on
the website of the SFC-HK, several names of fake regulators were also mentioned.229
Already in 2012 the Dutch AFM issued warnings on its website regarding a fake regulator known as
‘Financial Services Regulator of Amsterdam’ (FSRA). In prospectuses that came from boiler rooms,
the impression was created that the FSRA in The Netherlands was monitoring the Financial markets.
This was not correct, monitoring of the Dutch Financial Market is done by the AFM and De
Nederlandsche Bank (DNB). The FSRA was nothing more than a criminal endeavour.230 And in 2011
the Belgian financial authority FSMA sent out a warning regarding the fake regulator ‘Financial
Services Regulatory Authority of Belgium’ (FSRAB). The FSRAB was also a non-existing entity. Its
website went offline after the warning.231
On websites managed by private parties, one can also find warnings against fake regulators. The
American website of the due diligence investigating bureau 'Economic frauds $' belongs to this
group.232 They publish warnings on their website and deliver reports for a fee.233

227
228
229
230
231
232
233

http://www.sec.gov/investor/oiepauselistfake.htm, (2013).
https://www.moneysmart.gov.au/scams/companies-you-should-not-deal-with/fake-regulators-and-exchanges, (2015).
http://www.sfc.hk/web/EN/alert-list/, (2013).
http://www.afm.nl/nl-nl/professionals/nieuws/2010/nov/waarschuwing-fsra, (2015).
http://www.fsma.be/nl/Search.aspx?q=FSRAB (01-07-2011), (2015).
https://economicfrauds.net/warnings, (2015).
https://economicfrauds.net/reports, (2015).
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4.13

Abusive use of a ‘controlled’ bank

The Ponzi-fraudster Sir Allen Stanford was owner of the Stanford International Bank (SIB) which was
established on the Caribbean island of Antigua. Stanford was initially accused of having defrauded an
amount of approximately $ 9.2 billion. 234 $ 8 billion submitted by SIB-customers apparently had
disappeared without a trace. Stanford had committed a Ponzi-scheme, through his own bank SIB
and through his company Stanford Allocation Strategy. He had sold short-term investment paper
and promised returns of more than 10%. The scam remained undiscovered for a long time because
Stanford used falsified bank documents and a falsified ‘track record’ (performance history). In June
2012, Stanford was sentenced to 110 years’ imprisonment. 235
It is a known fact that the Filipino Amador Apungan Pastrana, who headed a boiler room syndicate in
the year 2000, had bought a small Philippine bank called Northpoint Development Bank. In a
prospectus, Pastrana renamed the bank into United Resources Bank (URB). By pumping in additional
cash and merging with more banks, this institution could be used as a depository by any boiler room.
However, the Philippine Central Bank authorities discovered that there was a SEC-investigation in
progress against some of Pastrana’s companies and therefore rejected the sale of Northpoint to
Pastrana and the issuance of a banking licence.236
Pastrana was also part of a group that had bought WMP Bank AG in Vienna (Austria) in November of
2000. This bank was renamed General Commerce Bank (GCB). In 2001 newspapers in Vienna had
already reported that the FBI had started in August 2001 an investigation, against a worldwide gang of
fraudsters who allegedly bilked a gigantic 15 billion Austrian Schilling (US $ 1 billion) from clients. After
the police raided the bank, it was closed and in 2001, it went bankrupt. Reports available on the
internet said that the bank had been converted into a brokerage house that had become the nerve
centre of this large-scale scam. Citing a FBI dossier, the reports stated that perpetrators of the scam
were Manila- and Los Angeles based Amador A. Pastrana, ‘the mastermind of the operations’ and three
other fraudsters.237
In 2007 a background article was issued on the German website Nachrichten Heute, about how the
Austrian WMP Bank AG had been taken over by a group of fraudsters, amongst them Amador Pastrana,
and the suspected arms dealer Adnan Kashoggi. They became the dominating shareholders in the
‘WMP’ bank by buying up the shares and increasing the share capital, thus gaining control over the
bank, and turned it into a boiler room bank. In nearly one year’s time, they succeeded in selling
worthless promissory notes and other securities worldwide.238

234
235
236
237
238

Marie Colvin: ‘$ 8bn ‘missing’ from Allen Stanford’s offschore bank’ and ‘The Antigue Triangle’, The Sunday Times February 22,
2009.
Anna Driver and Eileen O'Grady: ‘Allen Stanford sentenced to 110 years in prison.’
http://www.reuters.com/article/2012/06/14/us-stanford-sentencing-idUSBRE85D17720120614, (2012).
Sheila Samonte-Pesayco: ‘Laws, raids fail to thwart Boiler Room activities’, Philippine Center for Investigative Journalism,
update April 17, 2002. http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activities.
Sheila Samonte-Pesayco: ‘Laws, raids fail to thwart Boiler Room activities’, Philippine Center for Investigative
Journalism, update april 17, 2002. http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activities, (2013).
Dr. Alexander von Paleske: ‘Der Fall Hypo-Alpe-Adria- Bank (Skandalpe) - Ein österreichisch-deutsches Schmierenstück.’ In
‘Nachrichten Heute’. http://oraclesyndicate.twoday.net/stories/3776461./, (2013).

71

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

72

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

5.0

PREVENTION AND PUBLIC WARNINGS AGAINST BOILER ROOMS

5.1

Introduction

This chapter takes a closer look at preventive measures established by authorities and private parties
and further examines the need for prevention and education. Both prevention and education are of
increased importance because more people are expected to save for their own retirement. This
summary includes, but is not restricted to, ways to control the multi-headed boiler room monster. As
mentioned previously, there are indications that fraudsters who used to be involved with boiler rooms,
also specialized in the Forex trade and cryptocurrency. Therefore, this chapter also takes the
opportunity to point out some of the risks associated with Forex now and cryptocurrency in the near
future.

5.2

Worldwide

The IOSCO receives alerts and warnings from its members about firms which are not authorized to
provide investment services in the jurisdiction which issued the alert or warning. Some of the alerts
or warnings are about unauthorized firms using names similar to those of authorized firms or about
unauthorized firms falsely claiming to be associated with authorized firms.
The alerts and warnings included in the attached list are provided by IOSCO members on a voluntary
basis. The contents of the alerts and warnings are the responsibility of the IOSCO member who issues
them. IOSCO emphasizes that the list published on its website is by no means complete.239
Look for a list of known 'boiler boom names' on the website of IOSCO and on the national warning
lists published by the national financial authorities.240

5.3

Europe

In September of 2012, the website of the Paris based European Securities and Markets Authority
(ESMA), also warned against unauthorised activities by investment firms on the internet in an article
titled: "Pitfalls of online investing." 241 ESMA, along with the authorities in member states of the EU,
observed an increase in investor complaints regarding unauthorised activities on the internet.

ESMA investor warnings:
•

If it is not obvious from a firm's website that it is authorised, then it is most likely not
authorised.

•

If a firm appears to be authorised, double-check its authorisation on the website of national
regulators. (See www.esma.europa.eu/page/Investment-Firms for list of national EU-regulators).
Not all firms operating on the Internet have permission to offer investments. They may only be
authorised to perform certain specific activities or they may be fully operating illegally, selling
risky or non-existing products to unwary gullible victim.

239
240
241

http://www.iosco.org/investor_alerts/, (2014).
http://www.iosco.org/investor_alerts/, (2014).
ESMA: 'Pitfalls of online investing,' 10 September 2012. www.esma.europa.eu/system/files/investor_warning_1.pdf, (2013).

73

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

•

Remember, if it sounds too good to be true, it probably is.
Online advertisements or claims can be very persuasive. Be wary of claims that an investment
will make incredible gains or has a huge upside. Claims like this often signal high risk investments
or potential fraud.

•

Be cautious of the use of the terms 'safe', 'secure', 'protected' and 'guaranteed'. Every
investment entails some level of risk and this is reflected in the rate of return you can expect to
receive.

•

Dealing with a firm that is not authorised to provide investment services and activities means
that you will likely lose your money, irrespective of the result of the transaction executed and
you will not have access to the national protection schemes available to investors dealing with
authorised entities.
You should search the ESMA-Register to ensure a firm is regulated by us before you hand over
any money. If it is not regulated by us and things go wrong, you will not have access to
complaints procedures or compensation schemes.

•

5.3.1 Belgium
In July 2014 the Belgian oversight agency FSMA once again warned the public with regards to the
activities of several boiler rooms that were approaching Belgian consumers. The perpetrators in
question were ‘Inter Global Equity’, ‘Herrington Global’, ‘Meta Capital Partners Ltd’, ‘Sigma Capital
Advisors’ and ‘Ridgewood Securities’.242
None of the enterprises mentioned above had, according to the FSMA, permission or license to operate
investment or credit businesses in Belgium and were certainly not allowed to provide investment
services in or from Belgium. Because they operated through telephone and the internet from foreign
soil, it is difficult to prosecute them. The FSMA advises strongly against responding to offers from these
services or to transfer funds to their bank accounts.
Specific warnings regarding ‘Inter Global Equity’, ‘Herrington Global’, ‘Meta Capital Partners Ltd’,’
Sigma Capital Advisors’ and ‘Ridgewood Securities’ can be found on the FSMA’s website. Additional
information about the continued operations of these boiler rooms and/or companies not licensed to
operate on the Belgian market can perhaps still be found on the internet.

•
•
•
•
•

Inter Global Equity: http://www.interglobalequity.com/#!home/mainPage, (2014).
Herrington Global: http://herringtonglobalcom.wordpress.com/, (2014)
Meta Capital Partners Ltd: http://www.meta-capital-partners.com/contact.php, (2014).
Sigma Capital Advisors: http://sigmacapitaladvisers.com/Sigma Capital Advisors , (2014).
Ridgewood Securities: http://www.rwsecurities.com/about.php, (2014).

The above mentioned websites came across as very professional.

242

http://www.fsma.be/~/media/Files/fsmafiles/press/warnfsma/2014/nl/2014-07-28_boilerrooms.ashx, (2014).
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In February 2015 the FSMA warned the Belgians against the activities of other boiler rooms who
contacted Belgian inhabitants and were not authorized by the FSMA to do investment services in or
from Belgium. The FSMA referred to:

•
•
•
•

Hawk Trade, www.hawktrade.com, (2015);
Saito Mergers & Acquisitions, www.saitomergers.com (2015);
White-Miller Associates, www.white-miller-associates.com, (2015);
and Global Strategy Capital Markets Ltd. www.gscm-limited.com, (2015).

Additionally, in September 2015, The Belgian FSMA issued public warnings regarding the activities of
various boiler rooms that were contacting Belgian consumers. These were ‘Peston & Sons Securities’,
‘Jones Shaw Capital Partners’, ‘Neuberger and Co. Wealth Management’, ‘Arian Financial’ (cloned firm,
see § 4.11), ‘Dashan International’ and ‘Norikura-Global’. 243 The companies named above are not
authorized investment firms or credit institutions in Belgium and may under no circumstance offer
investment services in or from Belgium. Therefore the FSMA again strongly advised against responding
to any offers of financial services made by the above companies and against transferring money to any
account number they might mention.
The FSMA wishes to repeat that boiler room fraud is a type of fraud that involves contacting customers
unasked, often by telephone, offering to sell them little-known shares or exotic financial products.
Although the boiler rooms often claim to be an authorized service provider with a professional website
and forms to fill out, they are in reality swindlers who offer fictitious or worthless shares or products.
As a rule, the consumer is enticed to make an initial limited investment that appears to be profitable
at very short notice. Next the consumer is asked to make more and more additional investments. But
unlike with the first, limited investment, the new investments lose money and/or when a consumer
wants his money refunded, it turns out to be impossible unless he or she makes further payments.
Fraudsters running such operations often do not hesitate to put the consumer under severe pressure
(hence the term boiler room).
The FSMA has noted that Belgian company managers and directors seemed particularly targeted by
several of these boiler rooms.
More generally, in order to try to prevent further fraud,

The FSMA recommended in 2015 that investors:
•

Always verify the identity of the company (company identity, home country, etc.). If the company
cannot be clearly identified, it should not be trusted. If the company is located outside the European
Union, the investor will also have to be aware of the difficulty of legal recourse in the event of a
potential dispute.

•

Consult the warnings published on the FSMA website as well as on the website of foreign
supervisory authorities or of IOSCO, not only as regards the investment firm but also, where
applicable, the beneficiary of the account whose number is provided by the latter.

243 http://www.fsma.be/en/Site/Repository/press/warnfsma/2015/2015-09-10_boilerrooms.aspx, (2015).
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•

Since 17 July 2015, all the boiler rooms about which the FSMA has already published a warning are
included in the “List of companies offering investments in binary options and forex products, and
of boiler rooms, all operating unlawfully in Belgium” published on the FSMA website.

•

Please note: the fact that the FSMA has not published a warning about a company does not mean
that the latter holds a valid authorization. While the FSMA seeks to ensure that it publishes
warnings in a timely manner, it is entirely possible that the activity of a given company that is acting
illegally on the Belgian market may not yet have been reported to it, all the more so since
unauthorized companies tend to change names regularly.

•

Check whether the investment firm holds an authorization by consulting the lists of persons
authorized to provide regulated financial services that are published on the FSMA website under
the tab "financial service providers".

•

Be wary of unsolicited phone calls/emails (cold calling), i.e. where no prior request has been made
by the investor. Such calls are often indications of an attempt at fraud.

•

Be wary of requests to transfer money to a country without any connection to the issuing company
or with the State of which the investor is resident.

•

Be wary of completely disproportionate returns. In this regard, it is frequently the case that
fraudsters present significant earnings at the beginning, until the day when the investor asks to
withdraw the funds invested;

•

Be wary not to accept uncritically the information provided by such companies. More specifically,
it is not because a company claims to be authorized by a given State's supervisory authority that
this is necessarily so. Investors should be sure always to verify the information they are given.

•

Investors should also beware of "cloned firms": Companies that pass themselves off as different,
lawful companies even though they in fact have no connection useful in order to detect potential
fraud of this sort.

•

Investors should also be wary of any purported guarantees linked to their account: if an offer is
fraudulent, the guarantee promised is equally so.

•

Ask their intermediary for clear and comprehensible information. Investors should refrain from
investing if they do not fully understand what is being offered.

•

Be all the more suspicious if the company makes the payout of returns conditional on an additional
payment and/or the payment of a tax. These additional demands are often the sign of fraud.

•

More than ever, prudence is necessary. In case of any doubt, don't hesitate to contact the FSMA
directly (email: info@fsma.be). As well, please feel free to notify it of any suspicious company that
has not yet been the subject of a warning by the FSMA.
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5.3.2 The Netherlands
In The Netherlands the AFM and the Fraudehelpdesk 244 are the ones providing information and
warnings about boiler rooms and other scams. Both entities publish warning lists on their websites.245
From February of 2013 until now the AFM places information about boiler rooms on their website in
addition to a convenient roadmap for consumers, published to prevent scams by boiler rooms.

Helpful tips from the Dutch AFM to investors:
•

Never engage or participate in a share sale made by telephone or email. In case of a telephone call,
hang up immediately. Usually they are very persistent; don’t enter into the conversation but
terminate the call at once.

•

Consult the registers of the AFM or the website from the foreign supervisor where the institution is
located - to determine if they possess the required permits. Call the organization with the data you
acquired from the registers in order to confirm who they are;

•

Check the internet by using search engines to determine if there is anything known about the offer.

•

Are there extreme high profits proposed in the future, or is the offer too good to be true? Then
most likely, it isn’t true!;

•

Never pay a restriction fee, or any other vague charge, to unknown organizations;

•

Check the name of the shares on the internet through search engines;

•

Be extra guarded when companies or persons ask to transfer money to a foreign bank account or
through so called money transfer systems;

•

Have a look at the national warning lists as well. The ‘warning list Boiler Room’ contains names of
companies that are known to have offered people unsolicited investment advice. The AFM has
determined that the companies on this list do not possess a permit issued by the AFM or a
European passport. The AFM advises investors not to engage in offers from organizations
mentioned on this warninglist;

•

Also, look at the warning list of IOSCO. Here you can find warnings from associated foreign
supervisors.

On the website of the Dutch AFM, (potential) victims of boiler rooms are encouraged to inform the
AFM about unwanted phone calls and phone calls from brokers who are not registered with the AFM
or DNB.246

244
245
246.

http://www.fraudehelpdesk.nl/zoeken?search_term=boilerroom, (2013 and 2017)
https://www.afm.nl/nl-nl/consumenten/themas/waarschuwing/boilerrooms, (2017).
https://www.afm.nl/nl-nl/consumenten/themas/klacht/melding-afm, (2017).
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The Dutch AFM references three warning lists:

•
•
•

A current list containing various warnings from several sources;247
A current list maintained by AFM of boiler room warnings operating in the Netherlands;
A current list of warnings AFM has collected from international supervisory bodies.

5.3.3 United Kingdom
The last few years have seen some remarkable developments in the realm of fighting financial fraud in
the United Kingdom.

5.3.3.1

The National Fraud Authority

The National Fraud Authority (NFA) was launched in 2009, as an umbrella government organization to
coordinate and oversee the fight against fraud. Since its inception, the NFA has led the UK’s fight
against fraud in all sectors.248 The NFA objectives in 2009 were:

•
•
•
•

to protect the public by overseeing the implementation of Fighting Fraud Together;
to lead and co-ordinate activities under Fighting Fraud Together ;
to measure the scale and breakdown of the cost of fraud to the country;
to deliver the ‘Action Fraud’ service , the national reporting center for fraud and internet crime.

In December 2013, The Home Secretary confirmed that responsibility for Action Fraud was to be
moved from the NFA to the National Police Service Lead for Economic Crime, which is also overseeing
the National Fraud Intelligence Bureau (NFIB).249 The decision was part of a wider re-organization of
the Government’s national fraud response, which saw the NFA closing and its strategic development
and threat analysis being transferred to the National Crime Agency. The changes will further support
the National Crime Agency’s role in leading the fight against serious and organised crime.

5.3.3.2

The Action Fraud programme

The NFA introduced the ‘Action Fraud’ programme in 2009. Action Fraud is the U.K.'s national fraud
and internet crime reporting centre. It provides a central point of contact for information about fraud
and financially motivated internet crime.250 Victims and potential victims are invited to report several
kinds of fraud.251 Action Fraud refers all fraud crime cases and information on fraud to the NFIB.
One website page of Action Fraud is entirely dedicated to boiler room fraud. Visitors of this page could
or can read about the inner workings of boiler rooms and the warnings issued for these scams.252
If the visitor is already a victim of share sale fraud, he or she is invited to take the following steps:

•

247
248
249
250
251
252

Report the fraud to Action Fraud;

http://www.afm.nl/nl/en/consumenten/risico/waarschuwingen/waarschuwingenlijst-boiler-rooms.aspx, (2015).
https://www.gov.U.K./government/organizations/national-fraud-authority/about#objectives, (March 2014).
http://www.cityoflondon.police.U.K./advice-and-support/fraud-and-economic-crime/nfib/nfib-news/Pages/action-fraudmoves.aspx, (March 2014).
http://www.actionfraud.police.U.K., (March 2014).
http://www.actionfraud.police.U.K./report-a-fraud-including-online-crime-questions, (March 2014).
http://www.actionfraud.police.U.K./fraud-az-boiler-room-fraud, (March 2014).
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•
•
•

Break off all contact with the fraudster at once;
Alert your bank immediately if you’ve given the fraudsters your bank account details;
Keep any written communications you’ve received from the share sale fraudsters. This may help
you to give evidence to the authorities;

Action fraud also issued in 2014 a warning regarding fraud recovery frauds, with the words:

“BE AWARE THAT YOU ARE NOW LIKELY TO BE A TARGET FOR OTHER FRAUDS. FRAUDSTERS OFTEN
SHARE DETAILS ABOUT PEOPLE THEY HAVE SUCCESSFULLY TARGETED OR APPROACHED, USING
DIFFERENT IDENTITIES TO COMMIT FURTHER FRAUDS;
PEOPLE WHO’VE ALREADY FALLEN VICTIM TO FRAUDSTERS ARE PARTICULARLY VULNERABLE TO THE
FRAUD RECOVERY FRAUD. THIS IS WHEN FRAUDSTERS CONTACT PEOPLE WHO’VE ALREADY LOST
MONEY THROUGH FRAUD AND CLAIM TO BE LAW ENFORCEMENT OFFICERS OR LAWYERS. THEY
ADVISE THE VICTIM THAT THEY CAN HELP THEM RECOVER THEIR LOST MONEY – BUT REQUEST A
FEE.”

Action Fraud warnings against share sale fraud:
•

If you’re considering any type of investment, always remember: if it seems too good to be true,
then it probably is. High returns can only be achieved with high risk;

•

If you’re suspicious about a scheme’s authenticity, you should investigate the company’s status and
contact details;

•

The Financial Services Authority (FSA) regulates stockbrokers based in the UK. You can check a
stockbroker’s authenticity by visiting the FSA’; 253 Check the list of unauthorised firms and
individuals;254

•

Check the list of unauthorised overseas firms; 255

•

Alternatively, call the FSA’s consumer helpline at 0300 500 5000.

Because many boiler rooms are operated from abroad, they’re not covered by U.K. jurisdiction or
compensation schemes. Therefore, it is unlikely that victims recover any lost investment.

253
254
255

http://www.fsa.gov.U.K./Pages/register/, (2014).
http://www.fsa.gov.U.K./pages/Doing/Regulated/Law/Alerts/unauthorised.shtml, (March 2014).
http://www.fsa.gov.U.K./doing/regulated/law/alerts/unauthorised-firms, (2014).
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Action Fraud refers all fraud crime cases and information on fraud to the NFIB. During the period from
October 2013 until September 2014, more than £ 1.73 billion was reported to Action Fraud, the
amount which had been lost to fraudsters by 5252 investors across the U.K..256

5.3.3.3

National Fraud Intelligence Bureau (NFIB)

The NFIB was also launched in 2009 and is run by the City of London Police, the lead force against fraud
in the U.K..249 The NFIB is the central repository for fraud, analysing millions of reports (including those
from Action Fraud) to identify serial fraudsters, organised crime gangs and emerging and established
crime threats. NFIB uses this intelligence to provide U.K. police forces with the information they need
to launch criminal investigations and to raise awareness across the country and in the public and
private sector of the latest threats.
The NFIB assists in co-ordinating the investigations of agencies in the U.K. and overseas; by collecting,
analysing and disseminating boiler room fraud intelligence; and supports criminal investigations. Each
U.K. police force is responsible for investigating reports of boiler room crime in their police area, and
the NFIB assists by putting investigators and victims in touch with each other, and by providing
information packages on individual boiler rooms to investigators.

5.3.3.4

Financial Services Authority (FSA)

The FSA was an independent non-governmental body, given statutory powers by the Financial Services
and Markets Act 2000.257 On 2 April 2012 the FSA moved to a ‘twin peaks’ operating model. The ‘Legal
cutover’ happened on 1 April 2013 as the Prudential Regulation Authority (PRA) and Financial Conduct
Authority (FCA) officially came into existence. The website of the FSA is no longer updated.

5.3.3.5

Financial Conduct Authority (FCA)

The FCA258 is the successor of the FSA. The FSA was replaced by the FCA and the Prudential Regulation
Authority (PRA) on 1 April 2013.259
The FCA regulates the activity of companies operating in the U.K. financial sector, including banks,
stockbrokers, financial advisors, spread-betting agents and so on. The FCA recommends checking its
website both for a list of boiler rooms and to find out if the stockbroker is authorized to operate in the
U.K.. The FCA is unable to take action if the boiler room is not based or authorized in Britain, so
investors are vulnerable as they will not be able to claim compensation from the FCA or the Financial
Ombudsman Service if something goes wrong.
The FCA is committed to identifying potential problems at an early stage, and will continue to work
closely with other organizations both at home and abroad to combat financial crime. They can use a
wide range of enforcement powers – criminal, civil and regulatory – to protect consumers and to take
action against firms or individuals that do not meet the FCA standards.260

256
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258
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http://www.actionfraud.police.U.K./operation-broadway, (2015).
www.fsa.gov.U.K., (2013).
http://www.fca.org.U.K., (2014).
http://www.fca.org.U.K./news/press-releases/fca-business-plan-and-risk-outlook-published, (2014).
http://www.fca.org.U.K./firms/being-regulated/enforcement, (2014).
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On the FCA website, one can read the following introduction: “firms and advisers selling, promoting or
advising on shares require our authorization to do so. But some unauthorized firms usually based
abroad but claiming to be in the U.K. – target investors with offers of worthless, overpriced or nonexistent shares. Therefore, (potential) victims of boiler rooms are encouraged to fill in a standardised
FCA-website form, in order to inform the FCA about unwanted phone calls from suppliers of shares
who are not registered in the U.K..261 This ‘Report a scam or unauthorised firm’ form was last updated
in November 2016.262 You can find an example of such a standardised website form in appendix 1.
In a FCA leaflet ‘Beware of share fraud’ the following list of 10 guidance points containing practical
advice about avoiding share fraud & boiler rooms, was published.263

FCA warnings, how to avoid share fraud:
•

Keep in mind that firms authorised by the FCA are unlikely to contact you out of the blue with an
offer to buy or sell shares.

•

Do not get into a conversation, note the name of the person and firm contacting you and then
end the call.

•

Check the Financial Services Register from www.fca.org.uk to see if the person and firm
contacting you is authorised by the FCA.

•

Beware of fraudsters claiming to be from an authorised firm, copying its website or giving you
false contact details. Use the firm’s contact details listed on the Register if you want to call it
back.

•

Call the FCA on 0800 111 6768 if the firm does not have contact details on the Register or you are
told they are out of date.

•

Search the list of unauthorised firms to avoid at www.fca.org.uk/scams.

•

Consider that if you buy or sell shares from an unauthorised firm you will not have access to the
Financial Ombudsman Service or Financial Services Compensation Scheme.

•

Think about getting independent financial and professional advice before you hand over any
money.

Report a scam in the U.K. by using the share fraud reporting form
If you are approached by fraudsters please tell the FCA using the share fraud reporting form at
www.fca.org.uk/scams, where you can find out more about investment scams. You can also call the
FCA Consumer Helpline on 0800 111 6768.

261
262
263

http://www.fca.org.U.K./consumers/scams/investment-scams/share-fraud-and-boiler-room-scams/reporting-form, (2015).
https://www.fca.org.U.K./consumers/report-scam-unauthorised-firm, (2017).
http://www.lseg.com/sites/default/files/content/documents/Beware%20of%20share%20fraud%20-%20FCA%20leaflet%20 –
%20A4%20colour%20Sep2013.pdf. (2017).
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If you have already paid money to share fraudsters you should contact Action Fraud on 0300 123 2040.
Beware of share fraud 5,000 people contact the Financial Conduct Authority about share fraud each
year, with victims losing an average of £20,000.

5.3.3.6

City of London Police

The NFIB within the City of London Police is responsible for coordinating the national intelligence
picture for ‘share purchase fraud’, more commonly known as boiler room fraud: a crime in which
investors are cold-called by bogus stockbrokers and persuaded to either buy worthless or non-existent
shares, or to buy genuine shares at vastly inflated prices. The website of the City of London Police
offers a lot of information about boiler rooms.264 The City of London police has used its expertise and
access to millions of reports of fraud and have calculated that each city-based boiler room is making,
on average, almost £ 1.25 million.265
As the National Policing Lead for Fraud, the City of London Police has the advantage of being able to
operate across agencies and jurisdictions to set up and execute large scale operations, such as
‘Operation Broadway’, (a coordinated action against boiler rooms) which is now an important
component of the force’s overall strategy aimed at bringing organised crime to its knees.266
According to a spokesman of the City of London Police, the aim of ‘Operation Broadway’, in March
2015, was not merely to disrupt boiler room activity by shutting them down, but was also focused on
education and working with the industry to stop the fraudsters before they gain access to the facilities
they need to run their operations. It was proven that boiler rooms were working closely with mail
forwarding services and commercial office leasing companies.267
Another preventive measure in the fight against boiler rooms and the gathering of intelligence was the
distributing of thousands of flyers. The leaflet campaign was focused on an appeal for office workers
to be on the lookout for criminal groups who could set up boiler room activities in their buildings. A
spokesman of the City of London Police confirmed that they were drawing in more and more
intelligence from an increasing number of workers who are operating as their eyes and ears in London
office blocks.268
Tell-tale signs of an office being used as a fully functioning boiler room include:

•
•
•
•
•

264
265
266
267
268
269

upfront cash payments and short-terms leases;
unusual hours of business;
no company name display in reception areas;
young; brash and unruly workers using false names for themselves and the company they are
supposed to be representing and
employees spending lots of time reading from pre-prepared scripts.269

http://www1.cityoflondon.gov.U.K./CityPolice/Departments/ECD/Fraud/boilerroom.htm, (2014).
http://www.actionfraud.police.U.K./operation-broadway, (2015).
http://www.actionfraud.police.U.K./operation-broadway, (2015).
http://www.actionfraud.police.U.K./operation-broadway, (2015).
http://www.actionfraud.police.U.K./operation-broadway, (2015).
http://www.actionfraud.police.U.K./operation-broadway, (2015).
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•

Source: Httpp://www.actionfraud.police.uk/operation-broadway.
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As part of disruption actions, the City of London Corporation’s trading standards body which carried
out a joint investigation with police during ‘Operation Broadway’, announced the first successful
prosecution of a company offering ‘serviced offices and mail forwarding’ to suspected boiler rooms.
270
Servcorp U.K. pleaded guilty to seven offences relating to failures to provide client records for
inspection, and paid £ 32,000 in fines and costs. According to the police a ‘significant number’ of
Servcorp’s clients were under investigation for “fraudulent activity involving the sale of worthless or
non-existent commodities such as diamonds and wine to vulnerable consumers.” And the prosecution
shows that the City of London will not tolerate office providers that allow suspected boiler rooms to
operate on their premises.

5.4

Australia

5.4.1

ASIC

The Australian Securities & Investments Commission (ASIC) is an independent Australian government
body that acts as Australia's corporate regulator. ASIC's role is to enforce and regulate company and
financial services laws to protect Australian consumers, investors and creditors. ASIC was established
on 1 July 1998. ASIC's authority and scope is determined pursuant to the Australian Securities and
Investments Commission Act, 2001. In recent times ASIC has become the subject of criticism by
consumers, consumer advocates and public officials over its inaction and inefficiencies in protecting
consumers.271
Law enforcement and regulatory agencies such as ASIC, 272 both in Australia and overseas,
collaboratively focus on preventing investment and serious and organised investment fraud.
The ASIC-strategies developed range from single to multi-levelled and include:
1.

collaborating with international bodies and establishing public-private partnerships with key
stakeholder agencies;

2.

victim support strategies to prevent re-victimisation;

3.

fraud and prevention advice to the elderly;

4.

education programs with local bank representatives to promote fraud warnings to rural areas;

5.

educating younger audiences on fraud awareness and computer security through cartoon
campaigns for example, the Queensland Police Service has developed ‘Fiscal the Fraud Fighting
Ferret’ cartoons to increase awareness of various frauds,273

6.

presenting to key industry bodies such as share registrars on investment and Serious and
Organised Investment fraud and liaising with banking agencies for assistance with tracing
accounts;

270

FT: ‘City boiler-room fraud crackdown achieves first success.’
http://www.ft.com/cms/s/0/0b83eba0-2e07-11e5-91ac-a5e17d9b4cff.html#axzz3gVwarQQr, (2015).
https://en.wikipedia.org/wiki/Australian_Securities_and_Investments_Commission, (2017).
https://www.moneysmart.gov.au/scams, (2013).
http://www.scamwatch.gov.au/ content/index.phtml/ item Id/934544, (2013).
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7.

contacting potential victims advising them of their vulnerability after they seized a master list
of contacts from serious and organised investment fraud offenders;

8.

developing education campaigns and public seminars for the general public providing points of
identification which could suggest they are being targeted by an investment and/or serious and
organised investment fraud operation and actions to take publishing advice on how to protect
against investment and serious and organised investment fraud on government websites;

9.

sending letters to service providers to alert them to the suspected illegal activities of their
clients and to advise them to cease providing their services to that company;

10.

developing information leaflets on how to recognise serious and organised investment frauds;

11.

hosting conferences on serious fraud issues (e.g. Financial Services Authority (FSA)
‘International Boiler-room’ Fraud Conference U.K. 10 September 2008; International Organised
Fraud Symposium 2011 “Fraud - The Global Pandemic” 27–28 September 2011 at the Hyatt
Regency, Sanctuary Cove Queensland);

12.

hosting press conferences where victims speak out about their experience.

5.4.2 ACCC
The Australian Competition and Consumer Commission (ACCC) is an independent authority of the
Australian government. It was established in 1995. Its mandate is to protect consumer rights, business
rights and obligations, perform industry regulation and price monitoring and prevent illegal anticompetitive behaviour. The ACCC also has an educative role and seeks to educate both consumers and
businesses as to their rights and responsibilities under the act. 274
In August 2014 the ACCC commenced a scam disruption project, aimed at stopping scam victims from
sending more money to scammers. The project involves collaboration between the ACCC and the
Australasian Consumer Fraud Taskforce (ACFT), including state and territory police and consumer
affairs agencies. The project alerts at-risk individuals to the possibility of being a victim of a scam. The
project uses financial intelligence to identify Australians who are sending funds to two high risk
jurisdictions and advises them they may have been targeted by a scam.
Since the program commenced in August 2014 the ACCC has sent more than 7200 letters to potential
scam victims. Approximately 75 per cent of those receiving the warning letters stopped sending money
overseas within six weeks of receiving the letter.275
5.4.3

ACFT

The Australasian Consumer Fraud Taskforce (ACFT) was formed in 2005 and is made up of government
regulatory agencies and departments in Australia and New Zealand that work alongside private sector,
community and non-government partners to prevent fraud.276

274
275
276

https://www.accc.gov.au/ and https://en.wikipedia.org/wiki/Australian_Competition_and_Consumer_Commission, (2017).
ACCC and AER Annual Report 2015–16, page 87.
https://www.accc.gov.au/system/files/1086_Annual%20Report_2015-16_FA_FINAL.pdf., (2017).
https://www.scamwatch.gov.au/about-scamwatch/australasian-consumer-fraud-taskforce, (2017).
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The ACFT comprises 22 government regulatory agencies and departments with responsibility for
consumer protection regarding frauds and scams. The ACFT also has a range of community, nongovernment and private sector organizations as partners in the effort to increase the level of scam
awareness.
The purpose of the ACFT is to help government members to work together to:

•
•
•
•

enhance the Australian and New Zealand governments’ enforcement activity against frauds and
scams;
run an annual coordinated information campaign for consumers in the National Consumer Fraud
Week in March (timed to coincide with Global Consumer Fraud Prevention Month);
involve the private sector and community groups in the information campaign and encourage them
to share information they may have on scams and frauds;
generate greater interest in research on consumer frauds and scams.

5.4.4 Scamwatch
In recent years the Australian government website Scamwatch277 run by the Australian Competition
and Consumer Commission (ACCC). provides information to consumers and small businesses about how
to recognise, avoid and report scams.
The website makes use of the following logo.

Logo Scamwatch: https://www.scamwatch.gov.au./

Scamwatch explains how scams work, how to identify different scams and what to do if you have been
scammed. Most importantly, they tell you how to avoid getting caught up in a scam. The website warns
against investment cold calls, share promotions and hot tips and Investment seminars.278
On the websitepage “Report a scam” you can report on line the scam to the ACCC. The report helps the
ACCC to warn the community about the latest scams. The ACCC is unable to help you recover money
lost to a scam or assist in tracking down a scammer.

277
278

https://www.scamwatch.gov.au/, (2017).
https://www.scamwatch.gov.au/types-of-scams/jobs-investment/investment-schemes,2017).
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5.5

Canada

The British Columbia Securities Commission (BCSC) is a regulatory agency which administers and
enforces securities legislation in the Canadian province of British Columbia. 279 The BCSC takes a
proactive approach to help protect BC investors by publishing a list. This ‘Investment Caution List’
provides investors with the names of

•
•
•

Unregistered foreign brokerage firms that have solicited BC investors to open trading accounts;
Businesses from other jurisdictions that have solicited BC residents to buy unqualified investments
Businesses connected, or purporting to be connected, to BC that have solicited investors in other
jurisdictions to purchase unqualified investments.

The Canadian Securities Administrators (CSA) research (2007 Investor Study) showed that people who
invest and lose money in a fraud, especially those who invest over $10,000, report negative impacts
on their health and relationships. They report that they often experience depression or feelings of loss
and isolation.
Additionally, 68% of fraud victims report they are less likely to trust people in general and 63% report
they are less willing to make any future investments.280
The CSA published in 2014 two informational brochures which are well worth reading: “Boiler room’
scams, could you be vulnerable?” 281 And “Scam artists pursue adults over 50”. An informational
brochure especially for the elderly.282 These publications warned about techniques used by boiler room
fraudsters and suggest how potential victims should respond.

5.6

Hong Kong

Hong Kong is a very important financial centre and it is therefore not surprising that a large number of
boiler rooms claim it as its alleged location.
The Securities and Futures Commission HK, (SFC-HK) was established in 1989 and is an in-dependent
statutory body set up to regulate the securities and futures markets in Hong Kong. It derives a broad
range of investigative, remedial and disciplinary powers from the Securities and Futures Ordinance
(SFO) and a subsidiary legislation. The SFC works to ensure orderly securities and futures market
operations, to protect investors and help promote Hong Kong as an international financial centre and
a key financial market in China.
The SFC publishes on its website a well-arranged list of enforcement news.283 This subsection covers
enforcement actions taken and offers some insight on their approach to tackling market misconduct.
The SFC also publishes an alert list on their website.284 The alert list is a list of entities which have come

279
280
281
282
283
284

Http://www.bcsc.bc.ca/, (2014)..
Http://www.investright.org/investment_fraud_canada.aspx. (2013).
Https://www.osc.gov.on.ca/documents/en/Investors/res_boiler-room_en.pdf, (2014).
CSA: “Scam artists pursue adults over 50”.
http://www.securities-administrators.ca/uploadedFiles/General/pdfs/Adults_over_50-ENG.pdf, (2014).
http://www.sfc.hk/edistributionWeb/gateway/EN/news-and-announcements/news/enforcement-news/?year=2014
&page=3, (2014).
www.sfc.hk/web/EN/alert-list/a.htm, (2014).
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to the attention of the SFC because they are unlicensed in Hong Kong and are believed to be, or to
have been, targeting Hong Kong investors or claim to have an association with Hong Kong.
On the alert list the SFC also warns against suspicious websites. SFC warns against suspicious websites
or dubious websites who may offer too-good-to-be-true investment opportunities (e.g. pre-IPO stocks
of fabricated companies sold at huge discounts or funds with guaranteed multiple returns) that do not
actually exist. Alternatively, such websites may be fraudulent copycat websites imitating the websites
of reputable financial institutions to lure investors to part with their money and/or disclose personal
information that the fraudsters may later use to swindle investors. As an example SFC refers to the
fraud firm GCI Bank Corp. and the www.bankgci.com.
On their scam website, the SFC distinguishes several red flags also encountered at other oversight
agencies:

Red flags according to the Hong-Kong SFC:
•

Guaranteed quick or high returns

•

Offers available in a short time only
Fraudsters may claim to reveal "inside" information for privileged investors for a short period
of time. The investment may be marketed as a "once-in-a-life time" chance. This presses
investors to invest quickly before they have a chance to think carefully and conduct further
research.

•

Private or exclusive offers
The investment may be a limited or private offer which is exclusive to selected investors, some
with confidential agreements. Investors may therefore be discouraged to contact the
exchanges or regulators for verification or to seek advice from professionals or others.

•

Various investments
The types of investment offers can vary, including IPO shares, those listed on OTC markets,
funds, debentures and bank notes, etc.

•

Overseas investment opportunities
In many cases, the offers are overseas investment opportunities that are difficult for
unsophisticated investors to find out information about them. As companies and/or
investments are overseas, investors are usually requested to send their money abroad. This
makes it difficult for investors to trace and locate their monies if something goes wrong.

•

Key words for easy spotting of the websites
The websites may comprise some key words e.g. "investment", "financial" or "IPO stocks" which
facilitate investors searching for investment opportunities to locate them using internet search
engines.
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•

Forged contact information of the exchanges or regulators
Some scam operators may even publish forged contact details (e.g. email address, telephone
numbers) of the exchanges or regulators on their own corporate website. When investors
contact the organizations to check the legitimacy of the company or investment with these
contact details, they are actually answered by the fraudsters themselves, making it more
difficult to spot the scams.

Photo Steve Berry: View on Hong Kong and the harbour.
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5.7

United States of America

5.7.1 The SEC
To increase public trust in the capital markets, the president of the United States, Franklin D. Roosevelt,
established in 1934 the U.S. Securities and Exchange Commission (SEC). The main reason for the
creation of the SEC was to regulate the stock market and prevent abuses relating to the offering and
sale of securities and corporate reporting. The SEC was given the power to license and regulate stock
exchanges, the companies whose securities traded them, and the brokers and dealers who conducted
the trading.285 On the U.S. website of the SEC, the working of boiler rooms is explained.286
For more information about avoiding investment scams please read the Investor Bulletin “13 Things
Everyone Should Know About Investing” published by SEC Office of Investor Education and Advocacy.287

5.7.1.1

Only if the case appears to involve a U.S. broker, the SEC has jurisdiction.

According to the SEC website you can complain in writing to the SEC using their online complaint form.
Be sure to include as many details as possible, including the names, addresses, telephone or fax
numbers, and e-mail addresses or websites of any person or firm and the dates of each contact.
If the investment scams occur entirely outside the U.S., the SEC may not have jurisdiction to
investigate and prosecute wrongdoers, even if the fraud involves stock issued by a U.S. company. If
you run into trouble contact the securities regulator for your home country and also the country where
the broker or recovery room operator does business.288
According to the following website Investor.gov/protect webpage289, part of the U.S. SEC; the investor
can do a lot of research by himself.

5.7.1.2

What you can do to avoid investment fraud, according to the SEC

Ask questions digging. Fraudsters are counting on you not to investigate before you invest. It’s not
enough to ask for more information or for references – fraudsters have no incentive to set you straight.
Take the time to do your own independent research. For more about information see Ask Questions.
Research before you invest. Unsolicited emails, message board postings, and company news releases
should never be used as the sole basis for your investment decisions. Understand a company’s business
and its products or services before investing. Look for the company’s financial statements on the SEC’s
EDGAR filing system. You can also check out many investments by searching EDGAR.
Know the salesperson. Spend some time checking out the person touting the investment before you
invest – even if you already know the person socially. Always find out whether the securities salespeople

285
286

287
288
289

http://en.wikipedia.org/wiki/Fraud, (2013).
Look at the webpage 'Worthless Stock: How to avoid Doubling Your Losses', (2014).
http://www.sec.gov/investor/pubs/worthless.htm, (2014).
And https://investor.gov/protect-your-investments/fraud/how-avoid-fraud, (2017).
http://www.sec.gov/investor/alerts/13thingstoknowaboutinvesting.pdf, (2014).
http://www.sec.gov/investor/pubs/fleecing.htm, (2014).
https://investor.gov/protect-your-investments/fraud/how-avoid-fraud/what-you-can-do-avoid-investment-Fraud, (2017).
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who contact you are licensed to sell securities in your state and whether they or their firms have had
run-ins with regulators or other investors. You can check out the disciplinary history of brokers and
advisers for free using the SEC’s and FINRA’s online databases. Your state securities regulator may have
additional information.
Be wary of unsolicited offers. Be especially careful if you receive an unsolicited pitch to invest in a
company, or see it praised online, but can’t find current financial information about it from independent
sources. It could be a “pump and dump” scheme. Be wary if someone recommends foreign or “offshore” investments. If something goes wrong, it’s harder to find out what happened and to locate
money sent abroad.
Protect yourself online. Online and social marketing sites offer a wealth of opportunity for fraudsters.
For tips on how to protect yourself online see Protect Your Social Media Accounts.
Know what to look for. Make yourself knowledgeable about different types of fraud and red flags that
may signal investment fraud.
On the same website page the following red flags for fraud and common persuasion tactics are
mentioned.

5.7.1.3

Red flags for fraud and persuasion tactics, according to the SEC

Researchers have found that investment fraudsters hit their targets with an array of persuasion
techniques that are tailored to the victim’s psychological profile. Here are red flags to look for:
If it sounds too good to be true, it is. Watch for “phantom riches.” Compare promised yields with
current returns on well-known stock indexes. Any investment opportunity that claims you’ll receive
substantially more could be highly risky – and that means you might lose money. Be careful of claims
that an investment will make “incredible gains,” is a “breakout stock pick” or has “huge upside and
almost no risk!” Claims like these are hallmarks of extreme risk or outright fraud.
“Guaranteed returns” aren’t. Every investment carries some degree of risk, which is reflected in the
rate of return you can expect to receive. If your money is perfectly safe, you’ll most likely get a low
return. High returns entail high risks, possibly including a total loss on the investments. Most fraudsters
spend a lot of time trying to convince investors that extremely high returns are “guaranteed” or “can’t
miss.” They try to plant an image in your head of what your life will be like when you are rich. Don’t
believe it.
Beware the “halo” effect. Investors can be blinded by a “halo” effect when a con artist comes across
as likeable or trustworthy. Credibility can be faked. Check out actual qualifications.
“Everyone is buying it.” Watch out for pitches that stress how “everyone is investing in this, so you
should, too.” Think about whether you are interested in the product. If a sales presentation focuses on
how many others have bought the product, this could be a red flag.
Pressure to send money RIGHT NOW. Scam artists often tell their victims that this is a once-in-alifetime offer and it will be gone tomorrow. But resist the pressure to invest quickly and take the time
you need to investigate before sending money.
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Reciprocity. Fraudsters often try to lure investors through free investment seminars, figuring if they
do a small favor for you, such as supplying a free lunch, you will do a big favor for them and invest in
their product. There is never a reason to make a quick decision on an investment. If you attend a free
lunch, take the material home and research both the investment and the individual selling it before
you invest. Always make sure the product is right for you and that you understand what you are
buying and all the associated fees.

5.7.1.4

Only if the case appears to involve a U.S. broker, the SEC has jurisdiction .

According to the SEC website you can complain in writing to the SEC using their online complaint form.
Be sure to include as many details as possible, including the names, addresses, telephone or fax
numbers, and e-mail addresses or websites of any person or firm and the dates of each contact.
If the investment scams occur entirely outside the U.S., the SEC may not have jurisdiction to investigate
and prosecute wrongdoers, even if the fraud involves stock issued by a U.S. company. If you run into
trouble contact the securities regulator for your home country and also the country where the broker
or recovery room operator does business.290

5.7.2 FINRA
The Financial Industry Regulatory Authority (FINRA) is an independent, non-governmental regulator
for all securities firms doing business with the public in the United States. It is authorized by Congress
to protect America’s investors by making sure the securities industry operates fairly and honestly291
FINRA (formerly, the ‘NASD’) maintains a public registry of its broker-dealer members and their sales
personnel. Using this website, you can verify both the registration and address of any FINRA-registered
U.S. broker and any individual U.S. securities broker. The website page is called: BrokerCheck. It’s a
free tool to research the background and experience of financial brokers, advisers and firms.292
According to FINRA Financial fraudsters tend to go after people who are college-educated, optimistic
and self-reliant.293 They also target those with higher incomes and financial knowledge, and have had
a recent health or financial change. To entice investors to invest, fraudsters use high pressure and a
number of "tricks of the trade".

5.7.2.1

Scam tactics described by the FINRA:

The "Phantom Riches" Tactic—dangling the prospect of wealth, enticing you with something you want
but can't have. "These gas wells are guaranteed to produce $6,800 a month in income."
The "Source Credibility" Tactic—trying to build credibility by claiming to be with a reputable firm or
to have a special credential or experience. "Believe me, as a senior vice president of XYZ Firm, I would
never sell an investment that doesn't produce."

290
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292
293

http://www.sec.gov/investor/pubs/fleecing.htm, (2014).
https://www.fiNoa.org/, (2017).
https://brokercheck.fiNoa.org/, (2017).
http://www.fiNoa.org/investors/avoid-fraud, (2017).
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The "Social Consensus" Tactic—leading you to believe that other savvy investors have already
invested. "This is how ___ got his start. I know it's a lot of money, but I'm in—and so is my mom and
half her church—and it's worth every dime."
The "Reciprocity" Tactic—offering to do a small favor for you in return for a big favor. "I'll give you a
break on my commission if you buy now—half off."
The "Scarcity" Tactic—creating a false sense of urgency by claiming limited supply. "There are only two
units left, so I'd sign today if I were you."
On the FINRA’s Alert Investors website page one could read in 2016 the following general warning
against boiler room scams.
Not everyone who enthusiastically recommends a stock—whether in person, on Twitter or on a blog—
is acting in bad faith, but there are a few tell-tale signs of fraud. Here’s what to look out for:

5.7.2.2

Red flags boiler room scams, according to the FINRA

•

Urgency:
Sure, it’s nice to buy a stock when it’s on the way up, but investing is rarely a “once in a lifetime”
opportunity. If a company has a clear growth trajectory and solid profits, it ought to be around
long enough for you to think about your options for a few days or even weeks.

•

Secrecy:
Make sure you know exactly who is recommending the stock you’re considering investing in
and why. Are you listening to an anonymous voice on the Internet, or a registered broker or
investment advisor? If it appears to be someone legitimate, can you verify that the person
posting is who he or she says she is?

•

Qualifications:
Assuming you can find out who the voice behind the stock recommendation is, ask yourself
whether that person is qualified to pass judgment. If you’re dealing with a registered broker
dealer or investment advisor, have you checked their bona fides and enforcement record with
FINRA’s Broker Check tool? What concrete information are they using to evaluate the
company?

•

Black Boxes:
Be especially careful when dealing with very small companies, sometimes called penny stocks.
Publicly available information about such firms is often hard to find, and prices can be volatile.

•

The bottom line?
If you don’t know anything about an investment, and can’t find out, proceed with caution
particularly if someone is insisting that you’ll miss your chance at a huge payday if you take
some time to think it over or do more research.294

294

https://www.thealertinvestor.com/beware-the-digital-pump-and-dump/, (2016). See also next page.
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5.7.2.3

FINRA’s advice to victims of boiler room frauds.

If you believe you're a victim of boiler room scam, act quickly. If you have sent money, contact your
financial institution, credit card company or local law enforcement to make them aware of your
situation and see whether you can stop payment. You can also file a complaint using our online
Complaint Center295 or send a tip to FINRA's Office of the Whistle-blower.

5.7.3 The Financial Fraud Enforcement Task Force
In November 2009 President Obama established the Financial Fraud Enforcement Task Force (FFETF)
to wage an aggressive, coordinated, and proactive effort to investigate and prosecute financial crimes.
The task force is, according to the website, improving efforts across the government and with state
and local partners to investigate and prosecute significant financial crimes, ensure just and effective
punishment for those who perpetrate financial crimes, recover proceeds for victims and address
financial discrimination in the lending and financial markets. 296 With more than 20 federal agencies,
94 U.S. Attorney’s Offices and state and local partners, it’s the broadest coalition of law enforcement,
investigatory and regulatory agencies ever assembled to combat fraud. Since its formation, the task
force has made great strides in facilitating increased investigation and prosecution of financial crimes;
enhancing coordination and cooperation among federal, state, and local authorities; addressing
discrimination in the lending and financial markets; and conducting outreach to the public, victims,
financial institutions, and other organizations. Since fiscal year 2009, the Justice Department has filed
over 18,000 financial fraud cases against more than 25,000 defendants.

http://www.stopfraud.gov/images/stopfraud-linkbutton02.jpg

According to the website www.stopfraud.gov., fraudulent activities should always be reported to the
local U.S. law enforcement office, but specific types of fraud complaints or cases of suspected fraud
such as investment fraud, can be submitted to federal agencies by filing an internet complaint form at
the FBI Internet Complaint Center (IC3).297 The IC3 accepts online internet crime complaints from either
the actual victim or from a third party to the complainant.

295
296
297

http://www.fiNoa.org/investors/alerts/boiler-room-alert-if-you-get-call-dont-bite-dont-buy, (2016).
https://www.fiNoa.org/investors/file-complaint, (2016).
http://www.stopfraud.gov/about.html, (2015).
http://www.ic3.gov/complaint/default.aspx. (2015).
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6.0

ABOUT FOREX-TRADE AND BINARY OPTIONS SCAMS

6.1

Introduction.

National oversight agencies responsible for detecting boiler rooms, are also responsible for Forex
oversight.298
The last few years, for example, the Belgian FSMA, has noticed an increase in proposals of speculative
transactions in foreign currencies and currency derivatives made to nonprofessional retail clients. The
FSMA urges investors to exercise the greatest possible prudence with regard to such proposals. On the
one hand, some of these proposals are made by intermediaries who do not have the necessary
authorization to do so, and on the other hand, the proposed transactions pose significant risks. They
should thus be reserved to investors who are pursuing strictly speculative objectives and who are
prepared to lose more than the initial sum invested.299 Investors should therefore be careful if they
receive a proposal of such a transaction and should ensure that the intermediary does have the
necessary authorization.
Forex trades nowadays takes various forms.300 They may, for instance,

•

offer access to an online platform on which transactions in currency derivatives can be carried
out;

•

make it possible to purchase software that automatically generates transactions in such
derivatives;

•

offer to purchase currency derivatives.
The currency derivatives that are thus proposed may be given different names: CFD (‘contract
for difference’), ‘FX forward’, ‘rolling spot contracts’, ‘FX binary options’, ‘FX margin trading’.

Additional facts to consider about FOREX-trade and binary options are:

298
299
300

•

where spectacular gains are promised, investors should be aware that generally speaking the
risk of losses will be equally high, and may exceed the initial sum invested;

•

transactions in currency derivatives are appropriate only for experienced investors pursuing
strictly speculative objectives; the FSMA advises retail clients not to use software which, once
activated, automatically generates transactions in currency derivatives, since they thereby lose
control over the transactions they are carrying out;

•

the FSMA also advises investors not to provide their credit card details, since doing so would
enable their intermediary to debit their account directly, without requiring any prior
consultation.

See also par. 2.15.
http://www.fsma.be/en/Consumers/press/archwarndiv/Article/press/div/2011-06-29_forex.aspx, (2014).
http://www.fsma.be/en/Consumers/press/archwarndiv/Article/press/div/2011-06-29_forex.aspx, (2014).
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As stated by the Belgian FSMA these Forex-transactions pose various risks:

•

complexity:
Currency derivatives generally function in a way that is highly complex. It is therefore
particularly difficult for investors who lack the necessary experience in this area to assess their
prospects of gains and their risks of losses.

•

potential losses:
These transactions often involve a leverage effect, which poses additional risks since any losses
incurred may prove to be much higher than the sums invested. For example, if someone invests
€100 with a leverage effect of 200, he or she will owe €2 000 to the counterparty if the value
of the instrument loses 10% of its value (10% of 100 times 200). Over and above this amount,
there may be transaction and/or financing charges;

•

volatility:
The currencies, and certainly exotic currencies, may be characterized by high volatility.

6.2

Forex Robot scams

A private organization also warned against fraudulent forex scams and forex robot scams. It stated on
their website in 2015 that scamming must not only be done in a clever, convincing manner, but must
also be convenient for the trader. The easier it is for the forex trader to seemingly make money, the
more likely it is a fraud will succeed.301
On their website one can read:
The latest entry into the Forex scam market is the ‘Forex robot’.
“Forex robot scams are only now beginning to be uncovered but not everyone concurs that Forex robots
are scams to begin with. Robots or Expert Advisors (EAs) are programs that claim to automate Forex
trades. It’s like putting a plane on auto pilot. Traders can sleep through the night calmly knowing that
their trades will be placed exactly at the times they designated. Forex robots are getting a lot of hype
of late and Forex robot scams are not far behind. Almost every Forex broker currently offers its account
holders the opportunity to use a Forex robot for their trades. They back up the legitimacy of these robots
with tremendous profits and lull the trader into a false sense of security only to end up broke. Most
Forex robot scams are easy to pinpoint and would seem obvious to any investor. But even with blatant
false promises of huge profits “while you sleep” millions of dollars are dropped into these Forex robot
scams every day. Even those brokers that are successful exaggerate their numbers to attract new
clients.
Forex Robots are available online. Even Amazon.com sells the software package made available by one
Forex company under the heading, “Make Money While You Sleep – Advanced Forex Auto Trading
Robot.” Costs for a Robot program hover around $1000 for the package so most traders opt to use the

301

The organization who had an address on the Seychelles does not longer exist, and the ‘warnings’ on the website are deleted.
However the name of the website still exists. It is presumed that the website has been taken over by a different FOREX
enterprise as its current contact address is located in the United States.
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AE provided by the Forex Broker. This is what leads so easily to Forex robot scams. Since 99% of traders
who purchase a robot end up asking for a refund, most experienced Forex traders recommend never
purchasing one. Objective Forex traders suggest never putting a Forex robot on a live, real money Forex
account until it has been tested thoroughly through a demo account. If the Forex vendor is genuine,
then he should advise his traders NOT to use an EA until they fully understand what the robot is all
about.
Forex traders who have used robots in the past suggest that traders learn enough about the workings
of the AE program so that they can place the trades themselves and not through a broker. This will
provide them with a sense that they are in control of their money and are not leaving it in the hands of
a broker. This may not lead to profits but it will eliminate the feeling of being taken in by a fraudulent
Forex robot scam.” 302

6.3

Administrative charges in Forex cases

In the U.S. the CFTC is supervising the Forex market and aims to protect market users and the public
from fraud, manipulation, abusive practices and systemic risk related to derivatives that are subject to
the Commodity Exchange Act. It can investigate and settle administrative charges in Forex related
scams.

6.3.1 Administrative charge against U.S. Forex Global Solutions
In the matter of Forex Global Solutions, for instance,303 the CFTC announced it settled administrative
charges against Barry Sendach, Joshua Kershner and their companies, Forex Global Solutions Inc. and
Forex Global Solutions Ltd. Without admitting or denying the charges, the respondents all entered into
consent of the CFTC Order which not only required them to pay a $750,000 in civil monetary penalties
but imposed permanent trading and registration bans against them as well.
According to the CFTC Order, Forex Global enticed customers to open off-exchange Forex trading
accounts and grant discretionary trading control of those accounts to Forex Global. Forex Global
provided investors with inaccurate historical performance returns and did not disclose that these were
not accurately calculated.304

6.3.2 Warning against the New Zealand distributor Phoenix Forex
Towards the end of August, 2013, the New Zealand Financial Markets Authority (FMA) warned the
public about an Auckland distributing firm called Phoenix Forex which let investors pay an upfront fee
of over $25,000 to access a foreign exchange trading system.305 Phoenix offered investors access to the
302
303
304

305

One could find nearly the same text on http://www.dailyforex.com/forex-articles/2013/11/forex-robot-scams/25999, (2016).
CFTC Docket No. 13-20. On April 9, 2013, (2014).
The CFTC order also finds that Forex Global, Barry Sendach, and Joshua Kershner failed to register with the CFTC as required
under the CFTC’s new forex rules which require that entities that obtain or exercise discretionary trading authority over forex
trading accounts register with the CFTC as Commodity Trading Advisors (“CTAs”), and entities that solicit or accept forex trades
must be registered as Introduction Brokers (“IBs”). The rules also require certain persons associated with a CTA or IB to be
registered as Associated Persons (APs). Forex Global violated the rules by acting as a CTA and IB without registering in those
capacities. Sendach and Kershner violated the rules by acting as APs of Forex Global without registering as APs.
http://www.fma.govt.nz/keep-updated/warnings,-alerts-and-scams/fmas-latest-warnings-and-alerts/2013/warning-offerof-foreign-exchange-trading-system-by-phoenix-forex-limited/, (2014).
H. Fletcher: ‘FMA issues Phoenix Forex warning’, NZ. Aug 29, 2013.
Herald.http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11116351, (2014).
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OakFX trading platform. The software automatically traded foreign currencies and was marketed by
OAKFX as a profitable source of passive income.306 The OakFX algorithmic trading software was being
distributed exclusively in New Zealand by Auckland based Phoenix Forex, whose website said the
company was "dedicated to the passive and semi-passive lifestyle income generation of its clients." And
Phoenix Forex was ideally placed for growth, working with an aging population that seeks an
opportunity to make money working from their home computers, OakFX's website said.
Authorities believed that Phoenix Forex, which had a registered address in central Auckland, was
making untrue claims about the level of returns it offered to investors. Phoenix Forex had advertised
returns of 50 to 65 percent per annum and continued to promote the trading system as providing high
returns. In FMA's experience, it was highly unlikely that this kind of investment could deliver such high
returns. Because Phoenix Forex had not been able to provide any evidence to support its claims of
having achieved these returns, the FMA believed that Phoenix Forex was misrepresenting the
profitability of its trading system, and the risks associated with it. According to the FMA investments
promising unusually high returns are often not legitimate offers. Furthermore, investments of this
nature carry a high risk of loss of some or all of an investor's capital, and losses can exceed the amount
of the original investment. A few days later, the OakFX website described Phoenix Forex as its ‘previous
distributor.’ On the OakFX website one could read “those who had already bought a license for the
platform would be supported from Singapore or Australia.”307 Several weeks later it was announced
that Phoenix Forex had been placed in liquidation, according to the company’s office.308

6.3.3 Dutch warnings against Forex trade websites
An investigation by the Dutch AFM also showed there were malicious parties active in the Forexmarket.309 Investors were asked to transfer money to a foreign bank account of a broker who had no
licence. By doing so the investors had no clear sight of the whereabouts of the money they invested.
This lack of transparency made investors vulnerable to fraud. The AFM noted that there were Forexbrokers active in the Dutch market that were mentioned on international warning lists of boiler rooms.
Some examples of these were: MyPrivateTrade.com, NordFX.com and YouTradeFX.com.

6.4

The IB Capital FX criminal case

According to the Australian ASIC, more than 3000 investors from, amongst other countries, New
Zealand, Australia and the U.S., invested in an unlicensed financial advisory group. The website used
by this group, ProphetMax (Investment Intelligence Cooperation), promised currency (Forex)
investors super returns.310 ProphetMax had been pitching a strategy where trading would take place
just twice a month, only a handful of trades at a time, and with a maximum capital risk of 3 percent
in these transactions. However, investors woke up one morning in Mid-May of 2012 only to discover
306
307
308
309
310

Matt Nippert, ‘Inside the OAKFX boiler-room’.
http://www.stuff.co.nz/business/9138561/Inside-the-OAKFX-boiler-room, (2014).
FX trading system pulls out of NZ. Sept. 3, 2013.
http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11118789, (2014).
http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11122556, (2014).
http://www.afm.nl/nl/consumenten/aanpak/faq/beleggen/valuta.aspx#{30E530EC-F2F6-46AA-84FC635FFB37CDCB}, (2013).
Ian Mcllwraith: ‘ProphetMax director probed after $ 70 million trading loss.’
www.SMH.com.au/business/prophetmax-director-probed--after-70-million-trading-loss-2012073023a2u.html, (2012) and Lee, David, ‘About That $53 Million ’, Courthouse News Service, September 19, 2012.
http://www.courthousenews.com/2012/09/19/50423.htm, (2014).

98

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

that a series of overnight trades had cost them 63 percent of their funds.
New Zealand broker IB Capital FX allowed currency orders to be placed by Global Forex Management
(GFM). About the middle of May of 2012, the so-called ‘D-Day’ began. The Dutchmen Emed E. and his
co-defendant Michel G., both associated with IB Capital FX, made a lot of money by becoming the
counterparty for currency orders from GFM for IB-customers. Within a short time span, it became
clear that investors in this Forex scheme lost approximately € 50 million in a series of overnight
'trades'. The loss was about 63% of their outlay.311
Investments were transferred through IB Capital FX to a bank account belonging to Emed E. in the
Netherlands. Emed E. and Michel G. were arrested in the Netherlands for their involvement in
money-laundering and supposed currency fraud (forex-fraud). During the investigation it became
clear that the money was partly used for personal expenditures. The Dutch public prosecutor seized
bank-accounts, a Porsche Cayenne, an Audi Q7, jewellery, and accused the suspects of deceiving and
defrauding Broker IB Capital FX clients. According to the Prosecutor, Emed E. had been an owner of
IB Capital FX since the beginning of 2011 and with the collaboration of Michel G., deliberately steered
the company towards bankruptcy.312
Both suspects are awaiting their trial in the Netherlands.313 During a preliminary hearing in the above
Dutch criminal case against the suspects at the District Court of Noord Holland in Haarlem on
February 6, 2015, the prosecutor announced that the U.S. Justice Department had initiated an
investigation against two Americans who, in collaboration with the two Dutchmen, had launched the
international currency exchange fraud associated with ProphetMax.314
The Dutch Public Prosecutor asserted that the American judiciary had Patrick Gallagher and Michael
Dion under investigation. It became known that the U.S. enforcement authority, the SEC, was
investigating the matter as well. The SEC was also looking into a fifth suspect by the name of Senen
Pousa, director of ProhetMax. As stated by the Dutch public prosecutor, both Patrick Gallagher (`Pat',
alias `Kevin Clarke') and Michael Dion (`Mike', alias `Bill Breen') are said to have received 8 million
dollars from their Dutch accomplices via the Randius, Ltd corporation. The total amount of the fraud
was an estimated 20 million dollars of which 15.5 million had been received by the two Dutch
presumed swindlers: 8 million through Riknik & Sons, Ltd for Michel G. and 7.25 million by way of
Neotex Advanced, Ltd for Emed E.
Presumably, the fraud consisted of the recruitment of on-line investors, though the Global Forex
Management and IB Capital corporations, allowing them access to currency exchange transactions.
The clients were chaperoned along with promotional pitches by ProphetMax. The trading progressed
relatively normal for months, considering it was orchestrated, creating a level of trustworthiness
among its customers. The four suspects, in the meantime, mutually agreed upon a ‘losing day’ for their
clients. According to the Dutch public prosecutor, the object of this business activity was not to provide

311
312
313

314

Vasco van der Boon: 'Fraudeur is tegenpartij beleggers'. Het Financieele Dagblad, 18 december 2012.
Vasco van der Boon en Joris Kooiman: ‘Verkoper van gebakken lucht vijf maanden vast.’ Het Financieele Dagblad,
February 12, 2013.
Suspect Ehmed E. was involved earlier in a Dutch forexfraudcase called ‘FX Nevis’ and in an investmentfraudcase known
as ‘Investment Services’. His companies ‘Allied International Investment Group’ and ‘Randius’ were registered in Belize.
And his ‘Neotax Advanced’ company was registered on the Seychellen.
‘Amerikaanse justitie start strafonderzoek naar valutafraude uit Nederland’. Het Financieele Dagblad, February 6, 2015.
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fair trade, but to merely create losses which would translate into large gains for the four criminals who,
amongst themselves, spoke of ‘pat-business’ versus `real trading'.
As far as the fraudulent acts of ProhetMax and its director, Senen Pousa, were concerned, several
authorities have initiated investigations into their shady dealings. The U.S. CFTC was one of several
who filed a complaint with the Justice Department in Texas on September 18, 2012.315
The CFTC complaint alleges violations of federal commodities laws relating to a fraudulent scheme that
solicited clients to provide Investment Intelligence Corporation with discretionary authority to engage
in leveraged foreign currency transactions on their behalf with IB Capital FX, LLC, an offshore
counterparty purportedly operating from offices in New Zealand.
On the same date in 2012, the CFTC issued a freezing order and appointed Guy Hohmann as the courtappointed receiver for all the assets and records of the defendants Senen Pousa, Investment
Intelligence Corporation, dba ProphetMax Managed FX and Joel Friant, including the assets and records
of defendants’ affiliates or subsidiaries. (Collectively referred to as the ProphetMax Receivership
Estate).
The receiver, Mr. Hohmann, is looking after the interests of approximately 900 clients from the United
States, New Zealand and Australia. He has launched a website where victims can read about the actions
taken by the receiver and other authorities, related to the ProphetMax Receivership Estate.316
In September 2013, the CFTC and SEC filed a notice with the U.S. District Court for the Western District
of Texas to update the investor-victims on the status of the ProphetMax-Senen Pousa fraud cases.317
The ultimate goal of the CFTC and SEC were:
1.

to achieve an expeditious distribution of Receivership funds back to investors while at
the same time maximizing the overall amount recovered and minimizing
administrative costs; and

2.

to ensure that the perpetrators of this massive fraud were held responsible.

In August 2015, Mr. Hohmann, the receiver, filed a motion for approval of claims process and proposed
bar date. This motion seeks the court’s approval for the receiver’s proposed claims process, including
the method by which the receiver will provide notice to investors, the method by which investors will
file claims, and the date by which claims are to be filed (the ‘Bar Date’).318
In November 2015 the U.S. CFTC. filed a civil enforcement Complaint charging defendants IB Capital
FX, LLC (a/k/a IB Capital FX [NZ] LLP) d/b/a IB Capital (IB Capital), Michel G., and Emad E., individually
and as the agents of IB Capital, with soliciting and accepting at least $50 million from at least 960 clients
worldwide, including at least 697 clients in the United States, for off-exchange

315
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http://www.prophetmaxreceivership.com/uploads/2012.09.18__1__Complaint_for_Injunctive_Relief__Civil_Monetary_
Penalties_and_Other_Equitable_Relief.pdf, (2015). Relief_Civil_Monetary_Penalties_and_Other_Equitable_Relief.pdf, (2014).
http://www.prophetmaxreceivership.com/ (2015).
CFTC: ‘CASE STATUS REPORT: PROPHETMAX-SENEN POUSA FRAUD’.
http://www.cftc.gov/ConsumerProtection/CaseStatusReports/enfprophetmaxcsr091913 , (2015).
http://www.prophetmaxreceivership.com/uploads/2015.08.07_Motion_for_Approval_of_Claims_Process_and_Bar_
Date_with_Exhibits.pdf, (2015).
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margined retail foreign currency (forex) trading, without being registered with the CFTC, as required.319
The CFTC Complaint alleges that, from at least January 1, 2012 through September 18, 2012, the
defendants engaged in the offering of agreements, contracts or transactions in forex to retail
customers who were not eligible contract participants without being registered as required by the
relevant provisions in the Commodity Exchange Act (CEA) and the CFTC’s Regulations. Clients of the
company were assured that their funds can be used to trade foreign exchange contracts over the
counter, however IB Capital FX LLC was never authorized by the CFTC to take their deposits. In fact,
the defendants have never been registered as required with the CFTC, according to the Complaint.
On July 4, 2016 the defendants IB Capital FX, LLC, Emad E., and Michel G. signed a Consent Order,
prepared by the CFTC. According to the Consent Order the defendants must pay, severally and jointly,
a $ 420,000 civil penalty and $ 35 million in restitution for soliciting at least $ 50 million from 1,850
customers internationally and in the U.S. even though they lacked the required registration for trading
that involved off-exchange margined retail foreign (forex) currency. Also, the firm should have been
registered with the CFTC. It was the CFTC that obtained the consent order, which permanently
prevents the defendants from violating CFTC Regulations and the Commodity Exchange Act further.
They also are now subject to permanent registration and trading bans in the U.S..320
To effect payment of the Restitution Obligation and the distribution of any restitution payments to
defendants' victims, the Court has previously appointed Guy M. Hohmann of Austin, Texas ("Receiver'')
as temporary receiver for the defendants' assets and the assets of any affiliates or subsidiaries of any
defendant, with the full powers of an equity receiver. The receiver shall collect restitution payments
from defendants and make distributions to the defendants victims.

6.5

Investigation into the fraud by Forex Financial Services B.V. in the Netherlands

In March of 2016, the Dutch public prosecutor issued a statement that the FIOD had arrested two men
in The Netherlands during an investigation on suspicion of (attempted) fraud in foreign currency. 321
One of the accused, a 36-year-old man, was also a suspect in a separate but similar ongoing
investigation. Both had been the owners of an registered entity by the name of Forex Financial Services
BV. According to its website, this company was involved with FOREX trading; the trade in foreign
currency. According to the public prosecutor, Forex Financial Services attempted to convince potential
clients to invest under false pretences.
Because:

•
•

the company claimed on its website to have achieved a return on investment of more than
63.5% since 2012, even though it had only operated for just a few months.
its website stated that the company was licensed by the AFM, but this was not true.

No recent information is known to the author.
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CFTC. press release: CFTC Charges IB Capital FX, LLC, Michel Geurkink, and Emad Echadi with Soliciting at Least $50 Million
from Members of the Public for Forex Trading, without Being Registered with the CFTC. Case No. I: 1S-cv-01022-L Y.
http://www.cftc.gov/PressRoom/PressReleases/pr7277-15, (2017).
Consent order for permanent injunction; civil monetary penalty and other equitable relief against Michale Geurkink, Emad
Echadi and IB Capital FX; LCC. Case No. 1:15-cv-01022-LY. The Order was filed on 10/14/2016.
http://www.cftc.gov/idc/groups/public/@lrenforcementactions/documents/legalpleading/enfcapitalorder101416.pdf.(2017).
https://www.om.nl/actueel/nieuwsberichten/@93705/geschorste-verdachte/, (2016).
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6.6

Warnings and investigations concerning binary options

Paragraph 2.16 of this study contains a brief description of what binary options are. The last few years
a lot of so-called ‘forex’ companies (are) have actually been selling binary options, meaning that a client
bets on whether a currency will go up or down.
Many binary option brokers enterprises have been exposed as questionable operations. With such
binary option brokers, there is no real brokerage; the customer is betting against the broker, who is
acting as a bucket shop. Manipulation of price data to cause customers to lose is common. Withdrawals
are regularly stalled or refused by such operations.322
Many countries are making an effort to regulate the legitimate trade in binary options and to issue
warnings against the criminal operations of the same.

6.6.1 U.S. warning against binary option and binary options trading platform
In the U.S., the SEC and the CFTC provide oversight on the binary options trade. As early as 2013, they
published a not to be misinterpreted joint Investor Alert titled: “Investor Alert Binary options and
fraud” to warn investors about fraudulent promotional schemes involving binary options and
binary options trading platforms. These schemes allegedly involve, among other things, the refusal to
credit customer accounts or reimburse funds to customers, identity theft, and manipulation of
software to generate losing trades. Much of the binary options market operates through internetbased trading platforms that are not necessarily complying with applicable U.S. regulatory
requirements and may be engaging in illegal activity.323
According to this 2013 alert some binary options were in the U.S. listed on registered exchanges or
traded on a designated contract market that were subject to oversight by U.S. regulators such as the
SEC or CFTC, respectively, but this was only a portion of the binary options market. Much of the binary
options market operates through internet-based trading platforms were not necessarily
complying with applicable U.S. regulatory requirements. The number of Internet-based trading
platforms that offer the opportunity to purchase and trade binary options has surged in recent years.
The increase in the number of these platforms has resulted in an increase in the number of complaints
about fraudulent promotion schemes involving binary options trading platforms.
As an example of fraudulent trading, some binary options internet based trading platforms overstate
the average return on investment by advertising a higher average return than a customer should
expect, given the pay-out structure. For instance, assuming a 50/50 chance of winning, the pay-out
structure has been designed in such a way that the expected return on investment is actually negative,
resulting in a net loss to the customer. This is because the consequence if the option expires out of the
money (approximately a 100% loss) significantly outweighs the pay-out if the option expires in the
money (approximately a 50% gain). In other words, an investor could expect, on average, to lose
money.
In the SEC & CFTC alert from 2013 the complaints of the customers could be listed into at least three
categories:
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https://en.wikipedia.org/wiki/Binary_option, (2016).
http://www.sec.gov/investor/alerts/ia_binary.pdf, (2016).
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1.

refusal to credit customer accounts or reimburse funds to customers

The first category of alleged fraud involves the refusal of certain internet-based binary options trading
platforms to credit customer accounts or reimburse funds after accepting customer money. These
complaints typically involve customers who have deposited money into their binary options trading
account and who are then encouraged by “brokers” over the telephone to deposit additional funds into
the customer account. When customers later attempt to withdraw their original deposit or the return
they have been promised, the trading platforms allegedly cancel customers’ withdrawal requests,
refuse to credit their accounts, or ignore their telephone calls and emails.
2.

identity theft

The second category of alleged fraud involves identity theft. For example, some complaints allege that
certain internet-based binary options trading platforms may be collecting customer information such
as credit card and driver’s license data for unspecified uses.
The SEC emphasized if a binary options internet-based trading platform requests photocopies of your
credit card, driver’s license, or other personal data, do not provide the information.
3.

manipulation of software to generate losing trades

The third category of alleged fraud involves the manipulation of the binary options trading software
to generate losing trades. These complaints allege that the Internet-based binary options trading
platforms manipulate the trading software to distort binary options prices and payouts. For example,
when a customer’s trade is “winning,” the countdown to expiration is extended arbitrarily until the
trade becomes a loss.324
According to one ex-employee of a firm that employs over 1,000 people in Tel Aviv, losses were
guaranteed because the ‘dealing room’ at the binary options firm controls the trading platform, like
the crooked ownership of a rigged casino manipulating the roulette wheel.325
In the 2013 alert, the SEC and CFTC emphasized that in addition to ongoing fraudulent activity, many
binary options trading platforms may be operating in violation of other applicable laws and regulations,
including certain registration and regulatory requirements of the SEC and CFTC, as described below,
because for example, some binary options may be securities.
Under the U.S. federal securities laws, a company may not lawfully offer or sell securities unless the
offer and sale have been registered with the SEC or an exemption from such registration applies.
For example, if the terms of a binary option contract provide for a specified return based on the price
of a company’s securities, the binary option contract is a security and may not be offered or sold without
registration, unless an exemption from registration is available. If there is no registration or exemption,
then the offer or sale of the binary option to you would be illegal. If any of the products offered by
binary options trading platforms are security-based swaps, additional requirements will apply.
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http://www.sec.gov/investor/alerts/ia_binary.pdf, (2016).
An investigation into amoral binary option scams in Tel Aviv commissioned by the Times of Israel revealed that former
employees of binary options firms confirmed that the business model of several companies was to assure that customers were
to always have investment losses.
Weinglass, S.: ‘The wolves of Tel Aviv: Israel’s vast, amoral binary options scam exposed, Times of Israel’, March 23, 2016.
Weinglass S. & Horovitz, D.: ‘Ex-binary options salesman: Here’s how we fleece the clients. Times of Israel’, April 7, 2016.
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In addition, some binary options trading platforms may be operating as unregistered broker-dealers. A
person who engages in the business of effecting securities transactions for the accounts of others in the
U.S. generally must register with the SEC as a broker-dealer.
If a binary options trading platform is offering to buy or sell securities, effecting transactions in
securities, and/or receiving transaction-based compensation (such as commissions), it likely should be
registered with the SEC. To determine whether a particular trading platform is registered with the SEC
as a broker-dealer, visit the FINRA BrokerCheck website.326
Some binary options trading platforms may also be operating as unregistered securities exchanges.
This would be the case if they matched orders in securities of multiple buyers and sellers using
established nondiscretionary methods. However, there are cases where a registered broker-dealer
with a trading system or platform may legitimately have no obligation to register as an exchange. It is
illegal for entities to solicit, accept offers, offer to or enter into commodity options transactions, (for
example, foreign currencies, metals and agricultural products), with U.S. citizens, unless such
transactions are conducted on a designated contract market, an exempt board of trade, or a bona fide
foreign board of trade, or are conducted with U.S. customers who have a net worth that exceeds $5
million. This explains why brokers and salesmen have been instructed to avoid approaching U.S.
citizens.
In conclusion, U.S. investors may not have the full safeguards of the federal securities and commodities
laws if they purchase unregistered binary options that are not subject to the oversight of U.S.
regulators. These laws have been put in place to protect investors, as some safeguards and remedies
are available only in the context of registered offerings327.

6.6.2 EU-warning against binary option and binary options trading platform
The binary options trade is not prohibited in the European Union, where options are defined as
‘financial instruments’. To allow Israeli based companies access to the EU-market, it is necessary that
these firms base themselves within the EU and request permission to trade in financial instruments
like options. Many binary options firms that actually operate from Tel Aviv, maintain a subsidiary on
nearby Cyprus and become licensed by the Cypriotic financial oversight agency and, in accordance to
EU law, are allowed to provide financial services in the entire EU market.328
To great frustration of the Dutch AFM, binary options firms are allowed to operate because they are
licensed by one of the other member states. Binary options companies licensed on Cyprus can
therefore peddle their products to everyone in the European Union. Because of this, the AFM has
warned that trading in binary options based on underlying financial values with a lead-time of 10
minutes to an hour is nothing more than gambling because it is not possible to determine the direction
of the financial value in such a short period of time. The AFM said that any speculation in this manner
has nothing to do with ‘binary options’ investing.329
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www.fiNoa.org/ investors/toolscalculators/brokercheck/, (2016).
https://www.sec.gov/investor/alerts/ia_binary.pdf, (2016).
This is confirmed in the research done by Weinglass, S.: ‘The wolves of Tel Aviv: Israel’s vast, amoral binary options scam
Exposed’, Times of Israel, March 23, 2016.
Het Financieele Dagblad: ‘Binaire opties zijn een vorm van gokken; toch heten ze ‘financiële instrumenten’, tot ergernis AFM.’
25 maart 2016. Zie ook http://fd.nl/beurs/1144930/zo-binair-zijn-die-opties-helemaal-niet, (2016).
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The Belgian FSMA also warned the public in 2014 about the significant risks of investing in binary
options. These products are appropriate only for those who really wish to speculate, are ready to lose
the entire amount invested and are familiar with derivative financial products. Moreover, certain
providers of binary options do not have the necessary authorization. According to the FSMA increasing
numbers of investors have been receiving offers to enter into an "all-or-nothing" contract, or binary
option. This involves paying a sum of money and making a prediction about the changes in price within
the next few minutes, hours or days, of, for instance:

•
•
•

a share index (Bel20, Eurostoxx50, etc.),
a foreign currency (US dollars, British pounds, Japanese yen, etc.) or
a commodity (gold, silver, oil, etc.).

If their prediction is fulfilled, they get their money back along with a sizeable profit. If their prediction
is not fulfilled, they lose all the money invested.
Providers offering these options hold out to investors the promise of easily making money with binary
options. However, this is a risky financial product and the chance of losing one's entire investment is
greater than the prospect of earning money. It is therefore dangerous to invest in binary options.
Furthermore, certain providers of binary options do not have the necessary authorization and/or do
not abide by the conduct of business rules, directed by the FSMA.
In 2014 the Belgium FSMA warned the public against the activities of various providers of binary
options and forex products. A number of foreign companies were or are offering these highly risky
investment instruments in Belgium without complying with the relevant Belgian financial legislation.
The name of the companies were XP Markets, Tradmaker, Bank Of Market, Time Binary, Aston Markets
/ Aston Forex / Ebinaires, KD Markets and Tradaxa. These companies were not authorized investment
firms or credit institutions in Belgium. Investors ran the risk of losing the entire sum invested. In
conclusion, these companies have not published a prospectus, approved by the FSMA, as is required
before a public offering of investment instruments is made within the territory of Belgium.
The FSMA thus strongly advised against responding to any offers of financial services or public offerings
of investment instruments made by these companies and against transferring money to any account
number they might mention330
In France the French securities authority (AFM), received a staggering 4,500-plus complaints about
forex and binary options fraud in 2014. Those forex an binary options complaints constituted 37
percent of all complaints about securities fraud received by the French authority in that year.331 The
French AFM published an update to a list in March of 2015, containing unauthorised websites
offering binary options in France.332
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http://www.fsma.be/nl/consumers/press.aspx, (2014).
Weinglass, Simona: ‘The wolves of Tel Aviv: Israel’s vast, amoral bynary options scam exposed’. The Times of Israel. March 23,
2016. http://www.timesofisrael.com/the-wolves-of-tel-aviv-israels-vast-amoral-binary-option, (2016). With a reference to a
report in Le Nouvel Observateur.
L’Autorité des marchés financiers met à jour la liste des sites internet non autorisés proposant du trading d’options
Binaires. http://www.amf-france.org/Actualites/Communiques-de-presse/AMF/annee-2015.html?docId=
workspace%3A%2F%2FS pacesStore%2F8c2574c0-f227-4fc8-afde-a0b4a74bdc5e, (2016).
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6.6.3

Cyprus and the regulation by CySEC in relation to binary options

The Cyprus Securities and Exchange Commission, better known as CySEC, is the financial regulatory
agency of Cyprus.333 As an EU member state, CySEC's financial regulations and operations comply with
the European MiFID financial harmonization law. Binary options are financial instruments and as such
are included in the legal framework of CySEC and any person who provides investment services, in
relation to binary options, must apply to CySEC for obtaining a CIF license.334 Notably a significant
number of overseas retail forex brokers and binary options brokers have obtained registration from
CySEC.335
On May 4, 2012, CySEC announced a policy change regarding the classification of binary options as
‘financial instruments’. The effect was that binary options platforms operating in Cyprus (where most
of the platforms were based) had to be regulated. This established CySEC as the first financial regulator
to globally recognise and regulate binary options as financial instruments.336
Throughout 2014 and 2015, CySEC has received criticism from traders and industry commentators who
claimed that the organization required better legislation regarding the regulation and monitoring of
high risk investment firms. Most of the criticism came in regards to specific binary option brokers.
In September 2015 chairwoman of SySEC, Demetra Kalogerou, affirmed in an interview with the
Business Mail about binary option firms: “A number of investment services companies in Cyprus
operate in this area and on many occasions, operate on a cross border basis thus offering services
globally.” Further on she said: “Since these companies offer complex products to retail investors we
have to monitor them closely in an effort to make them comply with the rules and regulations in order
to minimize potential reputational risk”.337
Binary option brokers, including prominent ones, are either registered (or attempting to register) with
CySEC to be able to legally operate within the Eurozone or to be trusted internationally.
Since 2012, some unregulated brokers contradicted the truth by stating on their website that “Binary
Options are the simplest way to trade the market. They have been available since 2008, and have
become regulated in Europe by CySEC in May, 2012.” However this does not imply that the individual
broker is regulated by CySEC. Private traders should probe for the ‘5 Digit CySEC License Number’ and
verify on CySEC’s website if the license is (still) valid.338
After being criticized, CySEC has implement sweeping changes to both the registration and regulation
processes of all registered entities. Changes include more transparency regarding existing listed
entities, tougher fines, broker suspensions and license revoking.
The CySEC published in October 2015 an official note on its website to help investors that might have
faced a problem with a Cyprus regulated broker and that would like to lodge an official complaint
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http://cysec.gov.cy/en-GB/home/, (2016).
http://oxfordglobalservices.com/licensing-financial-services/cyprus-binary-options/, (2016).
https://en.wikipedia.org/wiki/Cyprus_Securities_and_Exchange_Commission, (2016).
http://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=45fcde10-1c07-4acc-87d5-a4a6050ea69b, (2016).
Stelios Orphanides: ‘Cyprus needs better legislation to monitor high risk investment firms.’ September 2015.
http://cyprusbusinessmail.com/?p=14561#prettyPhoto, (2016).
https://en.wikipedia.org/wiki/Cyprus_Securities_and_Exchange_Commission, (2016).
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against the related company.339 In its announcement the CySEC brought a clarification to investors
announcing that any complaint against a Cyprus regulated broker should be handed to the Financial
Ombudsman. 340 On another website page CySEC explains what you have to do if a complaint is
regarding to a non-regulated entity.341 In that case any claim for compensation against a non-licensed
entity providing investment services without due authorisation can only be examined by a Court of
Law.
In circular C108, published on 26 January 2016 the regulator explains that "the name of the regulated
entities, or the use of words within their name, should reflect the work/activities they are engaged in,
for purposes of not misleading the investors". Changing names by binary brokers is one scam practice
that happens from time to time among malafide brokers. Basically, the company just changes either
their own name or broker’s name in order to continue with suspicious activities. For example, Company
‘A’ gets prosecuted for operating binary broker ‘B’. After some time, they change their name to
Company ‘C’. Unknown trader believes that some other, possibly honest company, is running the
broker now, and makes a deposit to company ‘C’.
In another case, Company ‘A’ is owning broker ‘B’, but after a fine, changes the broker’s name to broker
‘C’, and continues to do bad business. For this reason, it is important for traders to always check not
only the broker but the company behind them as well.342 in 2016 The CySEC also set up a new structure
in order to improve the handling of investor complaints.343
In April 2016 the CySEC published circular no.: C126, subject: Trading in binary options. This circular
refers to Cyprus Investment Firms (CIF’s) which are providing services or intend to provide services in
relation to binary options.344
The CySEC wishes to inform the CIFs about the following insofar of importance here for compliance
purposes with the law of 2009:

•
•
•
•
•
•
•
•

CIFs must use trading platforms for reception and execution, or transmission, of orders, which,
among others:
Provide adequate information to clients about binary options, so that there is full explanation
and transparency;
Operate in a way that is fair to clients;
Inform and explain of the graphs presented to clients;
Inform on the availability of the binary option;
Inform on the buyout option of the binary option from a CIF;
Inform on the cancellation option of the transaction in a binary option;
Inform on the provision of services in relation to binary options that have investment features;

(for example: binary options with duration of 30 seconds are not considered to fall under the law
above).
339
340
341
342
343
344

http://cysec.gov.cy/en-GB/complaints/how-to-complain/, (2016).
http://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=5beac5b7-7580-4018-9423-7c73c9d7b3a3, (2016).
http://cysec.gov.cy/en-GB/complaints/non-regulated/, (2016).
Ines Matkovich: ‘CySEC Rules on Name Changing’, January 28, 2016,
http://www.fairbinaryoptions.com/blog/2016/01/28/cysec-rules-on-name-changing/, (2016).
http://binaryoptions-broker.co.U.K./cysec-binary-option-complaints/, (2016).
Circular no. C126, ‘Trading in binary options’, April 14, 2016, http://cysec.gov.cy/en-GB/home/, (2016).
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In conclusion, the circular reports CIFs are requested to immediately review their arrangements
/procedures applied in the trading platforms that they use so as to ensure that these are in line and
operated in accordance with the requirements of the law and generally, with all the requirements of
the law. Therefore if the CIFs are considering that additional arrangements/procedures are necessary
to be established, they are requested to do so immediately and not later than three (3) months from
the date of this circular.
It is expected that as a result of the above the CySEC will increase its oversight and that the number of
on Cyprus regulated binary options firms will decrease.

6.6.4 Times of Israel investigation into binary options trading scam
In March 2016, The Times of Israel published a shocking and extensive article about the binary option
trading in Tel Aviv. It’s an industry turning over hundreds of millions of dollars, employing thousands
of people and cynically cheating naïve would-be investors worldwide via a range of corrupt practices.345
The above article was based on witness statements by former employees of these firms. These Israeli
owned enterprises were staffed by immigrants who were fluent in foreign languages. These boiler
room workers were tasked with calling people around the world and to persuade them to ‘invest’ in a
financial product called ‘binary options’. The trading clients would be encouraged to make a deposit –
to send money to this firm – and then use that money to make ‘trades’. The clients would try to assess
whether a currency or commodity would go up or down on international markets within a certain,
short period of time. If they predicted correctly, they won money, if they were wrong, they lost all the
money they put on that ‘trade’.
The information in The Times of Israel was gained as a result of an investigation showing that the
sellers of the binary options presented them as an investment in a financial product and refer to
themselves as ‘brokers’. In reality, it much more resembled gambling, considering the very short period
of time. Former employees have compared themselves with ‘bookies’ from the gambling industry.
Legitimate professional options traders consulted by The Times of Israel confirmed that even a financial
genius cannot predict with any confidence what for example the price of gold will do in the next five
minutes, rather than an investment, the transaction is really nothing more than a gamble.
The investigation by The Times of Israel showed also the existence of systematic corporate fraud. For
instance, every salesperson was asked to invent a fake name and biography. And the call center/boiler
room used Voice over Internet Protocol (VoIP) technology, which displayed a local phone number to
customers anywhere in the world. The companies were ‘listed’ and based on Cyprus, while in reality
the binary option firms operated from boiler rooms located in Tel Aviv.
According to former employees and experts, the entire business model of malafide binary option
firms was to assure that under all circumstances clients must lose their investments. Return of the
investment was never an option. Telephone calls from clients demanding a refund, got unanswered
or were simply blocked. “Because the customer doesn’t ) know the real name or location of their
salesperson, it is difficult for them to get their money back”, said an ex-salesman.346 In some cases,
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Weinglass, Simona: ‘The wolves of Tel Aviv: Israel’s vast, amoral bynary options scam exposed’. The Times of Israel. March 23,
2016. http://www.timesofisrael.com/the-wolves-of-tel-aviv-israels-vast-amoral-binary-option, (2016).
Weinglass, Simona: ‘The wolves of Tel Aviv: Israel’s vast, amoral bynary options scam exposed’. The Times of Israel. March 23,
2016. http://www.timesofisrael.com/the-wolves-of-tel-aviv-israels-vast-amoral-binary-option, (2016).
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binary options firms manipulated the online platform in order to provide false results that ensured
the customers’ losses by changing the algorithm of the trade.
The investigative report by The Times of Israel cited as an example that even if the customer brought
proof that the price of a commodity actually went up to where they predicted it would, the malafide
company would point out the fine print in het contract, which stated “that the company has its own
algorithms which may differ from real-time”.
Furthermore, clients were baited with bonuses. The favourite technique of salespersons was to say:
“If you deposit $ 5,000, I will give you a $ 5,000 bonus.” But the bonus was a trap explained an exsalesperson to The Times of Israel: “If you want to withdraw, the contract will say you can’t withdraw.
You can take your money out, but you can’t take the bonus or the money you earned with the bonus.
So clients get stuck in the system.” How longer they traded, the more money they lost, until they lost
everything.
In November 2014, a whistle-blower named Ariel Marom, who described himself as a former employee
of several companies in the forex industry, sent a strongly worded letter to both the Finance and the
Ethics committees of the Israelian Knesset. In his letter, Marom called upon the regulator in charge of
banking services and the Finance and the Ethics committees of the Knesset, “to take action to stop the
wave of plundering, theft, fraud, money laundering and crime on an international scale that is managed
and operated ins Israel that is hurting thousands of customers around the world.” Marom described
the forex industry as ‘economic terrorism’ targeting the citizens of many countries. “They are simply
robbing customers.”347

6.6.5

Stricter regulation of financial trading in Israel needed to end the scams

In May 2015, a new law took effect in Israel regulating financial trades. This law required that
companies who wanted to continue to offer their products to Israeli customers, must request a license
from The Israel Securities Authority (ISA). According to Itzik Shurki, director of the ISA’S Exchange and
Trading Platforms Supervision, forex and binary option companies have applied for licenses. Four of
them were primarily binary options companies.
In March 2016, director Shurki told The Times of Israel (,) that ISA informed the binary option
companies that their intention was not to approve this product. “Because ultimately, I don’t want to
use the word ‘gambling’ because it is a financial product, but in the way it is offered and in the short
time frame, and with all its complexity, in our view it brings it closer to a guessing game than a financial
product where you can evaluate its worth.” 348 Shurki also stated that the industry was currently in a
transition period while the ISA reviewed the applicants. During this period the companies had
permission to continue to operate.
The author of ‘The wolves of Tel Aviv: Israel’s vast, amoral binary options scam exposed’, correctly
stated that the new national financial regulations applied only to companies that target Israeli
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S. Weinglass.: ‘The wolves of Tel Aviv: Israel’s vast, amoral binary options scam exposed’, Times of Israel, March
23, 2016. The name ‘Ariel Marom’ is likely not the real name of the whistle blower. Due to his agreement with the
The Times of Israel, it is not possible to identify him.
S. Weinglass: ‘The wolves of Tel Aviv: Israel’s vast, amoral binary options scam exposed, Times of Israel’, March
23, 2016.
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customers. If a binary options or forex company targets customers abroad exclusively, it will not be
regulated and supervised by the ISA. Thus to ensure that the new law does not apply to them,
companies needed only exclude Israeli clients. The Securities Authority ISA was aware that the new
regulations will not solve the problem of call centers defrauding people abroad, because such activity
was not part of the ISA’s jurisdiction, in the same way the FCA only protects British citizens and the
U.S. CFTC only protects Americans. However, director Shurki emphasized that ISA does have very ood
information exchanges with its foreign counter partners.
To the question by The Times of Israel, if stealing from people in another country by an Israeli company
is not a crime, Shurki answered: “It is a crime, but it’s not a crime for his authority to investigate. There’s
no such thing as a vacuum of authority. If an Israeli commits fraud or misrepresentation, that’s the
purview of the Israel Police.”
The Times of Israel also repeatedly contacted the Israel police to ask them about alleged fraud in the
forex and binary option industries. Because an investigation can only be initiated on the basis of a
concrete complaint, there was no or little information about binary option fraud cases. Police
spokesman Marav Lapidot said in this matter: “We need to check that specific complaint. We are not
going to check a whole issue.”
Times of Israel journalist Weinglass, found it curious that binary option firms blacklisted in, e.g. Canada,
were still approachable through their websites and it seemed to him that no public action was taken
against these firms.
As an example, a Cyprus based company, let’s call them ‘X’, was mentioned. The company ‘X’ had a
Cypriot license and was listed on a Canadian warning “list of companies illegally soliciting Canadian
citizens.” 349 After interviewing one of the co-founders of the company ‘X’, which had hundreds of
employees working at offices in Tel Aviv each day, the co-founder said, that company ‘X-Israel’ did not
have offices in Tel Aviv. The offices belonged to a company that operated from Cyprus. And the
employees were not working for the X-Cyprus company. They were working for ‘X-Israel’ not ‘XCyprus’. Company X-Israel is only a service provider to the company in Cyprus. As a consequence of
the aforementioned explanation, the company is subject to the Cypriot law and regulation, not Israeli
law.
Since much of the regulated part of the binary options industry is subject to Cypriot regulation, the
author Weinglass concluded, “the honesty or dishonesty of those firms may hinge on the strength and
honesty of Cypriot law enforcement.”
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https://www.securitiesadministrators.ca/uploadedFiles/General/pdfs/IACSAACVM_Binary_Options_20150409e.pdf, (2016).
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7.0

COOPERATION BETWEEN PRIVATE AND PUBLIC PARTIES DURING ASSET
TRACING

7.1

Introduction

There has been a rise in private investigating agencies that specialised in asset-tracing and assetrecovery because of the demand by victims of financial fraud, including those of boiler room scams,
who feel that not enough is being done for them by the authorities. Some of them are very desperate
and others just want to chase the criminals who have lured them. I would like to reiterate that, aside
from direct quotes, the views in this chapter reflect the personal opinions of the author.

7.2

Rise of private asset tracking and recovery agencies

The large number of victims of boiler rooms opens a window of opportunity for commercial private
forensic investigators to provide detection services in various countries by tracing the lost assets and
finding those responsible for the fraud. These organizations are able to match data and create
intelligence based on open sources, and initiate proceedings against the judicial entities and the people
liable for these scams and follow the 'papertrail' to the lost funds. They also investigate and attempt
to determine the equity of the fraudsters. This information can be used to trace assets and aid in the
process of seizing them. When these findings are shared with international law-firms, it can be used
as evidence in civil procedures to expose everyone involved, including banks, no matter where they
are located.350
In the U.K., the investigations bureau of Hallbrook Partners has been active since 2008 in assisting the
victims of, among other things, boiler room fraud and representing them in judicial narrative
procedures.351 Their contribution in the battle against boiler rooms is seen as worthwhile. Besides
investigating Boiler Rooms and fund-flows, Hallbrook Partners also takes victims statements and
bundles them in a report which they provide to the authorities.
In 2009, Griffin & Miller BV, the Dutch branch of the international private organization G & M Europe,
started a Dutch hotline under the name of G & M Netherlands / Belgium.352 In 2012, G & M Europe
expanded operations to Germany, Austria and Switzerland. The firm G&M BV, which specialised in the
tracing and combating of international investment fraud, especially that of the boiler room variety,
went bankrupt in March 2015.353 The bankruptcy has ended in the first half of 2017 due to lack of
assets.354
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On 26 October 2011, Griffin & Miller Nederland BV publicized on its website a press notice stating that as a result from a civil
court case in Cyprus, it was decided that a Cypriote bank had to make its client microfiches available for the international
investigation of G&M Nederland BV in the matter of a boiler room fraud. The court case had been initiated through a German
law office which had been approached by G&M Nederland BV. Through the client microfiches made available it became possible
to track the fundings of the criminal network and identify the responsible persons.
https://hallbrook.claims/. See also dissertation Steven Berry, page 43 and 44.
http://fd7.formdesk.com/SCBN/Inlichtingenformulier, (2014).
Griffin & Miller B.V. with trading name Griffin & Miller Europe in Zaandam was declared bankrupt by the court in Noord-Holland.
The appointed curator is named R.J. Frans. The insolvency number of this case is F.15/15/108.
http://www.faillissementsdossier.nl/en/bankruptcy/1042225/griffin-miller-b-v.aspx, (2015)
Faillissementsverslag ex artikel 73a Faillissementswet, No.7. December 9, 2016.
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On their website, G & M had written a very noteworthy article about the operation and characteristics
of a boiler room scam.355 Victims and persons who thought they were dealing with a boiler room or
some other form of investment scam, were invited to supply this information through an electronic
web form, after which it was analysed electronically through data mining.356 When several hits on a
person or organization occurred, the possibility of an investigation was ensued. Victims who sent
information to G & M, were contacted by them and asked if they were willing to share in the expenses
of these investigations.
During an interview with G&M Europe in July of 2014, spokesperson Mr. Becker stated that civil
procedures took a long time and were costly. He also mentioned that there would always be a certain
number of victims who were not satisfied with the assistance that was made available to them. Mr.
Becker’s comments with respects to his firm’s results were somewhat reserved. However according to
Mr. Becker the money trail was often exposed and located assets were confiscated. Therefore it was
worthwhile for investors to start civil procedures as a group against banks and settlement agents in
order to gain access to bank statements and to follow the money trail of the invested funds. When, as
a result of this, a wealthy criminal might become exposed, he might become willing to pay restitution
to a few determined investors. In order to have a stronger case in court, G&M advised duped parties
to always report the matter to the police. To prevent unnecessary legal costs, mediation was
frequently used to finalize compensation of damages and agreements solicited from representatives
of well-off persons involved with boiler rooms. Lawyers of G&M also filed claims against banks when
their legal department was of the opinion that these institutions failed to perform due diligence.
Because of confidentiality clauses in the closed indemnity hearings, it was not possible for G&M to
speak publicly about these cases during the interview. “We seek damages on behalf of our clients who,
in most cases, do not appreciate seeing their name in print”, according to Becker.357
The Dutch police and the public prosecutor of The Netherlands were hesitant to cooperate with G&M.
From a Belgian public prosecutor it was learned that information provided to them by G&M had
become part of a criminal investigation into boiler rooms by police and the public prosecutor’s office
in Dendermonde. The author was told that the information and reports of G&M introduced by the
District Attorney of Dendermonde was also valuable in the criminal investigation into boiler rooms in
Asia.
The International fraud investigative company Ultrascan Advanced Global Investigations (Ultrascan
AGI) 358 also has a department which deals with stock and securities fraud. On behalf of victims,
Ultrascan researches stock and securities fraud, handling everything from filing claims with financial
authorities to establishing contact with trustworthy lawyers.359
In the USA, for example, The Guiliano Law Firm, P.C. specialises in the representation of investors for
fraud, the sale of unsuitable investments, breach of fiduciary duty, stockbroker fraud, and other forms
of misconduct against brokerage firms, their agents, and other investment professionals.360
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http://www.griffin-miller.nl/services.html, (2014).
http://www.griffin-miller.nl/kosten.html and click on ‘melden’, (2014).
Interview with mr. Max Becker, spokesman of G&M Netherlands, at Zaandam, on 7 July 2014.
http://www.ultrascan-agi.com/public_html/html/about.html, (2015).
investmentfraud@ultrascan-agi.com, (2014).
http://stockbrokerfraud.com/, (2014).
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The American due diligence investigating bureau 'Economic frauds $' also delivers reports about
suspected boiler rooms for a fee.361

7.3

Cooperation between private and public partners

Investigating in taking back illegally gained equity in fraud matters is not just a task for the prosecutor.
Civil organizations should also play a role in tracing and redressing illegal equity and play a part in fraud
prevention. Applying this philosophy makes it irrelevant who seizes the illegal equity, as long as it stays
out of reach of the criminals. And if there is causality with a known victim, the lost money should be
returned to the rightful owner. Other parties involved in claw back actions include the Internal
Revenue Service, insolvency lawyers, insurance fraud lawyers and civil lawyers involved in the
prosecuting of brand fraud cases on national and international levels.
Public investigating authorities as well as private asset tracing-organizations are dealing with capacity
problems and other (judicial) barriers such as banking secrecy. It would be an obvious benefit to all
parties if they were allowed to work together, perhaps under restricted conditions, in tracing the
offenders and assets, with the mutual goal of eliminating the boiler room and recovering the assets
whenever possible. In my opinion, the cooperation between public and private investigators could take
place in perfect transparency and would add a valuable quality to this fight.
Private organizations, for example, which, during private asset-trace-search at home and abroad, have
had some success with the recovery of funds and assets, could voluntarily report all of the pertinent
information to a ‘government fraud information desk’ in the form of a forensic report. The authorities
could use this information not only for building a criminal case, but also to establish a broader
intelligence perspective on the scope and impact of the boiler room phenomena.
In this context one can refer to the functioning of the NFIB in the U.K. This bureau is part of the City of
London Police and collects intelligence in a standardised and digitalised way which originates from
public and private organizations, investigators and citizens.362

7.4

Sharing public intelligence with the private sector

Rendering solid information and evidence from authorities, police and prosecutors to private
investigation firms, insurance companies and/or counsels for parties in civil cases is already taking
place in many countries under the name of providing victim information to victims of criminal activity
and their authorized representatives. Additionally, laws, regulations, and cooperation guidelines could
offer the opportunity to provide this information to parties outside of the legal process as well. It is a
well-known fact that criminal investigators, supervised by the public prosecutor, are not able to
investigate every fraud report that comes their way. Their investigative and prosecuting capacity is,
after all, limited and therefore it must be decided by the public prosecutor’s office which cases can be
pursued and which ones cannot.
In the Netherlands there is, not only on a ministerial level363 but also inside the public prosecutor’s
361
362
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https://economicfrauds.net/reports, (2015).
See for information 5.3.3.3.
‘Videoboodschap Opstelten bij lancering TBS&H: het strafrecht als optimum remedium.’ (2014).
http://www.bijzonderstrafrecht.nl/2014/videoboodschap-opstelten-bij-lancering-tbsh-het-strafrecht-als-optimum-remedium/.
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office,364 a movement emphasizing that dealing with financial fraud is not exclusively the domain of
the police and the public prosecutor. Other government agencies, supervisory bodies and private
parties should also have a role in the approach and handling of fraud crimes by way of prevention,
disruption and alternative sanctions.
In view of the limited availability of investigative and detection resources, it would be beneficial to
consider how a criminal phenomenon can be integrally tackled in conjunction with the other partners
of the enforcement chain. Criminal enforcement, in this view, should be achieved through ‘optimum
remedium’ instead of ‘ultimum remedium’. Enforcement should be deployed in a manner where it is
most effective. With an integral approach, one means of enforcement cannot be separate from
another. That way, the criminal law supports the other links in the chain and vice versa, resulting in a
more effective way of enforcement.
The strength will be in the coherence and synergy: the application of all of the instruments in a manner
so that they complement and strengthen each other. For this to succeed, effective cooperation among
the partners in the chain is essential and with some private partners is essential.
In my opinion private parties can play an important role within the cooperative effort of combating
fraud, especially when it comes to prevention and the distribution of data. In light of the formation of
a new Institute for Financial Crime (IFFC) in The Netherlands in May of 2015, the website of this
institution states that mostly everyone agrees that fraud is a social problem but that society is not
adequately considering solutions for this problem. “It is obvious that combatting fraud these days
induces public-private cooperation. The IFFC want to contribute to that”.
In January of 2017 The Dutch Newspaper 'Trouw' wrote about a confidential report which originated
from the highest levels of the Dutch police and prosecution office.365 Because of the lack of capacity at
criminal-investigation services and a decrease in police report filings by citizens and businesses, the
numbers do not accurately reflect the scope of the crime. According to the report, the ability of law
enforcement to effectively deal with the problem has reached such a low-point that they risk losing
public confidence and criminals are acting in a manner as if they will not get caught. With regard to
perpetrators, the report speaks of an 'irreconcilable backlog' facing law enforcement.
The lack of capacity to trace and prosecute is extremely frustrating for fraud victims because the
perpetrators are, in many cases, known to them by name and address. This is not the case for victims
of boiler room fraud. Boiler room employees work from a distance by telephone and use false names
during these encounters. Besides foreign bank accounts, names of marketing organizations and the
names of settlement agents they utilize, there are only very few clues to initiate a criminal
investigation.
Already in 2008 David Kirk, director of the Fraud Prosecution Service for England and Wales, stated in

364
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Eelke van Ark: ‘OM OVER DE AANPAK VAN ZORGFRAUDE: COMPLEX EN TIJDROVEND’, (2015). ‘Strategisch
handhavingskader zorg’, April 2015, (2015).
‘Risico’s op fraude waardoor de overheid wordt benadeeld, vanuit het perspectief van het Openbaar Ministerie’,
August 2013. file:///C:/Users/Gebruiker/Downloads/notitie_risicos_op_fraude_waardoor_de_overheid_wordt_benadeeld
definitief_geopenbaarde versie.pdf, (2015).
http://www.trouw.nl/tr/39681/nbsp/article/detail/4447567/2017/01/13/Nederlandse-politie-ziet-de-meestemisdaad-niet.dhtml, (2017).
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an interview that boiler room fraud was a low priority for police forces due to budgetary pressure and
because prosecutions were difficult to achieve.366Another contributing factor is that investigations into
boiler rooms are almost always international in scope and since so much time and effort is required to
dispatch judicial assistance. When considering these factors, it is understandable that boiler room
fraud investigations have a low priority and are usually only initiated when the suspects are located
within the same country where the fraud was reported and when the damages are significant.
In February of 2017, spokesman Jan Op Gen Oorth of Europol also confirmed to reporters from the
Dutch ‘De Volkskrant’ that combating boiler room fraud is not a priority in many countries. The
investigations require a lot of time because of, among other things, the utilization of bank accounts in
Asia.367
It is very frustrating for private professional organizations executing fraud investigations against
individuals or companies when the reports they submit to the prosecutor do not result in a criminal
investigation because of low priority, lack of capacity and/or manpower. Private investigators are well
aware of this problem. What is left is to pursue the matter through civil procedures in order to
recuperate damages from the fraudster and/or third parties who facilitated the fraud.
The mere dismissal or refusal of charges and indications of boiler room fraud should never be an
option because we are talking about a continuing form of fraud that constantly claims (new) victims.
All boiler room activities therefore ought to be stopped, either by taking down their websites and the
freezing of their bank accounts and when possible, confiscation of their assets. When the government is unable to do so, it must disclose this problem and create a policy, through deliberations
between public and private partners, resulting in a way of dealing with this issue in a preventive,
cooperative and corrective manner.
In situations where police or the public prosecutors are unable to take investigating and prosecuting
actions by reason of lack of capacity, whereas private professional enterprises are willing to start
investigating recovery actions of funds gained through swindle by a specific boiler room, the
government should, in my opinion, support these private efforts.
In my opinion they should do this by making solid intelligence available to them and even participate
through limited tactical support. Vital information such as residential and business addresses of
criminals and boiler rooms comes to mind, as does bank account information (in support of civil claw
back actions). It should be emphasized that the information provided by the government may only be
used for the specific civil purpose for which it was granted.
It should In my opinion be possible that under certain legal conditions the police and/or the prosecutor,
should provide legal assistance to professional civil parties, such as receivers, attorneys and fraud
auditors, by confiscating bank accounts at the request of these parties. After seizure, the public
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338

Simon Fluendy: ‘Script secrets of the Boiler Room’, September 14, 2008.
http://www.thisismoney.co.U.K./money/news/article-1641748/Script-secrets-of-the-boiler-room.html, (2014).
Van Den Eerenbeemt, Marc & Jeroen van Wensen: ‘Boilerroom’-beleggingsfraudeurs hebben van justitie nauwelijks iets te
vrezen’, 4 februari 2017. http://www.volkkrant;nl/economie/-boilerroom-beleggingsfraudeurs-hebben-van-justitie-nauwelijksiets-te vrezen~ 4457865/.
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prosecutor should hand over bank account information and seized money to a representative of the
victims of boiler room frauds. This already takes place in bankruptcy cases where confiscated funds
are handed over to a trustee or receiver. And in tax fraud cases seized money and information are
rendered to internal revenue services with authorization of the prosecutor.
It should therefore become possible that controllable information available to the authorities or the
fraud prosecutor’s offices and his investigating agencies, should be shared as soon as possible with
private and third parties involved in unravelling the fraud, tracing foreign assets and determining the
civil court liability of persons involved with these frauds. If this requires changing the current law and
guidelines, then this should be worth considering.368 Possible and limited intrusions into the civil rights
of suspects do not outweigh the legitimate goal of interrupting the operation of a boiler room
organization and the indemnification of the victims.

7.5

Sharing intelligence information with competent foreign EU-authorities

Despite the large number of boiler room activity signals detected by oversight agencies within the
European Union, (EU), it remains a fact that only a few cases are criminally pursued. Lack of capacity,
the setting of priorities and the knowledge that international investigations require a lot of time, leads
to - as mentioned earlier -overworked local law enforcement officers not being eager to start such
investigations. Worldwide Initiating boiler room investigations has a very low priority because they are
particularly internationally organized and its perpetrators and victims are located in multiple countries.
It is therefore of the utmost importance that private investigations are somehow supported in their
civil actions against fraudsters and boiler room suspects.
For example, when a boiler room call center is located in Spain and the victims are not living in Spain
but in multiple EU countries instead, it should be possible for private forensic parties to submit their
forensic fraud reports written in English to a local prosecutor in the EU-country were the victims are
located, or to a contact point at Europol/Eurojust. 369 The local prosecutor or the contact point at
Europol/Eurojust could send this private forensic fraud report as an attachment to an outgoing
standard international criminal assistance request based on treaties, to the appropriate Spanish
authorities asking to consider taking further local action.370
The Spanish authorities in turn should be able to perform their own investigation into the boiler room
fraud and money-laundering activities based on the civil forensic report and the accompanying short
legal criminal assistance request from the authorities abroad.
Several international treaties provide the possibility to provide ‘spontaneous’ intelligence to foreign
authorities responsible for investigating cases and prosecuting of criminal offences. In my opinion,
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Roest, F.: ‘Handhaving boilerroomfraude kan effectiever’. Tijdschrift voor Financieel Recht, No. 4 april 2012, page 112 and 113.
‘Controlling Boiler Room fraud can be done more efficient’. Magazine for Financial Law, issue 4, April 2012).
The main tasks of Europol are to: collect, store, process, analyses and exchange information; notify Member States of any
connections between criminal offences concerning them; assist Member States in investigations and provide intelligence and
analytical support; request Member States to initiate, conduct or coordinate investigations in specific cases and suggest the
setting up of joint investigation teams; draft threat assessments and other reports. http://eur-lex.europa.eu/ legal-content/EN,
(2015).
Of course the prosecutor involved who has forwarded the request for assistance, should take notice of the content of the
forensic report and should review the report before he would submit the short standard request for assistance.
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Europol and Eurojust could take the lead within the EU. It should be mentioned that in recent years
more boiler rooms have been shut down because of good cooperation between foreign investigating
agencies with the help of Europol.371
Within the EU, the upstart of a Joint Investigation Team (JIT) should be considered. A JIT is an
investigation team set up for a fixed period, based on an agreement between two or more EU Member
States and/or competent authorities, for a specific purpose. JITs are now an established efficient and
effective cooperation tool amongst national investigative agencies when tackling cross-border crime.
They facilitate the coordination of investigations and prosecutions conducted in parallel across several
States.
The JITs Network, along with Europol and Eurojust, has created the ‘Practical Guide’ to Joint
Investigation Teams, which provides advice, guidance, useful information, as well as answers to FAQs
by practitioners, and more. The JITs Network Secretariat supports the national JIT experts and is based
at Eurojust, The Hague.372
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See for example: http://www.europol.europa.eu/sites/default/files/publications/europolreview2009_0.pdf. page
34 and Sarah Griffiths: ‘Seven arrested in £28m share scam probe’ , May 7, 2009.
http://www.riskwaters.com/public/showPage.html?page=856304, (2014).
http://www.europol.europa.eu/content/page/joint-investigation-teams-989, (2014).
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8.0

ACTIONS BY DISGRUNTLED VICTIMS ON THE RISE

8.1

Introduction

In chapter 7, I conveyed that victims can, for a fee, use private fraud investigators and professional
asset tracing firms to track lost investments and to recover these funds, by means of civil proceedings,
from criminals or from financial institutions that failed to meet obligations they owe their clients
and/or third parties. So called ‘clawback actions’ and civil procedures against institutions are
particularly successful against Ponzi investment frauds because these schemes are less volatile over
time and run their financial transactions through well-known banks and investment firms. For more
information about how to avoid Ponzi Schemes, I refer to the books of Mrs. Kathy Bazoian Phelps.373
Even though fraud victims can participate as such in criminal cases in most countries, this often turns
out to be more of a symbolic gesture because only few fraud cases make it to court due to a lack of
investigative capacity and their low priority. As far as suspects in boiler room cases are concerned that
have made it to court, these suspects often are mere boiler room employees involved at the
operational level. Even though boiler room fraudsters are convicted of fraud and ordered to pay
damages, this does not necessarily mean that compensation will actually be paid because the greater
part of the money was already transferred to foreign bank accounts shortly after it was received by
the boiler room organization. And as the saying goes, one cannot pluck feathers off a frog.

8.2

Boiler Room victims behind naming-and-shaming campaigns

Despite recent efforts by authorities worldwide, a large number of boiler room fraud victims feel
helpless and lack the full support of national oversight institutions, law enforcement and the justice
department. Hence they organize their own crusades against the criminals whom they suspect of
swindling them. This is done through blogging, internet messaging, newspaper articles, and through
calls to action and requests for information in television programs.
Victims of boiler rooms in South-East Asia, who also experienced a lack of response from authorities
in the past, when asking for criminal pursuit, founded an organization representing their fraud recovery
interests under the name of Consortium of Defrauded Victims (CDF).
With the intent to put pressure on boiler room syndicate top fraudsters, the victimized members of
CDF try to achieve a civil settlement by threatening to initiate a naming-and-shaming campaign on
their blog: https://fraudrecoveryblog.wordpress.com/. For the sake of brevity, the author refers to the
blog’s introduction:
“Welcome to the blog dedicated to the Big Boiler Room Boys of Thailand. This site is administrated and
co-managed by a group of defrauded investors in many different countries. The group has approached
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Kathy Bazoian Phelps & Hon. Steven Rhodes: ‘The Ponzi book: A legal Resource for Unraveling Ponzi Schemes’. Published by
LexisNexis ® (2012). www.ThePonziBook.com. And www.Ponzi-Proof.com.
Kathy Bazoian Phelps: ‘Ponzi-Proof Your Investments, an Investor’s Guide to avoiding Ponzi Schemes and other Fraudulent
Scams.’ Published by IRR Publishing in Los Angeles California. © 2013 by K.B. Phelps.
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the identified fraudsters with an offer to settle the issue, a verified loss of USD 20 million. The
Defendants have though met the group’s settlement proposals with silence. They have had several
opportunities to respond to made accusations but have again failed to provide any feedback. This site
will only be closed by group decision if the Defendants decide to trigger a settlement and repay the
money they have stolen.
The Consortium of Defrauded Victims (CDF), the founder of this blog site, is consistent with its mission
to report about the on-going drama of the Big Boiler Room Boys in Thailand as long as the Principals
continue to fail to initiate a repayment of USD 20 million confirmed stolen from the members of the
CDF by a series of elaborate investment frauds.”
Because a settlement was not offered by the swindlers, several articles pertaining to active boiler
rooms in South-East Asia, were published on this blog in the last months of 2014.374
In June 2015, the CDV-victims decided to make available a blacklist of banks based on the failure by
selected banks to comply with national and international Know Your Customer (KYC) rules and
regulations and/or FATF anti-money laundering and terrorist financing policy and guidelines. In 2015
the banks on the list were not prepared to reach a settlement.375
According to CDV, if the banks had done a proper identity screening during the initial customer
acceptance process combined with a follow-up KYC reporting, most of the bank transfers presented
on this blog would have been blocked and were not allowed. The CDV blacklist of banks to be avoided
will be continuously updated as new data becomes available. For the names of the banks and
background information I refer to the CDV-blog.
On their blog, CDV also gives some examples of the not or limited checking of the ID’s of people who
wanted to open a bank account somewhere between the years 2004 – 2008. For example, a U.S. citizen
by the name of Michael Lee Port used a fake Belgian passport and identity. Under the name Peter
Steven, he signed as a company director and thereby had rights to withdraw money from deposit
accounts. Mr. Port was arrested and imprisoned in Singapore in 2005. He was caught while trying to
withdraw cash from the bank in Singapore using The Roth Group (TRG) as receiving account.
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https://fraudrecoveryblog.wordpress.com/2014/11/15/investment-fraud-boiler-room-scams-international-local-Asian-banksactively-involved-in-money-laundering/, (2014).
The blog visited a last time in 2016.
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9.0

RECOMMENDATIONS REGARDING THE INTERNATIONAL COMBAT AGAINST BOILER ROOMS

9.1

Introduction

Because the author lives and works in the European Union, his suggestions and recommendations
are offered from that particular point of view and written from a personal perspective. They have, of
course, a broader scope and can be applied outside of Europe as well.
Since 1 January 2011, there have been three European Supervisory Authorities (ESAs): the European
Banking Authority (EBA) based in London, the European Insurance and Occupational Pensions
Authority (EIOPA) based in Frankfurt am Main and the European Securities and Markets Authority
(ESMA) based in Paris.376
ESMA is an independent EU Authority that contributes to safeguarding the stability of the European
Union’s financial system by ensuring the integrity, transparency, efficiency and orderly functioning of
securities markets, as well as enhancing investor protection.
ESMA’s mission is to enhance the protection of investors and reinforce stable and well-functioning
financial markets in the European Union. The three ESAs have their own legal personality. Alongside
national supervisory authorities, they are responsible for institutional and market supervision, also
referred to as micro-prudential supervision.
When considering boiler room fraud, ESMA in particular could play an important role, especially when
it comes to the education of consumers and raising their awareness accordance to European
standards. The ESAs have extensive consumer protection powers and as such, are in a position to issue
guidelines and warnings.
An example of such a warning is highlighted in the opening speech delivered by ESMA Chair Steven
Maijoor on the ESAs Consumer Protection Day 2015.377
“Current projections show that in 2060 the number of employed people for every person aged over 65
years will decrease by over 50%.
To reduce pressure on public finances, several Member States have already encouraged people to take
greater responsibility for financing their retirement and I expect this trend to continue.
Developments like these that push for the greater financial independence of citizens, and their greater
participation in financial markets, mean that financial consumers will need to be empowered and
protected in all sectors of the financial marketplace. In my view, this should have our undivided
attention going forward.”
In my opinion the further privatization of retirement arrangements and pension schemes should be
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https://www.esma.europa.eu, (2015).
http://www.esma.europa.eu/system/files/2015-789_opening_speech_-_joint_esas_consumer_protection_day_steven
maijoor,_3_june_2015.pdf. Date: 3 June 2015 ESMA/2015/789, (2015).
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coordinated with the distribution of information to senior citizens in order to prevent them from falling
prey to boiler room scams.
In in a more recent paper Paul Barnes concluded about U.K. boiler room scams that nevertheless all
the efforts to raise public awareness, the problem still exists. In his view prevention is preferable to
prosecution. Deterrence in the form of a criminal action is costly and efforts to raise awareness
amongst investors are to be encouraged (…)378.
However, Barnes asks himself why professionals such as reporting accountants, auditors, lawyers,
escrow agents and share registers, who were facilitating the boiler room fraud were not charged. If
the red flags of a scam should be obvious to (experienced) investors, the professionals would surely
recognised a fraudulent scheme. Even if the boiler room fraudsters were not charged the
professionals as criminal facilitators could still be. According to Barnes these professionals will have
stringent money laundering reporting obligations. How the money raised in a share issue was spent
and were it was sent to are important matters in reference to money laundering. In the U.K. in only
two cases action has been taken against them. This left the question why professionals in other
boiler room scams have not been pursued (say as a party actively aiding a fraud under the Fraud Act
2006), by victims or FSA/FCA, or even their professional bodies as a civil action of negligence?
According to Barnes the national regulators may have been able to recover as much money as
possible from the convicted fraudsters, but they would not have powers to recover money from
other parties to the fraud, such as auditors, reporting accountants, lawyers, share transfer agents, if
they had not been charged and found guilty of a criminal offense.
The author agrees with Barnes that a change of law is needed so regulators could take also legal
actions against facilitators .

9.2

Recommendations

The following recommendations may contribute to a broad and effective way in the enforcement of
boiler room organizations.

9.2.1 Take boiler room fraud seriously
First of all, it is recommended to treat every report from victims seriously, because behind
each one there may lurk a looming number of unreported frauds.
Many probes into boiler room scams start on a national level as a money laundering
investigation and are categorized as such. In order to gain a better understanding of the boiler
room phenomena the following is recommended,
It is recommended to add the category ‘boiler room scams’ (and ‘Ponzi scams’) to the list of
registered types of frauds used by every country.
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P. Barnes: ‘Stock market scams, shell companies, penny shares, boiler rooms and cold calling: The U.K. experience’,
International Journal of Law, Crime and Justice 48 (2017), p. 63-64.
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The IOSCO Investor Alerts Portal provides a single point of access to alerts and warnings
provided by IOSCO members concerning the unauthorized operations of companies offering
investment services within their respective jurisdictions. 379 However, these listings are not
necessarily complete and it is therefore important that the potential investor verifies that the
particular company intend to do business with is actually being regulated by a relevant
oversight agency which has the proper jurisdiction. A routing map to these can also be found
on the IOSCO website.380
It is recommended to install a central digital point of contact where solid information such
as phone numbers, bank account numbers and addresses of suspected boiler rooms, brokers
and facilitators can be gathered and digital analysed (big data analyse) and from where
action can be coordinated.
In the U.K., for example, the organization Action Fraud provides a central point of contact for
information about fraud and financially motivated internet crime.381 Fraud victims who have
been scammed, ripped off or conned, can report fraud by phone or internet. Reporting online
fraud to Action Fraud ensures that the correct crime reporting procedures are followed and
that all fraud cases are forwarded to the NFIB, which is supervised by the leading force in the
U.K., the City of London Police. Submitting a crime report to Action Fraud also means that
victims will receive a police crime reference number.

9.2.2 Strive for improved cooperation between and with Financial Supervisory Bodies
Boiler room scams should be dealt with in the most efficacious way possible because these
deplorable practices damage the reputation of legitimate financial markets. The result is a
declining consumer trust in certain parties, products, or the entire financial market as a whole
as well as considerable financial losses and mental agony for the victimized consumer.
Additionally, a notable decrease of the level of trust placed in the efficiency of oversight
committees and effectiveness of law enforcement could occur, especially in situations where
pre-emptive safeguards or suppressive actions are insufficient or non-existent.
Domestic supervisory bodies monitoring financial markets detect signs of fraud (including
boiler room fraud) and subsequently initiate investigations into such suspicious businesses
practices. In a number of cases, these agencies have issued cautionary advice on their websites
containing specific warnings concerning suspected boiler rooms. Conducting an investigation
into boiler rooms abroad has, from an administrative point of view, proven rather impractical
due to the fact that these foreign boiler room firms oftentimes turn out to be unregistered
entities operated by individuals who are difficult to capture without a thorough criminal
investigation.
It remains astounding that those boiler room broker firms who lack the proper licensing and
whose names are on various national warning lists are able to continue to use internet sites
and e-mail services even though it is a well-known fact that these websites and e-mail

379
380
381

http://www.iosco.org/investor_protection/?subsection=investor_alerts_portal, (2015).
http://www.iosco.org/about/?subsection=membership&memid=1, (2015).
http://www.actionfraud.police.U.K./, (2014).
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addresses, as well as telephone numbers and bank accounts, are associated with these
questionable enterprises allegedly swindling consumers.
It is recommended to create a disruption strategy on an international level.
It would therefore be beneficial to issue international directives or guidelines on how to
approach website managers, telephone companies and banks with the objective to take
websites ‘off the air’, disconnect their telephone services and close associated bank accounts
in order to create a desired level of ‘disruption’.
Not until then can one speak of an effective means of regulatory action. Both ESMA and IOSCO
have the opportunity to play a role in these actions.

Disruption of boiler room activities is needed especially if the police lack
the capacity on a national level to perform full investigations against
internationally operating boiler room organizations.

9.2.3 Strive for improved (international) political and judicial cooperation
It is recommended to create a task force or contact point where international investment
fraud and boiler room crime fighters can more easily meet and share information and act
more quickly on international help requests from abroad.
Boiler room fraudsters nearly always operate internationally so there is a need for an
international coordinated cell or desk with respect to the freezing and seizing of bank accounts
of boiler room organizations.
A means of international cooperation on an ad hoc basis already exists within quality
investigations inside the EU. In several international investigations involving boiler rooms,
Europol and Eurojust have played a mediating role. Perhaps there could also be a role for the
International Mass Marketing Fraud Working Group (IMMFWG).
A framework decision of the Council of the European Union382 on simplifying the exchange of
information and intelligence between law enforcement authorities of the member states
explicitly calls for simplifying the exchange of information and intelligence between member

382

Cadre decision 2006/960/JBZ by the Advisory Council, 18 December, 2006, also known as the ‘Swedish’ Cadre Decision.
Council Framework. Decision 2006/960/JHA of 18 December 2006 on simplifying the exchange of information and intelligence
between law enforcement authorities of the Member States of the European Union.
http://eurlex.europa.eu/Notice.do?mode=dbl&lang=en&ihmlang=en&lng1=en,nl&lng2=bg,cs,da,de,el,en,es,et,fi,fr,hu,it,
lt,lv,mt,nl,pl,pt,ro,sk,sl,sv,&val=441237:cs, (2014).
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states, in order to effectively combat cross-border crime. The spirit of the ‘Swedish’ Framework decision opens the possibility to form such EU-(boiler room) investigative cells because
boiler room scams are considered to be a severe form of crime and thus fall under the mandate
of Europol and Eurojust.383
It is recommended in order to ensure expertise, analysing intelligence and to facilitate
knowledge transfer among countries, to create a cell on an EU level, for example through
Europol or Eurojust, that is structurally engaged in the study and mapping of the boiler room
phenomenon which, if necessary, can facilitate national investigative services.
It is recommended to perform more short-strike police investigations in which the central
goal is not to arrest criminals and gain high prison sentences, but to emphasize asset tracking
and eliminating the scammers by quickly seizing their bank accounts, shutting down their
websites and raiding and closing their offices, thusly preventing any continued operations.
9.2.4

Strive for improved ways of disruption of boiler rooms
It is recommended in order to prevent further exploitation, to pay more attention to
monitoring known boiler rooms and to actively engage in the ‘disruption’ of their activities.
Ways to accomplish disruption are:

9.2.5

1.

making the public aware of existing boiler rooms having fake addresses;

2.

warnings in newspapers and warnings on internet and email;

3.

shutting down boiler room websites and phone numbers;

4.

shutting down operating boiler rooms by seizing their inventory;

5.

seizing and closing known bank accounts into which investors paid their money;

6.

sharing information more quickly with private partners willing to take civil action
against boiler rooms and boiler room fraudsters in the background (see § 7.3);

7.

sharing public and private information more quickly with police and prosecutors
abroad in a structured manner (see § 7.5).

Find ways to cooperate with legal representatives of public-private initiatives
It is recommended to seek a greater extent of cooperation from public-private initiatives
with private parties.
Private parties possess a significant amount of intelligence which they are able and willing to
make available to investigators; a necessary step in rapidly initiating criminal investigations
into boiler room fraudsters.
It is recommended to unify private organizations dealing with fraud prevention and thus

383

Art. 6 sub 2 of the ‘Swedish’ Council Framework Decision 2006/960/JHA.
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combining forces through a national co-op, in order to increase intelligence and the ability
to take action.
If the government does not regard professional private parties specialized in asset tracking and
claw-back actions as competition but, under certain circumstances, as allies, the fight against
horizontal fraud (fraud committed among private parties) will benefit greatly.
It is recommended that the government, when lacking the capacity to initiate full-fledged
international investigations into boiler room organizations, pursues the facilitation and
support of civil compensation proceedings and indemnity-actions.
These civil proceedings started by among others, bankruptcy trustees, court appointed
receivers or professional private initiatives (class actions) from professional organized groups
of victims against persons or companies abroad closely associated with illicit boiler room
activities.
Support from the government and authorities, in the form of handing over concrete and
verifiable solid information from (criminal) files to civil parties could very well have a direct
bearing on bank statements, witness statements and documents seized during boiler room
raids or any other disruptive actions by investigating authorities. The author therefore
advocates amending the existing laws to allow the delivering of such information in order to
benefit ‘follow the money’ civil procedures.
A common way in which legal representatives of private parties gain insight into the money
flow of boiler room victims, is by requesting information from banks with regard to the boiler
room organization’s bank account, in which the clients'/victims' money has been transferred.
Doing so allows them to initiate asset tracking, indemnity procedures and claw-back
operations. However, banking institutions sometimes refuse to provide this information to civil
parties.
Therefore it is recommended that the government, the public prosecutor in particular,
initiates criminal proceedings against the boiler room suspects, based on forensic
investigations and criminal complaints by a legal representative of the victims, as this makes
it possible to seize bank statements and other file information from banks or other third
parties. After studying the criminal file by the prosecutor, the prosecutor could decide to use
the seized bank account information and other evidence only in the criminal case against the
boiler room suspects or he could decide, to hand it over to the legal representatives of the
victims in support of the ongoing civil procedure, the asset tracking aspect in particular. 384
The author advocates amending the existing laws to allow the furnishing of such information,
in a transparent way, to benefit the position of victims, not only in criminal cases, but also in
civil ‘follow the money’ procedures.
It is the author’s opinion that the removal of any and all of the unlawfully gained advantages
by suspected professional boiler room fraudsters and their facilitators should be a spearhead

384

Based on the information supplied by the bank, it may risk being accused of a form of money laundering or gross
negligence when vetting new customers. (‘Know your customers’ principle).
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of government policy. Crime should never pay and illicitly gained funds should never be
allowed to bankroll other illegal activities. If this remotion of stolen funds occurs within the
realms of either a penal court or civil procedures is not really the point; it’s the end result
that matters.
At the first signs of financial fraud, any discussion should be focused on the initiation of criminal
investigations into the swindle with the removal of any unlawfully gained material advantage
hampering the victim’s cases as objective.
Total transparency allowing an exchange of reliable and verifiable information between
public and private fraud investigators is therefore essential.

The recommendations above are outlines and need to be examined further
within each jurisdiction for feasibility and implementation in national
legislation.
In the author's point of view, the compartmentalized separated thinking in
divisions and separate paths in tackling organized international fraud is
superseded.
Public and professional private parties need to collaborate ever more within
the framework of international asset tracking and damages actions.
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PART 2
A CLOSER LOOK AT CASES THAT MADE THE NEWS
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10.0 PUMP AND DUMP SCAMS THAT MADE THE NEWS
10.1

Introduction into Pump-and-Dump schemes

According to the U.S. SEC, a ‘Pump-and-Dump’ scheme works as follows. A company's website may
feature a glowing press release about its financial health or some new product or innovation.
Newsletters that purport to offer unbiased recommendations may suddenly tout the company as the
latest ‘hot’ stock. Messages in chat rooms and bulletin board postings urge readers to buy the stock
quickly or to sell before the price goes down. One can even hear the company mentioned by a radio
or television analyst. Unwitting investors then purchase the stock in droves, creating high demand and
pumping up the price. But when the fraudsters behind the scheme sell their shares at the peak and
stop hyping the stock, the price plummets and investors lose their money. Fraudsters frequently use
this ploy with small, thinly traded companies because it is easier to manipulate a stock when there is
little or no information available about the company. 385 A few more examples may illustrate the
working of a pump-and-dump scam.

10.2

The Sync2 Networks Corp. case

As described in New York court documents by U.S. Attorney L. Lynch, the stock promotor Louis Dion,
(61), and several unnamed co-conspirators orchestrated a ‘pump and dump’ scheme from August 2009
to December 2011 with the enterprise Sync2 Networks Corp.386
Sync2 Networks Corp. was founded in 2008. As stated by the attorney, Dion and his co-conspirators
first acquired control of Sync2 Networks Corp., a junky Vancouver based company that traded on the
OTC-Bulletin Board in the United States. With the ticker (OTCBB: SYNW). The Corp. aimed, according
to several websites in 2009, to be a leading provider of comprehensive business development and web
services that enable leading edge business and entrepreneurs to establish an effective internet
business, but it was a fraud.
To conceal their control of Sync2 Networks Corp. they, according to the attorney, deposited the shares
into nominee accounts, some located offshore. Then they hyped the market and traded the stock back
and forth between their accounts to create the appearance of active interest in the stock. Then they
offered secret commissions to stockbrokers who placed buy orders for their clients, and to market
makers who brought liquidity to the market.
They also touted breaking news on several websites, such as:

•

Sync2 Networks Opens Ventures Incubator Facility
LAS VEGAS, NEVADA--(Marketwire - Nov. 2, 2009) - Sync2 Networks Corp. (OTCBB:SYNW) –
On 02 November, 2009, Sync2 Networks unveils its Vancouver Venture Incubator to assist
online entrepreneurs accessing the recently negotiated Ventures' Fund. Sync2 Ventures
provides access to capital and consulting for private companies which are in early stages of

385
386

VEB: ‘Aandelenzwendel per telefoon blijkt nog steeds lucratief’, September 2, 2011.
And http://www.sec.gov/investor/pubs/pump.htm, (2013).
David Baines: ‘U.S. judge sentences Vancouver stockpromoter Louis Dion to 47 months in prison.’ Vancouver Sun08.14.2012.
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online integration with foreseeable growth.387
And:

•

Sync2 Networks Welcomes Exploding On Line Gambling Acceptance
LAS VEGAS, NEVADA -- (Marketwire) -- 08/11/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
operates an online business development unit, a global marketing network and has recently
opened an affiliate division. (…).

And:

•

Sync2 Networks Focuses on Expanded European Gaming Market
LAS VEGAS, NEVADA -- (Marketwire) -- 08/09/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
operates an online business development unit, a global marketing network and has recently
opened an affiliate division. Recently John Moore, Chief Executive Officer,

And:

•

Sync2 Networks Affiliate Division to Launch in Europe
LAS VEGAS, NEVADA -- (Marketwire) -- 07/29/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
operates an online business development unit, a global marketing network and has recently
opened an affiliate division. The company plans to open a European office.

And:

•

LAS VEGAS, NEVADA -- (Marketwire) -- 07/12/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
announced today that its Sync2 Group has launched its dynamic new website and
marketing strategy. "It's part of our over-all strategy of adding value to our Company,"

And:

•

Sync2 Appoints New Director and Vice President
LAS VEGAS, NEVADA -- (Marketwire) -- 07/12/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
announced today that Mike Don G. has joined the company as Vice President of Marketing
today. Sync2 is an International business development and marketing firm.

And:

•

Sync2 Networks Brands Its Core Services
LAS VEGAS, NEVADA -- (Marketwire) -- 05/20/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
John M. , Chief Executive Officer, announced today the launch of the VCore brand.

And:

•

Sync2 Networks Focuses Leadership
Marketwire May 13 Comment
LAS VEGAS, NEVADA -- (Marketwire) -- 05/13/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
announced today that John Moore, Chief Executive Officer, has assumed role of President as
Mr. Ron Houle has stepped down to develop the Ampsc network of businesses.

And:

•

387

Sync2 Signs Multiyear Worldwide Marketing Agreement With Global Financial Services
Provider "Money Swap"
LAS VEGAS, NEVADA -- (Marketwire) -- 03/03/10 -- Sync2 Networks Corp. (OTCBB: SYNW)
Sync2 Networks is pleased to announce that it has signed and engaged a multi year contract
with Money Swap Holdings to provide a series of financial tools for Sync's.
http://www.marketwired.com/press-release/sync2-networks-corp-otc-bulletin-board-synw-1069573.htm, (2016).

132

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

Dion was arrested on December 1, 2011 while he travelled from Canada to New York to meet a person
who called himself John Doe. Attorney Lynch stated in court that Dion similarly had manipulated the
share price of another bulletin board company named Siga Resources Inc.
According to the attorney, in that scheme, Dion had agreed to pay John Doe half the value of any sales
he arranged with Siga shares. Dion was told that John Doe had access to a network of corrupt brokers
who would recommend Siga shares to their clients. In November 2010, Dion wired secret commissions
with a total worth of $ 46,000 to a bank account opened by ‘John Doe’ in New York. After his arrest in
December 2011 he was detained in the Metropolitan Detention Center. On February 29, 2012 Dion
agreed to plead guilty to one count of conspiracy to commit securities fraud. As part of his plea
agreement, he agreed not to appeal if his sentence was 60 months or less. In August 2012 he was
sentenced to 47 months in prison.

10.3

The Siga Resources Corp. case

Siga Resources Inc. was founded in Nevada in 2007. The mineral resource exploration and
development company was based in California. Since September 2010, Siga had been under new
management. The company was targeting precious metals properties with the potential for production
and early positive cash flow.388
In the trial against Louis Dion in 2012 the prosecutor held Dion responsible for manipulating the share
price of the bulletin board company named Siga Resources Inc. in the year 2011.

Source: ©: 2013 EDGAROnline.

388

http://www.marketwired.com/press-release/Siga-Resources-Inc-Announces-Progress-on-Lucky-Thirteen-Field- Program1415112.htm, (2016).
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As seen on the above chart from the year 2013 the Siga Resources Corp. stock was extremely promoted
mid-2011 by spammers. Since it started in 2007 the trading price was around $0.55 to $0.60 until mid
2011 when it peaked at $2.40. It has since fallen to levels between $0.01 and $0.02.
In 2013 a blogger warned against buying stock from Siga Resources Corp. (SGAE).389 In 2013 he saw a
pattern in the spamming. It started almost immediately after the close of trading on Friday and the
characteristics matched other spam which have been sent out by the Kelihos botnet.
The spam looks like this:
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389

http://blog.dynamoo.com/2013/09/siga-resources-inc-sgae-pump-and-dump.html, (2016).
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Company: SIGA RESOURCES, CORP
4-Day Target: $.50
It Broadens Target Markets! Its Time to Buy Again...

End of the spam

10.4

The Stockster website case

In 2006, the U.S. SEC announced filing civil securities fraud charges against the operator of an Internet
website who made more than $2.7 million in profits by secretly selling the stocks he recommended as
“mega bonus buys” on his site, www.thestockster.com (the Stockster website).390 According to the
SEC’s complaint, Nicholas C. Czuczko funded an extensive Internet advertising campaign to drive traffic
to the Stockster website. Between the middle of December 2005 and the end of March 2006, the
Commission alleges that Czuczko paid approximately $1.15 million to Internet search companies and
other web promoters. Advertisements for the Stockster site appeared on Google and Yahoo! in
response to internet searches for terms like ‘stocks’ and ‘investment advice’, and also on popular
financial websites such as Marketwatch.com, TheStreet.com, and The Wall Street Journal Online.
Czuczko’s advertising campaign proved successful and his stock picks expectedly fuelled trading and
price increases in the recommended stocks. The Commission’s complaint alleges that Nicholas Czuczko
routinely recommended thinly traded penny stocks on his website while he personally planned to sell
the stock at the increased price spurred by his own recommendations. Mr. Czuczko’s practice was to
buy shares of the recommended stocks shortly before posting the selection on the Stockster website.
When unsuspecting internet visitors bought the recommended stocks and drove up the price of the
shares, Czuczko sold or ‘scalped’ his holdings for substantial profits without disclosing his own sales on
the Stockster site.

10.5

The Colin McCabe case

In 2012, the BCSC (Canada) discovered that some stocks traded on the OTC Bulletin Board in the U.S.
were manipulated by the American stock promoter Colin McCabe who published three newsletters
targeting investors in the U.S.391 Using these publications and through other mass mailings, McCabe
touted various stocks to investors utilizing false and misleading representations. Colin McCabe’s
companies were paid a total of $ 8.2 million for touting various bulletin board companies.
In March 2013, the SEC of Utah (U.S.) started a civil case against the same McCabe.392 In the
complaint the defendant Colin McCabe was described as a Canadian citizen, age 29, and is believed
to reside in British Columbia, Canada. Mcabe is a professional penny stock promoter and newsletter
publisher who published three newsletters that targeted U.S. investors: ‘. McCabe was the sole
owner and operator of the “Elite Stock Report”, “The Stock Profiteer” and “Resource Stock Advisor”
publications.
390

391

392

‘SEC Charges Operator of Stock Picking Website with Secretly Profiting in Investment Scam’.
http://www.sec.gov/news/press/2006/2006-128.htm, (2015) and
https://www.sec.gov/litigation/complaints/2013/comp22632.pdf, (2017).
David Baines: ‘Swiss operative behind promotion of North Vancouver water company’. Vancouver Sun, August 10, 2012.
http://www.vancouversun.com/business/Baines+Swiss+operative+behind+promotion+
North+Vancouver+water/7074172/story.html, (2013).
http://www.sec.gov/litigation/complaints/2013/comp22632.pdf, (2013).
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He began monthly publications of the Elite Stock Report newsletter in 2006. In 2009 he began the
publication of the two other newsletters. Between 2009 and 2001, McCabe had thousands of
subscribers for his three publications.
According to the Complaint each issue of the stock newsletters generally included some introductory
text and commentary on the markets following by McCabe’s recommendations for subscribers to
purchase particular stocks.

Example of an Elite Stock Report article written by Colin Mc Cabe.393

The summary of allegations started with the remark that defendant McCabe touted various stock to
investors while making false and misleading representations and omissions, through the three
publications recommending stocks to paid subscribers; and mass mailings recommending stocks to
non-subscribers receiving substantial for himself which were not disclosed to his subcribers. Further
on he failed to disclose to his newsletters subscribers that he was being paid substantial sums to
393

Source: http://dlcache.com/thumbs/959/elitestockreport.com.gif, (2017).
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recommend at least ten of the same stocks in other publications. According to the complaint he made
false and misleading statements about the assets of Guinness Exploration Inc. (Guinness”), one of the
issuers he recommended.
McCabe’s false and misleading statements misled investors who bought and sold stocks bases on
McCabe’s recommendations, harming subscribers who followed his advice because the stock prices
declined after the initial tout. Between January 2008 and February 2011, McCabe received
approximately $ 16 million in fees for promoting ten stocks that he also touted to his subscribers under
false pretenses. McCabe was solely responsible for the content of each of the Elite Stock Report; The
Stock Profiteer and The Resource Stock Advisor publications, as well as the content of the publications’
on the Internet websites.
The factual allegations in the Complaint summarized were, among others:

•

McCabe’s “research” claims were false or misleading.
He falsely claimed that his stock publications were the result of extensive research conducted by
researchers with relevant expertise and contacts. But in fact they were not. There was no research
team, McCabe made stock recommendations himself, and had no special expertise of network of
contacts. He also introduced his good friend Joe Marino as the editor of The Stock Profiteer, in fact
Joe Marino never existed and is an alias used by McCabe to disguise his responsibility for the Stock
Profiteer. McCabe also referred in the Resource Stock Advisor to Roger Gaines, who claimed to be
a highly trained economist who could spot trends before they happen and had worked the last
decade in the trenches of Wall Street. However Gaines never existed and was simply another alias
used by McCabe.

•

McCabe did not disclose Stock Promotions to paid subscribers.
McCabe was paid more than $ 16 million in total to promote some of his stocks. However he did
not disclose his receipt of this compensation to his subcribers.
For example between October 2009 and May 2010 The Stock Profiteer was paid $ 3,450,000 to
promote Global Health Ventures Inc. (“Gobal Health”) after invoicing a Swiss entity.
Another examples of paid promotion were the promotions of Guiness Exploration early in 2010.
and Titan Oil 1 Gas, Inc: (“Titan”) between January 2010 and March 2011. McCabe’s claims about
research and methodologies suggested that his stock picks were objective when in fact, they were
not.

•

McCabe’s False and Misleading Statements Concerning Guinness Exploration.
For example McCabe falsely claimed that Guiness had acquired an 8,000 acre property in the
middle of Tintina Gold Belt in the Yukon Territory of Canada before May 2009 and claimed that the
proporty held “an estimated recoverable resource in excess of 1 million ounces of gold” In fact
Guiness had purchased the relevant property in November 2009 and Guiness never claimed that
its property held “an estimated recoverable resource in excess of 1 million ounces of gold”.
McCabe’s representations in this regards were false and misleading. McCabe’s knew or was
reckless in not knowing that the statements were false and misleading. The outcome of this civil
action No.:2:13-cv-00161 is not known to the author.
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In July 2014, a British Columbia Securities Commission panel decided that the tout sheet publisher
McCabe made misrepresentations and other misleading statements when promoting three
companies traded on the Over-the-Counter-Bulletin-Board (OTCBB) in the U S. The panel also
decided that the managing director of a Swiss company E.T. Speckert facilitated secret payments
to the tout sheet publisher in connection with one of the promotions. The panel concluded that
Speckert engaged in conduct contrary to the public interest.394

10.6

The Cynck Technology Corp. Case

In July of 2014, The U.S. SEC announced the temporary suspension of trading of the securities of Cynk
Technology Corp. (‘CYNK’).
According to the website Buzzfeed in July, 395 everything seemed to point to a pump-and-dump
scheme. The value of Cynk shares on the penny stock OTC Bulletin Board had exploded in a very short
period of time. Since the middle of May of 2014, it had gone from 6 cents to $21.95. In other words,
the company came out of nowhere and was worth 5 to 6 billion dollars within just a few weeks’ time.

Chart:Bloomberg396

394

395
396

BCSC: ‘BCSC panel finds that two men facilitated the secret promotion of securities’, July 15, 2014,
http://www.bcsc.bc.ca/News/News_Releases/2014/55_BCSC_panel_finds_that_two_men_facilitated_the_secret promotion of
securities/, (2014).
Hearing Colin Robert Hugh McCabe and Erwin Thomas Speckert, 2014 BCSECOM 269.
http://do.bcsc.bc.ca/comdoc.nsf/0/1e882ec757162e0888257d16006b3920/$FILE/2014%20BCSECCOM%20269.pdf, (2014).
http://www.buzzfeed.com/matthewzeitlin/the-strange-story-behind-the-meteoric-rise-of-an-unknown-pen, (2014).
http://www.bloomberg.com/news/articles/2014-07-24/cynk-the-6-billion-penny-stock-debacle-stretches-from-belize-to lasvegas. (2015).
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Cynk was a Nevada corporation with a business address in Belize City (Belize). However, Cynck was
never registered in Belize. Belize and its common stock was quoted on the OTC Link (previously “Pink
Sheets”) operated by OTC Markets Group, Inc. (OTC Link) under the ticker symbol ‘CYNK’.
CYNK Technology operated a social network called Introbiz.com that was identified as Introbuzz until
April 2013. Introbuzz initially filed with the SEC to sell 2 million shares of common stock in January
2012. But it ended up selling only 1 million shares priced at 5 cents per share for a total rise of
$54,300 in August of that year. At the time, the company said it had ‘over 30’ investors. On April 17,
2013, Marlon Luis Sanchez was elected to the board of directors of Introbuzz and on April 18, he took
over the company as CEO, with a stock option grant of 2.8 million shares to boot. Sanchez quickly set
about rebranding ‘Introbuzz’ as ‘Cynk Technology Corp.’.
On June 5, 2013, the company announced a 75-1 stock split of its common shares, with Sanchez
controlling 72.4%. His 2.8 million shares immediately turned into 210 million. The split went into effect
a month later. The company changed executive officer, chief financial officer, chief accounting officer,
secretary, treasurer, and sole director on its board. All these functions, however, were performed by
just one person.
In 2014, Javier Moreno, took over the company Cynk, he bought 210 million shares from former
shareholder Marlon L. Sanchez. The new owner of the shares Moreno lives in Belize City, Belize, and
was the company’s sole director and executive officer, according to a filed SEC-document dated June
11 2014. Six days later, the company’s stock saw its first real surge in trading, with 367,000 shares
changing hands while the price rose from 18 cents to $4.25.
Before June 17, the most shares that had been traded were 1,900 on May 15, with most days seeing
no trading. The share price run-up started in June 2014 with a barrage of Twitter accounts tweeting
out near identical messages about how Cynk’s stock was surging by hundreds and thousands of
percentage points. The ticker quickly spread on Twitter, where traders of the penny-stock market saw
an opportunity to make quick profits by buying and quickly selling the stock as its rise continued.
On July 11, 2014, the SEC was of the opinion that the public interest and the protection of investors
required a suspension of trading in the securities of the above listed company. Because of concerns
regarding the accuracy and adequacy of information in the marketplace and potentially manipulative
transactions in CYNK’s common stock, it was ordered, pursuant to Section 12(k) of the Securities
Exchange Act of 1934, that trading in the securities of the above listed company was suspended for
the period from July 11, 2014, until July 24, 2014.397
The SEC had discovered that the company did not have revenue, assets, full-time employees, nor did
it have a members register. The only evidence of Cynk’s service was the website introbiz.com. It was
also unclear who actually ran this company.
On July 11, 2014 the following public statement was placed by the SEC on the OTC Bulletin Board:
"Trading is halted because FINRA has determined that an extraordinary event has occurred or is

397

http://www.sec.gov/litigation/suspensions/2014/34-72594-o.pdf, (2014). Myles Udland: Sec issues statement on Cynk Trading
Halt. http://www.businessinsider.com/cynk-halted-for-trade-july-11-2014-7, (2014).

139

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

ongoing that has had a material effect on the market for the OTC Equity Security or the security
underlying an OTC ADR or has caused or has the potential to cause major disruption to the
marketplace or significant uncertainty in the settlement and clearance process."398
This particular response by the SEC caused the Common Stock Grey Market OTC Markets Group Inc.
(‘OTC Markets’) to halt the trade in Cynck Technology Corp. The display of quotes on www.
otcmarkets.com was stopped as well.399 This security was labelled Caveat Emptor (Buyer Beware) for
one of the following reasons:
■

Promotion/Spam without Adequate Current Information — The security is being promoted to
the public, but adequate current information about the issuer has not been made available to
the public. OTC Markets believes adequate current information must be publicly available
during any period when a security is the subject of ongoing promotional activities having the
effect of encouraging
trading of the issuer's securities. At such instances, as a matter of policy, when adequate
current information is not made available, OTC Markets will label the security as ‘Caveat
Emptor’. Promotional activities may include spam email, unsolicited faxes or news releases,
whether they are published by the issuer or a third party.

■

Investigation of Fraud or Other Criminal Activities — There is an investigation of fraudulent or
other criminal activity involving the company, its securities or insiders. When OTC Markets
becomes aware of such investigation, the companies’ securities may be subject to Caveat
Emptor.

■

Suspension/Halt — A regulatory authority or an exchange has halted or suspended trading for
public interest concerns (i.e. not a news or earnings halt).

■

The security or issuer is the subject of a corporate action, such as a reverse merger, stock split,
or name change, without adequate current information being publicly available.

■

Unsolicited Quotes — The security has only been quoted on an unsolicited basis since it entered
the public markets and the issuer has not made adequate current information available to the
public.

■

Other Public Interest Concern — OTC Markets has determined that there is a public interest
concern regarding the security. Such concerns may include but are not limited to promotion,
spam or disruptive corporate actions even when adequate current information is available.”

OTC Markets will resume the display of this security’s quotes once adequate current information is
made available by the issuer pursuant to the Alternative Reporting Standard or by the SEC Reporting
Standard, and until OTC Markets believes there is no longer a public interest concern. Investors are
encouraged to use caution and due diligence in their investment decisions.”400

398
399
400

https://www.otcbb.com/news/tradehalt/haltcodes.stm, (2014).
http://www.otcmarkets.com/stock/CYNK/quote, (2014).
On http://www.bloomberg.com/quote/CYNK:US no current developments with regard to Cynck Technology is any longer visible.
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In March 2017 Bloomberg Markets showed the following chart:

Photo: F. Roest, source: screenshot Cynk Technology Corp CYNK:US OTC US
https://www.bloomberg.com/quote/CYNK:US, (2017).
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10.7

Mafia New York Longshoremen stock fraud case

Mafia involvement in 1990s stock swindles was first explored by investigative reporter Gary Weiss in a
December 1996 Business Week article. 401 Weiss later explored the Mafia's Wall Street scams in a
book.402
Because of an investigation into the criminal activities of longshoremen in the harbours of New York
and New Jersey, a pump-and-dump scheme was (again) discovered in 2010.403 According to the press
release from the United States Attorney Southern District of New York, the scheme was uncovered
when investigators identified a longshoreman operating at the Port who received money from others
to generate trading volume that ‘pumped’ stock prices in penny stocks.404
The discovery of the longshoremen involvement led to a wiretap and financial investigation that
revealed links among at least 15 websites, Facebook pages, and Twitter feeds (collectively the ‘Internet
Stock Tips’) that purported to provide penny stock picks based on the authors’ expertise and
independent research. In truth and in fact, however, the Internet Stock Tips were orchestrated by
participants in the stock fraud scheme to dupe unsuspecting investors into purchasing the stock in
order to cause an increase in the stock price and generate trading volume. Once those goals had been
achieved, participants in the scheme sold their interests in the stock and realized gains, the fraudulent
recommendations ceased, and victims who purchased while stock prices were on the rise lost a
significant portion of their investment, sometimes within hours. Issuers of the ‘Internet Stock Tips’
were often compensated by other participants in the scheme who were orchestrating the ‘Pump-andDump’ operation.
As stated in the complaint, the defendants used “false and misleading positive statements, material
omissions, and other means of market manipulation.” 405 For example, in one website post, a targeted
stock was touted as the “Next Big Pick. (…). We believe that the company has a lot going for it and we
recommend that everyone put it on their watch list! Last price .62 per share and technical indicators
are pointing up!” According to N. Savona the government found these stock recommendations to be
fraudulent because the recommendations weren’t based on technical indicators but on the
defendants’ agreement to pump up the stock.406
Once the perpetrators had sufficiently inflated the targeted stocks by coordinating their purchase, the
fraudsters involved in the scheme liquidated their shares at profits, which resulted in three million of
illegal gains for the defendants and caused about seven millions of dollars to duped investors according
to the complaint.407
401
402
403

404
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406
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http://en.wikipedia.org/wiki/Microcap_stock_fraud and Garry Weiss, ‘The mob on Wallstreet’, Business week ,
December 1996, http://www.businessweek.com/1996/51/b35061.htm, (2015).
Garry Weiss, ‘Born to Steal: When the Mafia Hit Wall Street’, 2003, Warner Books, ISBN 0-446-52857-9.
Ben Rooney, ‘Longshoremen charged with stock fraud.’ October 5, 2010.
http://money.cnn.com/2010/10/05/news/economy/longshoremen, (2014).
Nick Savona, ‘Tearing the veil on the classic ‘pump and dump’’. Fraud Magazine, January/February 2015 and
Fraud-Magazin.com. page 12 -14. http://www.fraud-magazine.com/article.aspx?id=4294986379, (2014)
http://www.justice.gov/usao/nys/pressreleases/October10/portofnewyorkharborpr.pdf, (2014).
Ben Rooney, ‘Longshoremen charged with stock fraud.’ October 5, 2010.
http://money.cnn.com/2010/10/05/news/economy/longshoremen, (2014).
Nick Savona. ‘Tearing the veil on the classic ‘pump and dump’.’ Fraud Magazine, January/February 2015 and
Fraud-Magazin.com. page 13. http://www.fraud-magazine.com/article.aspx?id=4294986379, (2015).
Ben Rooney, ‘Longshoremen charged with stock fraud’. October 5, 2010.
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10.8. The Eric C. Cusimano ‘pump-and-dump’-case
•

•

In December 2014, Eric C. Cusimano, (33) pleaded guilty to conspiracy to commit securities
fraud and tax evasion.408 As part of the plea, Cusimano turned over $1.2 million, two pieces of
property in New York’s southern tier, a boat, several ‘valuable’ pieces of jewelry, and $340,000
which he had stored in accounts in Panama and Belize.
Cusimano admitted to have taken part in a scheme to artificially inflate the value of penny
stocks and to have duped unknowing investors. In doing so, he used newsletters and a web
site called ‘bestdamn-pennystocks.com’ to lure investors and spread misleading information
about specific stocks. The goal of the scam was to artificially inflate the price of those stocks
and then sell them, reaping benefits for people who were part of the scam. Investigators
claimed Cusimano took in more than $7 million over a four-year period and made more than
$1 million in unreported income. For over three years he took in roughly $8 million which he
didn’t report, with an income of roughly $1.2 million. He owed the IRS roughly $650,000 for
the tax fraud.

U.S. Attorney William Hochul’s office called the scam a ‘pump-and-dump’ scam. Cusimano earned
$1,218,783 between 2009 and 2012. Over that period of time at least 250 victims lost money in the
scam. Jamie Boye and Cusimano promoted companies on their website bestdamnpennystocks.com
and attempted to lure people in with claims of large profits from a short list of stocks, for which the
company itself created the demand.409 The website said in small print investors should not invest
unless they can afford to lose their entire investment.410
During the trial it became known that Donna Levy and David Levy were the shell insiders who paid
Boye and Cusimano to promote many of the companies they controlled in years past. They were found
guilty of stock fraud in 2013.

10.9

The David and Donna Levy case

In March 2013, the U. S. Attorney for the Southern District of New York announced in a press release
that David Levy and his wife Donna Levy were found guilty on all counts against them in an
indictment charging them with orchestrating so-called ’Pump-and-Dump stock fraud schemes’ that
employ the internet and social networking sites, among other tools, to manipulate the price of penny
stocks.411
David and Donna Levy were convicted of conspiracy to commit wire fraud and securities fraud, and of
committing securities fraud, in connection with their efforts to orchestrate multi-year pump-anddump schemes involving two companies that they helped take public: Cardiac Network, Inc., which

408
409
410
411

http://money.cnn.com/2010/10/05/news/economy/longshoremen, (2014).
Mark Belcher, ‘Federal court seizes millions from former Jamestown man, sets record’. News 4 Digital Producer, December 18,
2014. http://wivb.com/2014/12/18/federal-court-seizes-millions-from-former-jamestown-man-sets-record/, (2015).
Michel Good, ‘Promoters Eric Cusimano & Jamie Boye indicted’
http://www.goodetrades.com/2014/06/promoters-eric-cusimano-jamie-boye-indicted/, (2015).
Phil Fairbanks, ‘Chautauqua County stockbroker pleads guilty to duping investors’. The Buffalo News, 17 December 2014.
http://www.buffalonews.com/city-region/chautauqua-county-stockbroker-pleads-guilty-to-duping-investors-20141217, (2015).
USAO Press release, ‘David Levy And Donna Levy Found Guilty In Manhattan Federal Court Of Orchestrating
“Pump And Dump” Stock Fraud Schemes’, March 22, 2013.
http://www.justice.gov/usao/nys/pressreleases/March13/DavidandDonnaLevyVerdictsPR.php, (2015).
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has traded under symbol “CNWI”, 412 and Banneker, Inc., which had traded under symbol “BANI.” 413
According to Bloomberg there were no data available for ‘BANI:US’ in January 2017.

Photo: F. Roest, source: screenshot Banneker Inc BANI:US OTC US
https://www.bloomberg.com/quote/BANI:US (2017).

The schemes worked as follows: David and Donna Levy offered to help start-up companies obtain
financing, took the start-up companies public, and coordinated marketing and investor relations for
the companies, in exchange for company shares. Once the companies had gone public, Donna Levy
put out press releases on behalf of the target companies, and she worked with David Levy to secretly
fund and distribute misleading third-party ‘buy’ recommendations concerning the targeted
companies.
This misleading promotional campaign, along with other manipulative conduct, caused demand for
stock in the targeted companies and the price of the stock to rise. David and Donna Levy, and their

412
413

http://www.bloomberg.com/quote/CNWI:US (2015).
http://www.bloomberg.com/quote/BANI:US (2017).
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co-conspirators took advantage of the ‘pumped-up’ stock trading volume and prices to ‘dump’ their
shares into the market until the misleading promotional campaign had run out of steam. They would
repeat the scheme multiple times until the target companies’ shares were essentially valueless,
thereby harming company founders and executives, as well as innocent investors who bought in
reliance on the misleading promotional campaigns they orchestrated.
David Levy was also convicted of securities fraud in connection with his efforts to orchestrate a multiyear pump-and-dump scheme involving a third company that he helped take public: Greenway Design
Group, Inc., which has traded under the symbol “GDGI”. 414 Evidence presented at trial demonstrated
that he awarded himself secret shares in GDGI in the name of a Panamanian shell company maintained
by a money launderer. Additionally, David Levy was convicted of a money laundering conspiracy for
his efforts to conceal more than $2.3 million in proceeds from the fraudulent stock fraud schemes in
Panamanian shell company bank accounts maintained at a bank in Panama.
In addition to being convicted of the charges above, Donna Levy was also convicted of two counts
arising from her participation in a manipulation-for-hire scheme. As demonstrated at trial, Donna Levy
was paid by others who were interested in dumping large holdings of penny stocks into the market, or
through intermediaries, to post or fund misleading stock ‘buy’ recommendations on purportedly
independent stock analysis websites and email newsletters. They did so knowing that their conduct
would help pump up the prices of the stocks they were manipulating so that they could sell and make
quick profits from unsuspecting investors who would be harmed once the secretly funded
manipulative campaign ended and the stock crashed. One of these companies was Emerging World
Pharma Inc. which traded under the symbol “EWPI”.415
In March 2013 Donna Levy therefore was convicted of conspiracy to commit wire fraud and securities
fraud in connection with her efforts to orchestrate a pump-and-dump scheme as a manipulator for
hire in connection with a dubious company called Emerging World Pharma Inc., Earlier, in December
2012, the SEC had already ordered a suspension of trading in the securities of Emerging World Pharma
Inc. for a period of two weeks because questions had arisen concerning the adequacy and accuracy of
press releases and other public statements concerning its business operations and financial condition.
The Commission was therefore of the opinion that the public interest and the protection of investors
required a suspension of trading in the securities of Emerging World Pharma Inc.416
In a press release in January 2014 it was announced by the U.S. Attorney for the Southern District of
New York, that David Levy was sentenced to nine years in prison after having been found guilty by a
federal jury for orchestrating ’pump-and-dump’ stock fraud scheme. In addition, he was also
preliminarily ordered to forfeit $12 million, his home in Florida, certain luxury vehicles, and certain
bank accounts.417

414
415
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417

http://www.bloomberg.com/quote/GDGI:US, and http://www.bloomberg.com/quote/GDGI:US/chart, (2015). ‘GDGI’ was in
January of 2017 still traded on the OTC Pink market. The trading volumes were in 2016 very volatile.
http://www.bloomberg.com/quote/EWPI:US, (2015).
SEC Press release, ‘Order of suspension of trading’. File 500-1, December 6, 2012.
https://www.sec.gov/litigation/suspensions/2012/34-68367-o.pdf, (2015). And
https://www.federalregister.gov/articles/2012/12/10/2012-29841/emerging-world-pharma-inc-order-of-suspension-of-trading,
(2015).
USAO press release ,‘Leader Of “Pump And Dump” Stock Fraud Scheme Sentenced In Manhattan Federal Court To Nine Years In
Prison’. January 24, 2014. http://www.justice.gov/usao/nys/pressreleases/January14/DavidLevySentencingPR.php, (2015).
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Photo: F. Roest, source screenshot Emerging World Pharma Inc EWPI:US OTC US,
https://www.bloomberg.com/quote/EWPI:US, (2017).

And in February 19, 2014, Donna Levy was sentenced to 60 months in connection with her conviction
for Conspiracy to Commit Securities Fraud and Manipulation for Hire and 66 months for Securities
Fraud concerning Banneker, Cardiac Networks. Sentences were to run concurrently.418
Refering to Bloomberg Markets, the firm of Cardiac Network Inc. (ticker CNWI:US) showed (again) a
sudden activity in the OTC-market in September 2015. There is no data available for CNWI:US in
February 2017.

418

http://investorshub.advfn.com/boards/read_msg.aspx?message_id=97673994, (2015).
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Photo: F. Roest, source screenshot: Cardiac Network Inc CNWI:US OTC US
https://www.bloomberg.com/quote/CNWI:US (2017).
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10.10 South Florida men charged by SEC for inter-state penny stock fraud
In April 2015, the U.S. SEC announced fraud charges against 10 individuals involved in a scheme to
offer and sell penny stocks in undisclosed ‘blank check’ companies bound for reverse mergers while
misrepresenting to the public that they were promising start-ups with business plans.419
‘Blank check’ companies, according to the SEC, generally have no known activities and no value other
than their status as a registered entity (on a regulated stock market FR), which makes them attractive
targets for unscrupulous individuals seeking reverse mergers with clean shells ripe for ‘pump-anddump schemes’. 420 The U.S. federal securities laws impose various requirements on ‘blank check’
companies to prevent such illicit use. The alleged fraudsters routinely evaded these requirements by
creating undisclosed blank check companies and installed figurehead company executives while falsely
depicting in registration statements and other SEC filings that the companies were pursuing real
business ventures under these illusory executives. Allegedly concealed from the public was the fact
that the companies were controlled all the time by Daniel P. McKelvey (Cal.), Alvin S. Mirman (Fla.) or
Steven Sanders (Fla.) for the sole purpose of entering into reverse mergers with unidentified
companies so they could profit from sales.
According to the SEC’s complaint McKelvey, Mirman and Sanders collectively developed nearly two
dozen undisclosed blank check companies and sold most of them for a total of approximately $ 6
million in ill-gotten gains. They were thwarted from further sales when the SEC instituted stop order
proceedings in 2015 that led to the suspension of the registration statements of four issuers before
they could be further packaged for sales. The scheme allegedly involved forging or falsifying hundreds
of certifications filed with the companies’ SEC filings as well as communications from impersonating email accounts, management representation letters to accountants, notarizations on applications to the
Financial Industry Regulatory Authority (FINRA), and securities purchase agreements used in the sales
of undisclosed blank check companies.
The SEC also filed charges against three other fraudsters who assisted the scheme by acting as
corporate nominees with knowledge of the false business plans, drafting or providing, or recruiting
other nominee officers.
The SEC additionally charged four other figurehead officers and directors who agreed to settle their
cases in separate administrative proceedings. They consented to SEC orders without admitting or
denying the findings that they violated the antifraud, reporting, recordkeeping, and internal control
provisions of the federal securities laws. They were barred from serving as an officer or director of a
public company and from participating in penny stock offerings, and they must disgorge ill-gotten gains
plus prejudgment interest.
According to a press release on the website of Department of Justice U.S. Attorney’s Office Southern
District of Florida; dated July 20, 2016,421 Daniel McKelvey, (49), and Jeffrey L. Lamson, (51), both from
California, were charged by criminal information with one count of conspiracy to commit securities
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SEC Press release, ‘SEC charges 10 individuals in scheme to sell stock in blank check companies secretly bound for reverse
mergers.’ File 2015-69. April 16, 2015. http://www.sec.gov/news/pressrelease/2015-69.html, (2015).
More information about ‘blank check’ companies is to be found at http://www.sec.gov/answers/blankcheck.htm, (2015).
https://www.justice.gov/usao-sdfl/pr/two-stock-promoters-charged-securities-fraud-connection-scheme-fraudulently-register.
(2017).
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fraud. McKelvey and Lamson faced a maximum statutory sentence of five years in prison and a fine up
to $250,000. The case was assigned to U.S. District Judge Robert N. Scola Jr. in Miami.
According to court documents, McKelvey, Lamson and other conspirators, including persons located
in the Southern District of Florida, would recruit individuals to serve as straw chief executive officers
(CEOs) for shell companies. The conspirators would inform the straw CEO that they would have no
further role with the company and would only be paid when the business was later sold. McKelvey,
Lamson and other conspirators would prepare corporate documents for the shell companies, such as
board meeting minutes, stock certificates and shareholder lists, all of which were false and fraudulent.
The conspirators would submit these documents, as well as other false information, to the SEC on
Form S-1 in order to register securities offerings in the name of the shell companies. The false filings
would include representations as to the role of the straw CEO in the company and the intent and
purpose of the company itself.
Once a company’s registration was effective, McKelvey, Lamson and other conspirators would recruit
individuals to serve as nominee shareholders, to make it appear that there was a group of shareholders
that were unaffiliated with the company. This was done in order to create a class of unrestricted shares
that could later be publicly traded. In reality, these nominee shareholders were promised a fixed
amount of money once the company was ready to be sold, in exchange for allowing their names to be
used as shareholders on subscription agreements. By obtaining control of all or nearly all of the
purportedly unrestricted shares of the company without disclosure to the SEC or the public, the
conspirators were in a position to subsequently sell or transfer the shares to others, or to the investing
public, while avoiding the SEC’s prohibitions against insider trading or undisclosed trading by persons
who exercise control over a public company.
The conspirators would also solicit broker-dealers to submit information to the Financial Industry
Regulatory Authority (FINRA) to obtain authorization for the company’s shares to be publicly traded
(traded “over the counter”). Forms and other materials submitted to FINRA, would falsely describe the
companies and conceal the roles of the conspirators. Once FINRA gave authorization for the shares to
be traded over the counter in the penny stock markets, the conspirators would transfer control of
unrestricted, or publicly tradeable shares, into accounts they controlled.
The conspirators would then seek buyers who would acquire control of the shell companies as well as
the secretly controlled unrestricted shares. The buyer’s acquisition of the company would typically
take the form of a “reverse merger,” and be publicly disclosed. The secretly controlled unrestricted
shares would typically be transferred to a third party or other account designated by the buyer, and
would not be disclosed to the SEC or the public. In this way, the buyer would be in a position
immediately to engage in stock swindles or other manipulation schemes. The matter was being
prosecuted by Assistant U.S. Attorney Jerrob Duffy.
According to the following website information, dated August 2, 2016, from the law offices of J.W.
Evans,422 broker Daniel McKelvey pleaded guilty to conspiracy to commit securities fraud, a charge filed
by the US Attorney's Office in collaboration with the FBI and SEC, and in connection with a

422

Ex-California Broker Daniel McKelvey Pleads Guilty in Fraudulent Shell Corporation Penny Stock Scheme Posted on Aug 2, 2016
http://www.stocklaw.com/Securities-Fraud-Blog/2016/August/Ex-California-Broker-Daniel-McKelvey-Pleads-Guil.aspx, (2017)
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fraudulent penny stock scheme. The Department of Justice report stated, according to the law offices
of J.W. Evans that McKelvey, Lamson, and others created a series of corporate documents for the shell
companies, such as board meeting minutes, stock certificates, and shareholder lists, all of which were
fake and fraudulent, and submitted this false information to the SEC and FINRA, and, in doing so,
misrepresented the intent and purpose of the shell company itself, which often would sell in the form
of a reverse merger.
The SEC proceeding stated that the corresponding pump-and-dump scheme generated approximately
$6 million in ill-gotten gains before the SEC ordered the group to stop its activities, noting that
McKelvey, Lamson, Edward G. Sanders (Coral Springs, Florida) and Scott F. Hughes (Duluth, Georgia)
all played a role in furthering the false scheme and violated or aided and abetted violations of the
antifraud, record keeping, reporting, and/or control statutes of federal securities laws.
The SEC report named Forte Capital Partners, LLC—a company managed by McKelvey—as one of four
relief defendants for the purpose of recovering illicit proceeds. The other companies named were AU
Consulting LLC and MBN Consulting LLC.

10.11 New York Long Island-based “pump and dump” fraud
On July 12 2017 the SEC announced charges in a massive boiler room scheme targeting seniors.423
Fraud charges were brought against 12 individuals allegedly involved in two Long-Island-based called
calling scams that bilked more than one hundred victims out of more than $10 million through highpressure tactics and lies about penny stocks. Many of the victims were senior citizens.
At the same time the U.S. Attorney’s Eastern District of New York announced in a Press release that
the corporate Insiders and managers of the Long Island boiler room were indicted for orchestrating
$147 Million Stock Manipulation Scheme Involving Publicly Traded Companies. 424
According to the SEC’s complaint boiler room sales men would direct victims to place trades and tell
them how many shares to purchase and at what price. With this information about the victims’ trades,
the orchestrators and the boiler room sales personnel allegedly places opposing sell orders to dump
their own shares, realizing more than $14 million in illegal proceeds while the victims lost millions of
dollars, including retirement savings.
In the summary of allegations against 15 Defendants and number of relief defendants, the scheme was
explained as follow.425
1.

The defendants were engaged in a series of widespread and ongoing fraudulent schemes,
beginning in at least March 2013, to manipulate the prices and volume of at least the following
four microcap securities.

423

SEC: ‘SEC Announces Charges in Massive Telemarketing Boiler Room Scheme Targeting Seniors.’
https://www.sec.gov/news/press-release/2017-124. (2017).
U.S. Attorney’s Eastern District of New York: “Corporate Insiders And Managers Of Long Island Boiler Room Indicted For
Orchestrating $147 Million Stock Manipulation Scheme Involving Publicly Traded Companies.” Press-release, July 12, 2017.
https://www.justice.gov/usao-edny/pr/corporate-insiders-and-managers-long-island-boiler-room-indicted-orchestrating-147,
(2017). The charges announced are allegations, and the defendants are presumed innocent unless proven guilty.
U.S. States District Court, Eastern District of New York, Case No. 1:17-CV-04133. Complaint jury trial demanded. And case
Indictment CR-372.
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2.

The fraud began with the acquisition of large blocks of microcap shares by the schemes’
orchestrators, including Stephanie Lee, Jeffrey Chartier, Lawrence D. Isen, Robert Gleckman
and Michael Watts (“Orchestrator Defendants”). The orchestrator defendants then hired two
“boiler rooms” to fraudulently promote, or “pump” the securities. Erik Matz and Ronald Hardy
controlled one boiler room primarily under the name Power Traders Press.com. Inc. (“Power
Traders Press”)426, and Anthony Vassallo controlled the boiler room primarily under the name
Elite Stock Research Inc. (“Elite Stock Research”). During the scheme the Orchestrator
Defendants paid Power Traders Press and Elite Stock Research in cash and often in large blocks
of the securities that the boiler rooms were hired to promote. Erik Matz and Ronald Hardy
managed the boiler rooms, set salaries and made hiring decisions: Erik Matz also served as a
signatory on a bank account in the name of Power Traders Press and its alias Dacona Financial.

3.

Power Traders Press’s and Elite Stock Research’s manipulative conduct included “marking-theclose” and executing so called “matched” and “wash” trades that were designed to artificially
raise the securities’ market prices and trading volumes and gave the false appearance of active
trading.

4.

Power Traders Press and Elite Stock Research then engaged in large-scale promotional
campaigns touting the securities, typically targeting the vulnerable – elderly and
unsophisticated investors. Boiler room “sales” personnel , (“Boiler Room Defendants“)
contacted hundreds of individuals across the U.S. seeking to induce investments in these
securities, often by employing high-pressure tactics such as threatening potential investors and
flooding them with emails and phone calls.

5.

The boiler room defendants fraudulently promoted these securities, soliciting victims to
purchase them while failing to disclose that Elite Stock Research’s and Power Traders Press’s
sole reason for aggressively soliciting investment in these securities was the boiler room’s
plans to profit from the victims’ purchases.

6.

The boiler room defendants promoted these securities as solid investments, often making
material misstatements to victims, including that the securities were “guaranteed winners”
and were a “buy of a lifetime”.

7.

As a result of these fraudulent Schemes, Elite Stock Research, Power Traders Press, the
orchestrator defendants, and the boiler room Defendants were able to ”pump” the prise of
these securities such that the realized millions of dollars in illegal proceeds when they sold, or
“dumped” these securities at artificially high prices. Meanwhile, the unsuspected victims lost
millions.

426

Power Traders Press has been known by several aliases, including TradeMasterPro.com, Inc. (“Trade Master Pro”), Dacona
Financial LLC (“Dacona Financial”) and MyStreetResearch.com,Inc. (MyStreetResearch.com”).
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Some of the promoted penny stock firms abused in these schemes were:

•
•
•
•

National Waste Management Holdings, Inc. (“NWMH”) with president and director Jeffrey
Chartier;
CES Synergies,Inc. (”CESX”);
Hydrocarb Energy Corp. (“HECC”) and;
Intelligent Content Enterprises, Inc. (“ICEIF”).427

10.11.1

The NWMH Scheme428

In 2014 the name of the firm was changed into National Waste Management Holdings, Inc:
(tickersymbol “NWMH”). The defendant Jeffrey Chartier served as President of NWMH. Between
2014 and 2016 Chartier and defendant Stephanie Lee acquired more than 3.8 millions shares of
NWMH through private stock purchase agreements with NWMH. In exchange for some of these
shares, Lee and Chartier agreed to provide “investor relations” a services to the company through
stock purchase agreements.
National Waste Management Holdings Inc Stock Chart

Source: http://www.nasdaq.com/symbol/NWMH/stock-chart.429

427
428

429

A complete list of the promoted firms involved in the scam can be seen on page 2 of the Complaint.
U.S. States District Court, Eastern District of New York, Case No. 1:17-CV-04133. Complaint jury trial demanded. Page 32-38.
U.S. Attorney, Eastern District of New York Indictment. CR &è-372. The charges announced are allegations, and the defendants
are presumed innocent unless proven guilty, (2017).
http://www.nasdaq.com/symbol/nwmh/stock-chart?intraday=off&timeframe=6y&splitsoff
&earnings=off&movingaverage=None&lowerstudy=volume&comparison=off&index=&drilldown=off,(2017)
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Lee and Chartier deposited the NWMH shares into accounts at Broker-Dealer A in the names of Type
A Partners, Strategic Capital Markets (a firm controlled by Chartier and Lee), and Chartier. In early 2015
the boiler room Power Traders Press was engaged to promote NWMH. For it services Power Traders
Press received more than one million shares of NWMH through stock purchase agreements at little or
no costs.
The manipulated trading in NMWH shares started in February 2015. The manipulated trading volume
increased from only 21,800 shares in 733,172 shares of NMWH in February 2015. Between February
1, 2015 and Febuary 5,2016 the share prices fluctuated between $0,99 and $ 1,85. By the end of
February 2016, however the scheme concluded and NWMH’s share price plummeted to,$ 0,45 per
share.

10.11.2

The CESX Scheme

The working of the CESX-Scheme is -for outsiders – very well explained in the SEC Complaint430 and in
the U.S. Attorney Indictment.431 In the following you can read a shortened version of the manipulated
rise and fall of the price of the shares of the manipulated public company CES Synergies, Inc. “CESX”.
Ces Synergies, Inc., formerly known as Green Living Concepts, Inc. was formed in 2010 in Florida. On
November 2013, after accumulating large quantities of CESX stock, the defendant Jeffrey Chartier was
appointed director of CESX. A position he still held in July 2017. In December 2013 and in January 2015
Chartier opened a brokerage account in the name of Strategic Capital Markets at Broker-Dealer A .
Defendant Stephanie Lee, a broker with back office experience, opened a second brokerage account
in the name of Type A Partners. In several press releases by CESX, Lee was identified as an in investor
contact. In March 2014 Lee, entered into an agreement with Anthony Vassallo, through Elite Stock
Research, to raise “investor-awareness” concerning CESX.
Until March 2014, there was little trading in CESX stock. On march 12, 2014, the closing price of CESX
was $ 1.35. From March 2014, Elite Stock Research’s trading account, controlled by Vassalo executed
a series of matched trades in CESX, sometimes involving Strategic Capital Markets, an entity controlled
by Lee and Chartier, for the purpose of fraudulently generating market activity and inflating the price
of CESX. According to the SEC Complaint, this trading had no economic purpose, but was entered into
for the purpose of creating a false appearance of activity trading and/or raising CESX’s price to
fraudulently induce others to trade in CESX stocks as part of their scheme to defraud investors. On
March 26, 2014 CESX closed at $ 2.10 per share on trading volume of 78,840. Between March 2014
and May 2014 the price of CESX increased to $2.30 per share, before plummeting to a price of $ 0.20
per share by the end of June 2014. In the beginning in mid 2015, Lee also paid Power Traders Press to
promote CESX stock. Between August 12 and September 14, 2015 the price of CESX increased from $
0.60 to $ 1.97 per share before dropping to a price of $ 0.38 per share by the end of December 2015.
(See chart next page).

430
431

U.S. States District Court, Eastern District of New York, Case No. 1:17-CV-04133. Complaint jury trial demanded. Page 26-32.
U.S. Attorney, Eastern District of New York Indictment. CR &è-372, Page 18-21.
https://www.justice.gov/usao-edny/press-release/file/980071/download. (2017). The charges announced are allegations, and
the defendants are presumed innocent unless proven guilty.
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CES Synergies Inc. Stock Chart, “CESX”

Source: http://cessynergies.com/. Copyright © QuoteMedia 432.

Once the price of the stock was artificially inflated Lee, Chartier, Vassalo, Elite Stock Research; and
Power Traders Press dumped their shares into the market, generating millions of dollars in illegal
profits, realizing more than $1.9 million in illicit trading profits, by selling more than 1.8 million shares
of CESX.

432

http://www.quotemedia.com/portal/chart?qm_symbol=CESX. (2017).
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CES Synergies Inc Stock Chart, “CESX”

Source: http://www.nasdaq.com/symbol/cesx/stock-chart.433

433

http://www.nasdaq.com/symbol/cesx/stock-chart?intraday=off&timeframe=5y&charttype=bar&splits=off&earnings=off&
movingaverage=None&lowerstudy=volume&comparison=off&index=&drilldown=off&sDefault=true. (2017).
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11.0

Boiler room fraud cases that made the news

11.1

Investigations in Australia

11.1.1

The Brinton Group case

The ‘Brinton Group’ was a Boiler Room that operated out of Thailand. The scam targeted mostly
Australian and New Zealand citizens to buy shares in overseas markets, particularly in Thailand and
Hong Kong. They were also persuaded to invest in the gold futures market in Asian markets. The
police investigated and tracked down the telephone lines used by the suspects and located their
office. In 2001 the Thai police raided, with the assistance of Australian police officers, the boiler room
in Bangkok and arrested at least 7 persons. Also bank funds in Hong Kong were frozen. Although the
raid was publicized heavily as a co-operative action between the Australian Authorities and the Thai
authorities, the Thai police dropped the fraud charges against the 7 arrested men in July 2002.434
In July 2002, a spokesman of the Australian Boiler Room Recovery Association (ABGRA) wrote an urgent
request to the ASIC for action representing the Australian victims of the Brinton Group Boiler Room
scam. 435 The individuals that made up ABGRA had all lost substantial amounts of money to these
fraudulent schemes. ABGRA had been formed by the victims in Australia to combine resources and
take action for the recovery of their funds and seeking justice.
In the request, ABRGA formally asked for the immediate opening of a criminal investigation into this
matter and the direct intervention of ASIC and the Australian Federal Police with respect to the freezing
of funds in Hong Kong banks.
In an elaborate letter written by Peter Kell436 to ABGRA on behalf of Mr. Knott, chairman of the ASIC,
he summed up all of the efforts already made by the ASIC and he concluded that the ASIC had decided
not to undertake a criminal investigation into this matter. The position of the ASIC came down to the
following and must be regarded in the zeitgeist of 2002.
ASCI had already put in considerable efforts for over several years into warning and alerting Australian
investors about the risks of investing with unlicensed overseas securities dealers in such schemes. And
as far as the funds in Hong Kong were concerned, Mr. Kell wrote that the ASIC had also provided
assistance by way of informing the Hong Kong police in relation to their asset restraint proceedings.
Throughout the last two years there had been close cooperation between ASIC and enforcement
agencies in Thailand and Hong Kong. After the raids in Thailand, ASIC assessed the potential options
for taking further regulatory action. Careful consideration was given to the evidence available and all
legal issues and ASIC had obtained external advice on these issues in 2001. It was very difficult to take
effective enforcement action in these matters because the acts occurred in a number of different
countries/jurisdictions including Australia, Thailand, Hong Kong, USA and Canada.
The letter also explained that since receiving information about the dropping of the fraud charges
against The Brinton Group defendants in Thailand, ASIC had again reconsidered all legal avenues

434
435
436

See also par. 8.2 and 11.12.1.
Greg Browne: ‘ Urgent request for Action form the Australian Victims Brinton Group “Boiler Room” scam’, 11 July, 2002.
Kell, Peter, executive Director Consumer Protection, NSW Regional Commissioner, date of (fax) letter not legible.
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available. But the action of the sort ABGRA requested was not feasible and because successful
enforcement action in Australia by ASIC, a defendant who was the key player in the Brinton Group,
would need to be located in Australia. ASIC had, however, no information that any such person was
located in Australia, or was likely to visit Australia. Furthermore, investigations to obtain evidence to
prosecute a person who was not within Australia or had current ties with this jurisdiction, were in
general not commenced. Only occasionally are defendants extradited back to Australia but this is a
difficult and unusual exercise.
ASIC had given consideration in relation to this matter to offences under the Corporation Act 2001,
ASIC Act 2001 and Crimes Act 1958. Although ASIC had already the evidence of some investors in the
Brinton Group, ASIC had no evidence of any investors being able to identify key figures in the Brinton
Group. Mr. Kell emphasized that the ASIC had no evidence directly implicating/identifying persons who
made false and misleading statements to Australian investors (or who set up systems or telephone
scripts which contained the false and misleading information provided to investors). Mutual Assistance
in Criminal Matters must be accomplished while meeting a number of requirements. In these
circumstances it would be necessary for a prosecution to be commenced. At that moment ASIC did not
have sufficient evidence to send a letter to the Commonwealth Director of Public Prosecutions. And,
according to Mr. Kell, it was the role of the Commonwealth Director Prosecutions to independently
review evidence and draft and issue criminal charges.
In relation to the possibility of civil action, ASIC was unaware of any Brinton Group assets within
Australia that could be the target of such an action. In addition, the advice ASIC obtained from Counsel
was to the effect that the oral phone representations made to the Australian investors were not suited
to found a civil class action, and that it would be necessary for any action to be taken by investors
separately.
As far as securing funds in Hong Kong were concerned, the ASIC said among other things the following:
The funds held in the Hong Kong bank accounts were restrained as a result of action by the Hong Kong
police. ASIC had received in 2002 external legal advice from legal firms in Hong Kong stating that ASIC
had no standing to take civil or criminal proceedings in Hong Kong. Because the law in Hong Kong
stated that only the contracting civil parties to a contract could initiate civil proceedings in Hong Kong.
Further the Hong Kong Courts would not enforce the criminal law of another jurisdiction, including
offences under Australian law. (…).”
Thus commencing proceedings in Australia would not enable ASIC to directly enlist the aid of the Hong
Kong Courts to maintain injunctions. Furthermore, ASIC understood that for the Hong Kong Police to
obtain orders to restrain funds held in bank accounts in Hong Kong, ASIC needed to institute
proceedings or had the intention of instituting proceedings for an offence punishable by at least 24
months’ imprisonment. As previously stated, ASIC did not have sufficient evidence to commence such
proceedings.
As far as the cooperation with Thailand was concerned, the ASIC announced that the Thai SEC and
Royal Police worked together to lay criminal charges against the seven defendants in Thailand but ASIC
did not. It also appeared that as funds were held in Hong Kong bank accounts, there seemed to be no
basis for civil action in Thailand. As a result, the Thai SEC issued a media statement making it clear that
criminal actions would not necessarily facilitate the retrieval of money or assets and stated that
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investors were advised to consider their own actions in Hong Kong should they wish to recover any
money.
In 2014, a group of boiler room fraud victims announced on a blog that they had united by founding
an organization by the name of The Consortium of Defrauded Victims (CDF) through which they would
attempt to convince the leaders of these boiler rooms, amongst which the Brinton Group, to agree to
a settlement. If not successful, they would publish all the information they had collected about the
scam and initiate a naming-and-shaming campaign on their internet blog.437

11.1.2

The David John Hobbs case

The Australian ASIC announced in 2010 that the New Zealand businessman David John Hobbs was
involved in 14 unregistered offshore managed investment funds operating in Australia.438 This scheme
involved approximately 700 Australians who lost more than U.S. $ 42m. Investor’s funds were
dispersed to various offshore accounts including New Zealand, Hong Kong and the US. Some of these
funds were used, as is common in a Ponzi scheme, to pay monthly returns to other investors. Only a
portion of investors’ funds were actually invested and, contrary to promises made, these funds were
used to engage in high-risk commodities, including futures and options trading in the U.S.. The New
South Wales Supreme Court began the trial against Hobbs and 18 other defendants on July 4 2012.
The outcome of this case is unknown to the author.439

11.1.3

Operation Lima Violin II,

In Mai 2015, the police of Queensland announced they had arrested a 54-year-old suspected fraudster
named John Hannema. He was believed to be involved in a national investment fraud that conned
around $ 470,000 from at least 19 people across Australia.440 The man, arrested during raids on two
Gold Coast properties, was believed to have been part of one of several bogus investment companies.
These fake companies were alleged to have cold-called people in Queensland, New South Wales and
the Northern Territory, offering software that would calculate odds on sporting events and promising
to lay bets on their behalf. 'Jason', an insider who worked in several Gold Coast Boiler Rooms, revealed
to the ABC how the scams worked. "The cost of the software ranges from $20,000 to $30, 000," he
said. "It's mainly horse racing software which is sold on the basis it can make people up to $80,000 a
year. But it's a giant con. It doesn't work."441
The victims allegedly transferred money into the program operator's bank account on the promise of
high returns. However, when victims attempted to retrieve their money, the accounts had been wiped.
“In fact, the companies were shut down and started up anew,” a Queensland Police Service (QPS)
spokesman said.
As early as 2014, the Australian ABC TV program 7.30 revealed that the Australian Crime and
Corruption Commission (CCC) was probing allegations of fraud and money laundering by three

437
438
439
440
441

https://fraudrecoveryblog.wordpress.com/, (2014).
Matt Nippert: 'Aussies allege $ 58m scam', The New Zealand Herald, April 11, 2010, (2011).
Melany Timbrell: ‘Judgment reserved for accused Ponzihead’. www.financialstandard.com/news/view/22562418, (2013).
Jos Bavas: ‘Arrest over 'Boiler Room' telemarketing scam that allegedly conned 19 people out of $470,000.’ Mai 8, 2015.
http://www.abc.net.au/news/2015-05-08/arrest-over-alleged-boiler-room-telemarketing-scam-on-gold-coast/6456548, (2015).
http://www.abc.net.au/news/2015-05-26/former-police-investigated-over-gold-coast-boiler-room-scams/6486872, (2015).
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companies linked to Mick Featherstone, an ex-policeman and since 1996 a private detective, who
played a key role in setting up and running some of these fraud operations. After years of police
inaction, the ABC understands that the CCC is now examining claims that the public record was
corrupted during the scandal.
Dr. Levy, chairman of the CCC, confirmed in a video the scale of the operations, saying that a single
boiler room syndicate had taken more than $100 million. "This is clearly organized crime and its fraud,"
he said. 'Jason', who is also a key witness for the CCC, estimated the operations he knew of had netted
at least $200 million in the last 10 years.442
In September 2015, it became known that a Gold Coast accountant had been charged with laundering
money from an alleged boiler room investment fraud. 443 The accused, laundering nearly $ 200,000
from a cold-calling scam through shelf companies, was charged as part of a crime and corruption
commission investigation targeting the former fraud squad detective Mick Featherstone. The CCC said
it would allege the accountant took a share of profits from the scam in return for transferring money
to the accounts of shelf companies owned by a 67-year-old man, who withdrew the cash and returned
it to the accountant. The 67-year-old, of Southport, who has also been charged with money laundering,
issued invoices to the accountant for “services that were never provided”, the CCC said. It said the
accountant paid the invoices from the accounts of the company Lay Trading Solutions Pty Ltd, which it
alleged was “engaged in boiler room investment frauds.”

11.1.4

Operation Unwind

In March of 2015 the Australian CCC commenced ‘Operation Unwind’ as an investigation into an
alleged crime syndicate known as the Irish Boys.444 The operation has been running for months in
conjunction with another CCC-Queensland police operation called ‘Lima Violin II’.
The Gold Coast-based syndicate was suspected of operating organized and sophisticated cold call
investment frauds. Intelligence suggested that the syndicate was selling bogus sport betting computer
software and managed financial investment schemes throughout Australia that were incapable of
producing the high yields as promised by the syndicate and designed to defraud victims of their hardearned savings. Alleged suspects of this syndicate were located throughout Australia and were
believed to have been defrauded at least 150 victims of at least $4 million over an 18-month period.
A police taskforce was established with the Queensland Police Service (QPS) to assist with carrying out
the investigation. In August 2015, the taskforce shut down two active boiler rooms and charged six
people with aggravated fraud offences one of which was also facing charges of possession of tainted
property.445 There were substantial penalties for frauds of this size, including a maximum of 12 years’
imprisonment.

442

443

444
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‘Former police officers under suspicion over Gold Coast Boiler Room scams that raked in millions of dollars.’
http://www.abc.net.au/news/2015-05-26/former-police-investigated-over-gold-coast-boiler-room-scams/
6486872,
(2015). And video: http://www.abc.net.au/news/2015-05-26/6498048, (2015).
Joshua Robertson: ‘Gold Coast accountant charged as money laundering inquiry deepens.’
http://www.theguardian.com/australia-news/2015/sep/05/gold-coast-accountant-charged-as-money-laundering-inquirydeepens, (2015).
http://www.ccc.qld.gov.au/crime/results/case-studies/operation-unwind, (updated August 20, 2015).
A joint CCC and QPS media release: ‘Four men detained after two active Boiler Rooms raided on the Gold Coast.’
http://www.ccc.qld.gov.au/news-and-media/ccc-media-releases/four-men-detained-after-two-active-boiler-rooms-raided-onthe-gold-coast-2014-17.08.2015, and
http://www.ccc.qld.gov.au/news-and-media/ccc-media-releases/operation-unwind-update-1-2014-17.08.2015, (2015).
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‘Operation Unwind’ revealed these boiler rooms used a range of misleading and dishonest
techniques to deceive members of the public which include:

•
•
•
•
•
•

the use of false names by all sales and support staff;
the use of virtual offices to deflect any face to face engagement and to provide a veneer of
legitimacy to the operation;
vetting processes to prevent unsolicited product inquiries (in other words don’t call us, we’ll call
you);
the false representation of seemingly clean, long standing companies to provide an impression
of complaints-free longevity and respectability;
false representations to customers about limited availability of the products;
only providing customers with licensed documentation with fine print warning of the high-risk
nature of the investments after the deal has been closed and the money paid over.

The following firms were, according to the website of CCC, involved in the boiler rooms scam:

•
•
•
•
•
•
•

LTC Services Pty Ltd (LTC);
AIC International Pty Ltd (AIC);
Sansar Connect Pty Ltd (Sansar);
Synergy Financials Pty Ltd (Synergy);
Adamson's Financial Services Pty Ltd (AFS);
Compass Capital Group Pty Ltd (CCG Markets);
PH Trading Pty Ltd (Patterson Harvey).

The investigation was still ongoing in 2015.

11.2

Investigations in Belgium

11.2.1

The Grimaldi Hoffmann case

On January 26, 2001, the Judicial Court of Brussels issued its first instance verdict of the Grimaldi
Hofmann case. Grimaldi Hofman utilized a structure of companies which were incorporated on the
Turks and Caicos Islands. The Grimaldi Hoffmann fraudsters operated an aggressive telemarketing
business under the same name that had defrauded approximately 1300 victims out of one billion
Belgian Francs between May 1993 and December 1994. Fourteen suspects were sentenced to a total
of 101 years of imprisonment and all business assets were confiscated.446 The Canadian Jack Kronis
(aka Jack Lewis) was sentenced to seven years in prison for running the securities scam out of Holland.
According to the antifraud website www.crimes of persuasian.com,
Kronis previously had a role in another stock scam while working at Durham Securities in Canada,
where 827 people lost about $ 5 million. He served six months and was ordered to repay $ 837,000
after pleading guilty to four counts of fraud.447

446
447

Marc Holsteyn: ‘Telemarketingfraude’, paper (2001), in possession by the author.
Crimes/Telemarketing/Outbound/Major/Investments/boiler_rooms.htm.
http://www.crimes-of- persuasian.com/, (2014).
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A research paper describing the Grimaldi Hofmann case, written by Marc Holsteyn, was published in
Belgium in 2001.448 In it, he stated that the business partnership of Grimaldi Hofmann was founded
through the mediation of a Swiss and Spanish law office on the Isle of Man and the business had its
headquarters in the Bahamas. The registered beneficiary was a Portuguese, although this person was
never located, according to Holsteyn.449
The brain behind the Grimaldi Hofman, S.A. organization used a false name when communicating with
officials and authorities, e.g. law offices. A different bogus name was used when dealing with
employees of his own company. For customer relations yet a third fictitious name was employed. A
fourth fake name was used to sign mail and correspondence.
This boiler room also utilized a public relations (PR) firm that was located in Barcelona, operated by a
manager and a secretary. Mail received in Barcelona was forwarded to Rotterdam. When a client called
using the only telephone number known to him, his information was written down and a broker would
return his call. The nerve center, in fact the call center of this organization, was located in Rotterdam.
A separate corporation was established for the sole reason of overseeing the administration of the
organization. Later on, part of the call center was moved to offices in Prague.
The boiler room organization utilized dozens of bank accounts in at least nine countries for its banking
transactions, according to Holsteyn. The prime account was located at a Belgian exchange broker and
it was there where the profit of the fraud ended up after enduring several international laundering
procedures.
During the years of 1993 and 1994, the Grimaldi Hofmann organization sent a magazine called ‘The
Grimaldi Hofmann Papers’ to potential investors, which was distributed in various languages. It claimed
that thousands of financial experts in sixty-five countries read this periodical. The magazine reported
on established companies with listings on stock exchanges. In between this information, it would
casually publish information about shares promoted by them. Holsteyn also stated, it was worth
mentioning that this publication also contained warnings about fraudulent telemarketing corporations
established by their competitors.
Grimaldi Hofmann falsely claimed, for example, that the corporation of which they promoted shares,
was about to sign an important contract with Hitachi. This information was extremely difficult to verify
at the moment an investment decision was going to be made. The criminal investigation later showed
that such a contract did not exist.
The Grimaldi Hofmann organization also and completely inaccurately suggested that the royal family
of Monaco chaired the investment fund. The incorporation of a little crown in the company logo was
supposed to install and emphasize the image of a trustworthy and ‘royal’ enterprise. For the same
reason, the organization used a forged newspaper article that had supposedly appeared in The Times
(U.K.) and sent it to potential investors. The bogus article praised the Grimaldi Hoffman as the best
investment bank for the common man.
Grimaldi Hofmann was peddling shares of two Canadian companies on the Canadian Dealing Network,
a subsidiary of the Canadian stock exchange. These businesses had millions of shares, the value of

448
449

Marc Holsteyn: ‘Telemarketingfraude’, paper UAMS, (2001).
Marc Holsteyn: ‘Telemarketingfraude’, paper UAMS, page 27, (2001)
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which was extremely low because there was hardly any commercial activity.
The Grimaldi Hofmann organization bought large quantities of these shares at a very low price and
subsequently sold them from their own stock, completely unregulated, at seven times the original
value. After purchasing this huge supply of sharers, they managed to create a noticeable increase in
stock price through a series of well-planned transactions between conspiring parties and legitimate
dealers.
The activities of Grimaldi Hofmann came to an end, when one of its employees was arrested in Brussels
while attempting to pick up a significant sum of money at an exchange brokerage.450 This was the sign
for the organizers to seize operations of the fraud and move part of it to Manila, where a new
infrastructure was already being built.451

11.2.2

The Dendermonde case

In October 2011, the Belgium Federal Police of Dendermonde and the Federal Crime Unit in Brussels
announced that a professional Asian gang of boiler room fraudsters had scammed wealthy Belgium
managers who believed they had invested in what appeared to be very professional looking websites
for investors. The managers had access to their personal investment portfolio with a personalized
security access code. At first, the staged profits looked very promising but after a while the investments
disappeared. According to the police, the criminals operated under different company names, and
used more than 10 different bank accounts. These accounts had been registered under several Hong
Kong limited companies. 452 In 2015, the boiler room & money laundering investigation was still
ongoing. New information is not available

11.2.3

Other cases related to Belgian Boiler Room scams

In May 2012, Dutch-Belgian forensic fraud investigator organization Griffin & Miller posted warnings
on their website about the illegal investment firm ‘Lefroy-Hudson’ (SOFX). In connection with the start
of a civil procedure in the interest of Hong Kong investors who had bought shares through ‘LefroyHudson’/SOFX, victims were asked to report to Griffin & Miller so that the total number of victims in
this case could be established.453
In March 2013, the Belgium supervisor FSMA announced they had investigated 161 possible cases of
fraud and infringements upon the financial legislation in 2012 and most cases concerned boiler room
fraud.454
In December 2013, a Belgian newspaper published a short article about a Briton called P.C., who was
arrested in Spain and extradited to Belgium where a Belgian judge in the town of Tongeren put him in
jail because he was suspected of money laundering. The money, about € 300.000,--, was the result of
boiler room fraud. In 2015 the investigation was still in progress.455 New information is not available.

450
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Marc Holsteyn: ‘Telemarketingfraude’, paper UAMS, page 21, (2001).
Marc Holsteyn: ‘Telemarketingfraude’, paper UAMS, page 31, (2001).
Ibo: 'Onderzoek naar oplichting Belgische bedrijfsleiders', De Tijd, 29 oktober 2011, (2013).
http://griffin-miller.be/waarschuwing.html and
http://www.fsa.gov.U.K./static/pages/doing/regulated/law/pdf/lefroy-hudson.pdf, (2013).
Daan Ballegeer, ‘Oplichting kleine beleggers van naast de verwarmingsketel’. De Tijd, 13 maart 2013, (2013).
‘Brit die 300.000 euro witwaste in cel’, Het Nieuwsblad, December 17, 2013. The full name was not mentioned in the press.
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11.3

Investigations in Bosnia

11.3.1

The Dunmorr Group AG case

In July 2012, it became apparent that organised crime investigators from Bosnia had raided a call
center, and other parts of a big boiler room organization. More than 22 persons were arrested and an
additional 50 persons were under suspicion of organized crime, money laundering and tax evasion. All
suspects appeared to be involved in a stock scam that defrauded European Union citizens out of
millions.456 The call center workers introduced themselves as employees of Titan Invest Swiss, but used
other business names as well.
At the center of this scheme was Dunmorr Group AG, the majority holder of which was a Bosnian
national by the name of Goran Samardzija. He lived in Belgrade, Serbia, and his company Dunmorr
Group AG was registered in Switzerland, with call center branches in Bosnia and Serbia. Dunmorr
offered stocks from various western companies for sale, all from phone numbers registered in Bosnia,
Germany and Monaco.
The Dunmorr Company was founded in 1997, under the name of Selab. Its starting capital was 20,000
Swiss francs. After several management changes in 2002, Martin G., a lawyer from Zurich, became the
owner of Selab. In 2007, the name was changed into The Dunmorr Group AG. And Martin G. changed
the company’s activity from what it was into financial counselling and stock trade. He increased the
number of shares and subsequently, their value decreased. The company had 1000 shares, each worth
100 francs. Lawyer Martin G. was the single stockholder and only board member until October 2009,
when Zoran Samardzija became the board president. In 2010 the company was recapitalized; 1.13
million Swiss francs was added to the capital of Dunmorr Group AG and the number of shares increased
by 9000. Also, several call centers were opened in Sarajevo and Belgrade.
Dunmorr purchased large amounts of worthless stock from failing companies. These stocks were
offered to the general public through ‘cold call’ phone calls made by boiler room employees promising
a huge payoff. As the number of people who agreed to buy the stocks grew, so did the value of the
stocks and the earnings of the fraudsters. After the stocks were suddenly sold by these scammers, their
value dropped and those responsible disappeared along with all of the money.
The Bosnian chief of police, Edin Vanj, in the Handelszeitung, stated that the Dunmorr- Organization
had more than 160 employees. The Sarajevo based part alone employed 40 workers. A very strict and
disciplined hierarchy existed within the organization. The call center employees were allowed to only
speak German. Bosnian was forbidden in order to maintain the illusion that only German brokers were
calling. During the search of the premises, the police confiscated computer and telephone software
that made it possible to disguise telephone numbers. The telemarketers in the Sarajevo branch were
rewarded based on their sales results. Those who performed exceedingly well, could graduate within
the organization from employee to broker.
Attorney Louis Gabriel Rönsberg, (SLB Kloepper Rechtsanwälte), representing victims from Germany,
Austria, Switzerland and Italy, told the «Handelszeitung Online» that total damages were at least € 20
million Euros.

456

https://reportingproject.net/occrp/index.php/en/ccwatch/cc-watch-briefs/1594-bosnia-transnational-stock-fraud-groupdismantled, (2013).

164

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

Martin G., a lawyer from Zurich, who represented the Dunmorr Group AG at least in 2007, refused to
explain in a 2012 interview what had happened with the Dunmorr Group. He invoked his right to
remain silent and did not allow to be questioned by reporters from ‘Center for Investigate
Reporting’.457
Dunmorr Group-investor Goran Samardzija., brother of Zoran Samardzija, was involved in several
other enterprises. One of these was Stonehard Consulting d.o.o. This consulting firm was placed on
the warning list of the Swiss Financial oversight agency FINMA in November of 2009.
Stonehard Investment AG was started in October of 2006 in the Swiss town of Zug and established in
Hünenberg. Starting capital in 2006 existed of 25,000 shares of the controversial firm of NicStic valued
at 100,000 CHF. Investigations against the principals of NicStic have been ongoing for years. In 2007,
Giovanni Lupino became a board member of Stonehard Investment AG. The same Giovanni Lupino was
later involved with the controversial Lotto company Legion Finance of Zoran Samardzija. Stonehard
Investment AG was also involved with share trading and selling. Information on their website indicated
that Stonehard specialized in the preparation of trade transactions and IPO’s. In 2010, they were
removed from the commercial trade register due to lack of activity and because company information
had not been provided.458
A subsidiary of Stonehard Investment AG was started in May of 2007, in Belgrade. The director of this
enterprise was Branislav J. 459 Coincidence or not, Branislav J., in turn, was charged with the liquidation
of Stonehard Consulting d.o.o., featured on the warning list of the Swiss FINMA. 460
In 2014, the name of the Giovanni Lupino appears in association with the trading of shares of an
American penny stock company by the name of Gilax Corp.461 77% of its shares were taken over by the
Swiss company Seidenschnur Verwaltungs AG. In January 2013 Seidenschnur Verwaltungs AG was
founded by the a forementioned Lupino, who was indirectly associated with the Dunmore
organization.
Gilax Corp. was founded in 2011 and is based in Las Vegas. Its business description claimed a trade in
railway ties.462 Gilax Corp. was listed on the OTC Exchange in USD. In October of 2011, Seidenschnur
Verwaltungs AG purchased 77 % of Gilax Corp.’ shares for which it paid $150,000. The value of the
company was then assessed at $200,000. The company’s financial data indicated that up to January
2014, it had no revenue and was showing a loss. On January 31, 2014, the market value of Gilax Corp.
amounted to a mere $276. The OTC Market, however, placed a 2014 value of $10,000 on this
enterprise. How was this possible?
Martin Hock, a financial investigative journalist with the Frankfurter Algemeine, researched this
company and cautioned that there was talk of a pump-and-dump scheme. According to Hock, the
majority shareholder, Seidenschnur Verwaltungs AG, changed the business model from railway ties

457
458
459
460
461
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Christian Bütikofer: ‘Schweizer Balkan-Connection: Millionenschwindel mit Aktien’. Oktober 12, 2012, Handelszeitung. Aktien,
(2014).
www.monetas.ch/htm/647/de/Firmendaten-Stonehard-Investment-AG-in-Liquidation.htm?subj=1916463, (2014).
www.rating.rs/en/bonitet/PREDSTAVNISTVO-STONEHARD-AG, (2014).
www.finma.ch/d/sanktionen/unbewilligte-institute/seiten/details.aspx?orgid=92, (2014).
Martin Hock: ‘Ich werde sie nicht enttäuschen’, 27 April 2014. Frankfurter Algemeine Finanzen.
http://www.faz.net/aktuell/finanzen/aktien/wie-telefonverkaeufer-anlegern-dubiose-aktien-andrehen-12910584.
html, (2014). En http://www.finanzen.net/aktien/Gilax-Aktie, (2014).
http://www.crmz.com/Report/ReportPreview.asp?BusinessId=20163793, (2014).
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to mining and a new professional looking website was launched under the name of Gilax Corp. 463
The company presented itself on this website as a successful and professional company that
specialized in gold exploration in South- and Central America. Hock noticed that despite promises and
plans mentioned on the website since 2014, no results or further company information was made
available. Because Gilax Corp. shares were offered in Germany, its listing can be seen on
www.finanzen.net.464

Source: http://www.finanzen.net/chart/Gilax, (2014).

Martin Hock also noticed that the share (WKN A1W9VL, ISIN US3752561049) price was 1 dollar,
meaning that Gilax Corp. would be worth about 4 million. The stock experienced a sudden fluctuation
around the turn of the year 2013 – 2014 and soared as high as $3.82 (Total value in excess of 12 million)
after which the stock retreated. A similar fluctuation occurred at the end of April, 2014.
After checking the website http://www.finanzen.net/historische-kurse/Gilaxonwww.-finanzen.net in
January of 2015 one could see that there was an amazing and sudden increase in the value of Gilax

463

http://www.gilax.net/index.php/en/, (2014).

464

http://www.finanzen.net/aktien/Gilax-Aktie@stBoerse_OBB, (2014).
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Corp. shares in December of 2014. In a few days’ time the value dropped from 3,1400 USD to 0,2500
USD, a decrease of 92,6254 %.
On January 3, 2015, no information about the shares was available on http://www.finanzen. net/
historische-kurse/Gilax. After checking the website http://www.finanzen. net/insidertrades/Gilax,
Gilax shares were no longer traded on this Börse.

11.4

Investigations in Cambodia

11.4.1

Phone fraud in Cambodia in 2003

In 2003 Fourteen Britons, two Americans, one Thai, an Australian and a new Zealander, were facing
prosecution in Cambodia after being detained on suspicion of operating a boiler room scam and setting
up an unlicensed international telephone calling system bypassing Cambodia’s two licensed
international networks.465 The scam was set up by fraudsters who had fled to Thailand. The boiler room
employees told locals they were establishing a non-governmental organization, ‘The Cambodian
Rehabilitation and Development Programme’, “to help Cambodia”, and used this local NGO as a front.
In fact, it was a cover for the financial operation inside the building. The scam cost the Cambodian
government about £ 17,000 and it was unknown how much money the alleged fraudsters may have
conned from unwary investors.
On 18 July 2003, it was announced that the 20 boiler room employees had been released, pending an
investigation. However, Keo Ya, lawyer for all 21 suspects, said his clients were no longer under
suspicion for operating unlicensed financial markets. They were accused only for making illegal
international calls. The lawyer also stated that all the charges would be dropped against his 21 clients,
if the suspects paid the government the revenue that was lost.466

11.5

Investigations in Canada

11.5.1

The Bre-X-Minerals case

In 1997, the Canadian company Bre-X-Minerals was involved in one of the largest stock swindles in
history. This small Canadian company claimed to have found the world’s largest gold deposit in
Indonesia. Lehman Brothers joined in hyping the find, strongly recommending a buy in what was called
“the gold discovery of the century”.467 Its Indonesian gold property, which was reported to contain
more than 200 million ounces, was said to be the richest gold mine ever. The stock price for Bre-X
skyrocketed from 30 cents per share to a height of Canadian $286,50 making millionaires out of
ordinary people overnight. At its peak, Bre-X had a market capitalization between $4.4 billion and $ 5
billion. The party ended on March 19, 1997, when the gold mine and the stock proved to be fraudulent.
It all started to fall apart when the site’s geologist committed suicide by jumping from a moving
helicopter en route to meet with the U.S.-based mine company that wanted some answers about the
allegedly rich drill core samples.
465

466
467

John Aglionby: ‘Fourteen Britons held over shares scam in Cambodia’, The Guardian, July 17, 2003.
http://www.theguardian.com/U.K./2003/july/17/cambodia. (2014). See also Saing Soenhrith and Kevin Doyle:
’20 foreigners detaind over phone fraud’. The Cambodian Daily, July 17, 2003.
http://cambodiadaily.com/archives/20-foreigners-detained-over phone-fraud-38879/, (2014).
C. McDonald-Gibson, C.Chou and M.C. Soleil: ‘Local NGO used in ‘Boiler Room’ scam’. July 18, 2003.
http://www.phnompenhpost.com/national/local/local-ngo-used)boiler-room-scam, (2014).
Beth Kampschror: ‘Mining stick fraud: an old trick that still works’. June 10, 2009,
https://reportingproject.net/occrp/index.php/ccwatch/cc-watch-indepth/283-mining-stock-fraud-an-old-trick-that-still-works,
(2014) and http://www.investopedia.com/articles/00/100900.asp, (2013).
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By the time the company announced there was no gold at the site, the share price tumbled to pennies
shortly thereafter. The Canadian press reported the CEO had made $ 35 million from their stock and
the vice chair $ 84 million. The CEO died in 1998 and faced no charges. The vice chairman absconded
to the Cayman Islands. In 2007, a Canadian court acquitted him of insider trading. The major losers
were the Quebec Public Sector Pension Fund, which lost $70 million, the Ontario Teachers' Pension
Plan, which lost $100 million, and the Ontario Municipal Employees' Retirement Board, which lost $45
million. 468

11.5.2

Quest Water Global Inc.

Quest Water Global Inc. is a Vancouver based company and its shares traded on the OTC Bulletin Board
in the United States. The last reporting done by this firm was in March 31, 2012. The company had
negative working capital and negative equity. It claimed that its ‘solar-powered Aquatap community
drinking water station’ produced 20,000 litres of water per day for 1,000 people. It also claimed that
it had set up a demonstration plant in Angola and was trying to negotiate a formal operating agreement
with the Angola government. The price of Quest Water Global Inc. stock languished at $ 0.10 until April
2012, and then began to rise sharply. By July 3, 2012, it reached $ 1.30 at a trading volume of 238,595.
On July 31, 2012, the Canadian BCSC halted the trading in Quest Water Global Inc. because trading
volume and the price of Quest Water Global Inc.-shares suddenly went sky high. As anticipated, after
August 2012, the share trade of Quest Water Global Inc. collapsed and the price of the shares declined.
The author Davis Baines did some research and discovered that the company had two senior officers,
Johan (John) Balanko and Peter Miele, who had both previously promoted penny stocks that went
nowhere.469
While trading had been halted in Canada, the stock continued to be traded in the United States. In the
beginning of August 2012, the shares peaked at $ 1.56, on heavy volume of 673,201 shares. With 85
million shares outstanding, the company’s total stock market value was some $ 130 million. Because
of the trading stop in the Canadian B.C., Quest Water Global Inc. issued a news release offering an
incorrect explanation to the halt of the trading. It said the Commission had expressed concern about
certain newsletters that had been issued and that the Commission found them “contemptuous of
recent market activity.”
The following promotional text was found on the Stock Roach website “Good morning! Say hello to
Quest Water Global, Inc. (QWTR) – you might start seeing that name around the big Wall Street rags
soon! QWTR has technology that literally lets it pull fresh drinkable water out of the air itself. (Read
more) Its biggest extractors can generate 20,000 litters of H2O every day. That’s enough [...]”470
Further research done by Davis Baines showed that Quest was being promoted by a host of internet
tout services, including Micro Stock Profit, Stock Preacher, Stock Roach and Beacon Equity, all of which
are owned by Blue Wave Advisors LCC, based in Texas. According to the disclaimers issued by these
services, Blue Wave was paid $ 90,000 by Everest Asset Management for the promotional campaign.
Everest is a Swiss based private banking firm run by Erwin Speckert.
468
469

470

In 2017 an adventure thriller film appeared called ‘Gold’. The movie was inspired on the The Bre-X-Minerals case.
David Baines: ‘Swiss operative behind promotion of North Vancouver water company’. Vancouver Sun, August 10, 2012.
http://www.vancouversun.com/business/Baines+Swiss+operative+behind+promotion+
North+Vancouver+water/7074172/story.html, (2013).
http://www.stockroach.com/?s=Quest+Water+Global+Inc., (2013).
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In its notice, the BCSC, alleged that Erwin T. Speckert acted as an intermediary for undisclosed
persons who secretly promoted securities in or through British Columbia. In particular the
Commission alleged also that Speckert funnelled $ 2.65 million from undisclosed clients to Collin R.H.
McCabe, to promote a bulletin board company called Guiness Exploration Inc. in his newsletter the
Elite Stock Report.471
In February 2013, the Swiss press published information that the property manager Erwin T. Speckert
was arrested by Canadian police in February of 2012 with 1.3 million dollars cash in his luggage.
According to the article, Speckert was involved with the trade of penny stock of Quest Water Global
Inc. and Guiness Exploration Inc. It also said that he was expected to report at the Winnipeg Court in
Canada in April 2013.472

Look at the course of the number of trades and price of Quest Water Global Inc. at
http://investing.businessweek.com/research/stocks/snapshot/snapshot.asp?ticker=QWTR.

And in July 2014, a Canadian BCSC panel found that the tout sheet publisher Colin McCabe made
misrepresentations and other misleading statements when promoting three companies traded on the

471
472

See also section 10.5 of this study.
Christian Bütikofer: ‘Schweizer Vermögensverwalter in Kanada angeklagt’. Handelszeitung, March 27, 2013.
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OTCBB in the U.S. The panel also found that Speckert, the managing director of a Swiss company,
facilitated secret payments to the tout sheet publisher in connection with one of the promotions. The
panel concluded that Speckert engaged in conduct contrary to the public interest. Speckert “had to
have known that the purpose of these arrangements was to conceal the relationship between the
unknown persons and McCabe,” the panel said. “Speckert’s facilitation of secret payments to McCabe
made him an active participant in the process and was an essential part of the promotion.” 473
On April 27 of 2015 the Canadian British Columbia Court of Appeal granted, in part, McCabe’s
application for leave to appeal. According to the website the Court of Appeal will hear Mr McCabe
appeal application on November 2, 2015.474 The outcome of this hearing is not known to the author.

11.6

Investigations in Germany

The German Federal Financial Supervisory Authority (Bundesanstalt für Finanzdienst-leistungsaufsicht, BaFin) supervises banks, financial services providers, insurance undertakings and securities
trading. The objective of its financial supervision is to ensure the proper functioning, stability and
integrity of the German financial market.475

11.6.1

Identity theft, market manipulation and abuse of unauthorised telephone
orders

In June 2013 the BaFin published the following press release:
“Market manipulation: unauthorized telephone orders result in long terms of imprisonment
Bonn/Frankfurt a. M., 21 June 2013,
On 14 June 2013, the Regional Court (Landgericht) of Frankfurt/Main sentenced the first defendant to
four years and four months’ imprisonment for market manipulation and serious fraud in collective
investigation proceedings (Sammelverfahren) involving unauthorized telephone orders. 476 In May
2012, the convicted party had initiated unauthorized telephone orders for shares in Adinotec AG 477
valued at over EUR 800,000. The proceedings stem from an investigation by the Federal Financial
Supervisory Authority (Bundesanstalt für Finanzdienstleistungsaufsicht–BaFin) into market
manipulation and preliminary investigations conducted by the Frankfurt Public Prosecutor's Office and
the Hesse State Office of Criminal Investigation (Landeskriminalamt).
Unauthorized telephone orders involve persons contacting credit institutions, passing themselves off as
their customers and then placing orders under other persons' securities accounts to purchase shares
traded on the regulated unofficial market (Freiverkehr), which are generally illiquid. These persons
473
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BCSC: ‘BCSC panel finds that two men facilitated the secret promotion of securities’, July 15, 2014,
http://www.bcsc.bc.ca/News/News_Releases/2014/55_BCSC_panel_finds_that_two_men_facilitated_the_secret_promotion_
of_securities/, (2014). Hearing Colin Robert Hugh McCabe and Erwin Thomas Speckert, 2014 BCSECOM 269.
http://do.bcsc.bc.ca/comdoc.nsf/0/1e882ec757162e0888257d16006b3920/$FILE/2014%20BCSECCOM
%20269.pdf, (2014).
http://www.bcsc.bc.ca/Enforcement/Hearings/Hearing_Detail/?hfid=729, (2016).
http://www.bafin.de/EN/, (2013).
Bafin: 'Market manipulation: unautorised telephone orders result in long terms of imprisonment',
www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Meldung/2013/meldung_130621_mm_adinotec _en.html, (2014).
The Adinotec AG is registered in Griesheim (Germany). The Company was established in December 2004 and has been listed on
the Frankfurt Stock Exchange in the Entry Standard segment since January 2006. See for more information about this firm
http://www.adinotec.com/en.html, (2013).
You can find share-information of the Adinotec AG on http://www.bloomberg.com/quote/N1N:GR/chart.
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commonly identify themselves to credit institutions using information obtained from the actual account
holders, such as the securities account number or information about the shares in the trading portfolio.
In many cases, offenders are able to obtain such personal information by calling investors under the
pretence of recommending shares and then telling them that they need account statements or copies
of their ID to bill their commission. Offenders then exploit the artificially created demand by selling
shares purchased previously at a low price at a profit.”
BaFin reported a total of 15 cases of unauthorized telephone orders involving more than 40 securities.
Orders valued at EUR 7.5 million had already been executed. Orders for a further EUR 4.1 million were
withheld when the credit institutions were able to recognize in time that the callers were not the actual
accountholders.
The decision of the Regional Court of Frankfurt brings the first proceedings to a close, though the
judgment is not yet final and binding. Investigations continued in 2014 in further cases.

11.6.2

Market manipulation in shares of Beira Goldfields Inc.

Beira Goldfields Inc. was a Nevada based mineral exploration company and had announced in 2007
that it had initiated a new program to evaluate undervalued assets for potential addition to its mineral
claim portfolio.478 The shares of the Beira Goldfields Inc. (ISIN: US2402571051 / WKN: A0JDS0 neuer
Name: PANEX RESOURCES INC.) were listed in the regulated unofficial market (Freiverkehr) of
Deutsche Börse AG in February 2006. At first there was almost no turnover of the shares. But in May
and June 2006, there were indications that the stock price was manipulated, because the Beira
Goldfields Inc. stock was highly promoted in several stock newsletters. These stockletters were
Börsenspion, Commodity Stock Investor, Blue Sky Level, Rohstoffraketen and Focus Money.479
These publications had a proven effect on the share price listing on the stock exchange. The share price
shot up from the middle of May 2006 from € 1.40 and was at its highest level of € 18.50 in mid-June
2006.480 At the same time, the trading turnover increased significantly. From mid 2006 both trading
turnover and share price began to decline, until there was almost no discernible turnover once again
and the share price was almost zero.481 The newsletters had recommended buying the shares on a total
of 62 occasions, whilst giving incorrect and misleading information – without disclosing that the
promoters were holding large numbers of the company’s shares themselves (so-called scalping).482
A spokeswoman for the German prosecution office of Stuttgart stated in May 2012 that four men faced
charges for manipulating the Beira Goldfields Inc.’s stock price. They made 38 million euros ($48.5
million) in profits.483 According to the prosecution office the Beira Goldfields stock plot came from a
32-year-old Austria based public relations manager and a 33-year-old Canadian accomplice. The pair
enlisted a 46-year-old German journalist and a 39-year-old German business manager. All the men
except the Canadian, admitted taking part in the scheme to boost the price of the mineral exploration
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More backgroundreading about the Beira Goldfields Inc. on the website http://www.marketwired.com, (2015).
Boerse ARD: ‘De Beira: Endlich Gerechtigkeit?’, 21 May 2012.
http://boerse.ard.de/boersenwissen/anlegerschutz/de-beira-endlich-gerechtigkeit-100.html, (2016).
Karin Matussek:‘Four Charged in De Beira Goldfields Stock-Manipulation Case’. May 21,2012.
http://www.bloomberg.com/news/2012-05-21/four-charged-in-de-beira-goldfields-stock-manipulation -case.html, (2015).
http://www.anleger-helfen-anlegern.de/hier-sind-wir-aktiv/de-beira-goldfields/, (2014) .
De Beira Goldfields Inc. changed its name to Panex Resources Inc. (DBGF) in September 2010.
Karin Matussek:‘Four Charged in De Beira Goldfields Stock-Manipulation Case’. May 21,2012.
http://www.bloomberg.com/news/2012-05-21/four-charged-in-de-beira-goldfields-stock-manipulation-case.html, (2015).
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company. Austria had so far denied a request to extradite the public-relations manager. The verdict of
the Stuttgart Regional Court is not known to the author.
In October 2012, the Bafin website however proclaimed that 3 persons had been convicted to jail
sentences by the Regional Court (Landgericht) in Stuttgart because of boiler room activities and market
manipulation in shares of the Beira Goldfields Inc.
On the Bafin Website484 the following summery announcement was published:
"The Court handed down convictions to three persons, one of them was a citizen of Canada who
received a prison sentence of three years and two months, a publisher of a stock market newsletter
with a previous conviction received a sentence of one year and ten months of probation, and the former
editor of a news magazine received a sentence of one year and nine months of probation. The publisher
of the stock market newsletter and the former editor are also required to pay fines of €350,000 and €
200,000 respectively. Another alleged main perpetrator who is resident in Austria was also charged
with offences. However, as market manipulation does not constitute a criminal offence in Austria, the
defendant was not extradited to Germany and the case against him could not proceed."
The investigations by the Public Prosecutors Office in Stuttgart were preceded by an investigation by
BaFin into market manipulation. BaFin had investigated the circumstances, requested comprehensive
assistance from foreign supervisory authorities and uncovered the hidden positions – made via various
companies – and sales by the convicted persons. BaFin employees gave evidence at the trial as
witnesses and expert witnesses.

11.7

Investigations in Great-Britain

11.7.1

Operation Wizard

Operation Wizard was launched by Hertfordshire Constabulary’s Fraud squad after an anonymous call
to Crimestoppers in late 2005.485 Following initial enquiries, the police discovered a boiler room fraud
was taking place, with connections across the UK, Spain and Italy. In this case salesmen were working
for DG Advisory; a company based in Barcelona, and were promoting the shares of a company called
NetJet Ltd. A company operating in Hertfordshire and registered as a prestigious Pall Mall address in
London. However, in fact it was operated from a bedroom in a house in Watford. This was the home
of Niven Gunarathnam who was the director of NetJet Ltd.
During the period February 2005 and January 2006 the boiler room employees called from Barcelona
to potential investors across the UK and offered them shares in Netjet Ltd. They were told the money
invested in Netjet Ltd. shares would be reinvested in Payweb, a secure internet electronic money
transfer company based in Italy. This would eventually result in an excellent return for investors.
In reality, DJ Advisory and Netjet Ltd. were just vehicles for fraud, set up purely to swindle investors.
Payweb was a legitimate company but has since folded. The total amount of defrauded investment
money amounted to approximately £ 4 million. Most of the investors were elderly. One 80-year-old
woman lost £ 365,000. She was contacted two or three times a week for a period of almost a year. She
484
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http://www.bafin.de/sharedDocs/Veroeffentlichen/en/melding/2012/meldung_121018_de_beira_en.html?nn 2821494 ,
(2014).
Newsrelease: ‘Operation Wizard conjures up almost 1 million in compensation for victims’. November 19, 2009.
http://www.herts.police.U.K./pdf/make_criminals_pay_op_wizard.pdf, (2015).
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said: “The only way I could get them off the phone was to buy another £ 10.000 worth of shares- they
brainwashed me”.486
Despite claiming a vast amount of investors’ money would be invested in Payweb, only 20% in total
was. 45 % of the £ 4 million was paid to the criminals behind DG Advisory. According to the press
release, Frazer Bettie, the owner of DG Advisory, received £ 820,000. Nicolas Aily, manager at DG
Advisory, received £ 240,000. And Inaam Ul Haq, a salesman for DG Advisory, got £ 97,000. Niven
Gunaratnam benefited from the crime approximately by £ 1,163,188.38 and he spent about £ 230,000
in cash on a lavish lifestyle. He had also money invested in various businesses.
In total, thirteen people were initially arrested in connection with the investigation. The prosecution,
however, limited itself to four suspects. According to the press release, the following defendants have
been successfully convicted by the Southwark Crown Court and sentenced to imprisonment:

•
•
•
•

Frazer Bettie,(34), was found guilty of money laundering and sentenced to four and half years;
Inaam Ul Haq, (29), was sentenced to three and half years after pleading guilty to Money
Laundering;
Niven Gunaratnam, (31), was found guilty of conspiracy to defraud and sentenced to five and
half years;
Nicolas Ailey, (32), was found guilty of conspiracy to defraud and sentenced to four years.

On November 6, 2009, Frazer Bettie was in a compensation hearing at Southwark Crown Court ordered
to pay £ 955.579.34 to the victims of the boiler room scam. More than 320 victims were conned into
buying worthless shares. According to the press release, if he failed to pay the money within six
months, he would have to serve an extra four and half years behind bars.

11.7.2

The George Abrue case

The City of London Police arrested 12 persons behind the boiler room organization led by George
Abrue in 2009. The call center part of the boiler room organization was situated in Isle of Majorca
(Spain) and targeted British citizens. The boiler room was pushing and selling various shares of
companies with the following names: Bio Fuel Solutions (BFS) Corporation, ‘NPT’, Prestige Gold Crest
(PGC) and Quetech. According to the police, mostly elderly people were victims and the total loss of
money was £11 million. However, it might well be closer to £ 20 million because many of the victims
were too embarrassed to come forward. Furthermore, one the police officers made public that some
of the victims had been suicidal, and that the psychological effect on them and their families had been
tragic.487
George Abrue was a Nigerian immigrant, he began his criminal career inventing false companies for
other boiler rooms organizations before he decided selling shares himself. To legitimise the operation,
U.K. phone numbers and company details were acquired and bank accounts were opened, using
addresses of Abrue’s unsuspecting neighbours. Professional looking websites and brochures were
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‘Boiler Room’ fraud closed for good’. April 9, 2009. http://www.watfordobserver.co.U.K./news/biog/3287/ (2014).
BBC-News: ‘George Abrue’s Boiler Room team convicted’. June 22, 2011; http://www.bbc.co.U.K./news/U.K.-england- London12880599, (2013). And BBC-News: ‘Police shut down £20m Boiler Room scam’.
http://news.bbc.co.U.K./2/hi/U.K./news/england/london/8454463.stm. January 12, 2010 (2013).
‘Tynside conmen jailed after £ 13m cold-call scam’. http://www.chroniclelive.co.U.K./news/north-eastnews/tyneside-conmen-jailed-after-13m-1400752, (2013).
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produced in Sweden to convince people to invest. Abrue also recruited and hired former colleagues
from the phone sales industry to work for him. The call center was operating from the city of Majorca
(Spain). They pressured U.K.-inhabitants over the phone into buying shares in non-existent companies
such as Bio-Fuel Solutions Corporation and New Power Technology. The unsuspected victims were sent
bogus share certificates, produced in an U.K. office run by Scotty H., as evidence of their investments.
The police stated that the obtained fraudulent money was laundered through Swedish and Italian bank
accounts to fund extravagant lifestyles for Abrue and his associates. 488
In August 2009, victims began to complain to the National Fraud Intelligence Bureau (NFIB) losing
money after being cold-called. The NFIB used the intelligence from the victims to build a picture of
how the boiler rooms were operating; linking the individual losses to a much larger criminal network
operating out of Spain.
In December 2009, the City of London Police led a national operation called Operation ‘Soundwave’.
In collaboration with Spanish law enforcement 15 Britons suspected of running a boiler room were
arrested in Spain and Abrue was detained in Sweden. Several months later he was extradited to the
U.K.. Abrue (30) the leader behind the fraud, was convicted in Newcastle Crown Court on June 22,
2011. He was sentenced to five years imprisonment having admitted to orchestrating a £10 million
investment con that targeted U.K. citizens.
According to the detective Chief Inspector Dave Clark from the City of London Police, this case showed
how the NFIB can prove to be a huge breakthrough for law enforcement. The linking together of this
case by the Bureau turned a three-year investigation into six months’ work.489

11.7.3

The mastermind Tomas Wilmot case

In August 2011, the FSA490 in London announced on their website that the Southwark Crown Court had
sentenced Tomas Wilmot, leader of a boiler room syndicate between 2003 and 2008, to imprisonment
for a period of nine years. His sons Christopher and Kevin were sentenced to a period of five year
imprisonment each. The total deposited amount was about ₤ 27.5 million, the number of registered
victims approximated 1700 and their collective loss totalled about ₤ 14.5 million. According to the FSA,
a large number of victims appeared to be vulnerable elderly people. The lengthy investigation of the
boiler room was executed by the FSA, City of London Police and with coordinating cooperation of
Eurojust. In 2009, the FSA and CoLP raided the home addresses of the suspects as well as their office
in the U.K.. During the raid 48 digital items were seized along 67,000 documents.491 There were 16
different boiler rooms operational and they were operated mainly from Spain, However the backoffice,
bank accounts and branch addresses were located in Malta, Italy, Slovakia, Lithuania, Austria, Andorra,
Brazil, Belize, Dubai and several Caribbean Islands. The boiler rooms which sold the shares were: Faire
Pierce Ltd.; Griffin Securities Spain; GS Equity Group Ltd. GS Anguilla; Ridgewell Capital Markets, Trinity
Finance; Premier Venture Capital; Klein Group; CVC Ventures; Opes Ingenium Group; Stanmore; RVC
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Sahara reporters, ‘U.K. Court convicts Nigerian-led phony stock selling fraudsters’, June 2011.
http://saharareporters.com/2011/06/22/U.K.-court-convicts-nigerian-led-phony-stock-selling-fraudsters, (2014)
M & A Rainmaker: ‘Boiler Room scammers get jailed’. August 5, 2011.
http://mandarainmaker.co.U.K./2011/08/05/boiler-room-scammers-get-jailed/, (2014).
Tracey McDermott: 'Three sentenced to jail for operating ₤ 27.5 m. Boiler Room scam’.
www.fsa/pages/library/communication/PR/2011/073, (2013).
Lee Boyce: ‘Father and sons who defrauded 1,700 investors in 27m Boiler Room scam jailed’, 24 August 2011.
http://www.thisismoney.co.U.K./money/investing/article-2029255/Wilmot-family-19-years-boiler-room-scam.html, (2015).
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Markets/ Radisson Venture Capital; Bolton Price International; Satellite Securities; Laurus Capital and
Hodgson Brown.
Tracy McDermott, the FSA’s acting director of enforcement, emphasised this was a highly sophisticated
scam that made use of offshore structures to launder the funds, put distance between the Wilmots
and the boiler rooms, and ultimately disguised the nature of the business.492

11.7.4

The Secure Trade and Title Ltd. case

The Secure Trade and Title Ltd. boiler room fraud was, as far as the charges were concerned, active
from 2005 until 2007 and had been subject of a joint investigation by the SFO and the Sussex police
since March of 2006. It was determined that the fraud amounted to more than £4 million. In 2012,
Brian James O'Brien (U.S.), Lynne Jane D'Albertson (U.K.), James Py (U.K.) and Damien Rodney Smith
(U.K.), were sentenced to imprisonment.493 And in April of 2014, John Curtin (38) the last of the five
conspirators was jailed in the U.K. for three years for running boiler rooms. He was caught on a
European Arrest Warrant in October 2013, and was extradited to the U.K..494
Brian James O’Brien was, according to the SFO press release, the brains behind the scheme.495 He and
Lynne Jane D'Albertson controlled the boiler room operation around Secure Trade & Title Ltd (STT) in
East Sussex. The business acted as a supposedly secure payment funnel for share purchases and
accumulated over £ 4 million from elderly investors. In addition to running Secure Trade & Title, Brian
James O’Brien controlled and operated a boiler room in Barcelona called Black & White Investments
SL and later its replacement company Cardinal Securities SL. He also controlled the boiler room, DML
Corp. in Ireland. O’Brien set the strategy, took care of documentation and agreements and had general
oversight of these share-pushing operations. He was, above all, in charge of the money and the dayto-day running of the business, calculating commissions to sales staff and making bank
payments/transfers overseas.
James Pye, alias James Richardson, was a senior manager at the Black & White boiler room office in
Barcelona and was responsible for making sales and supervising a team of sales people. After a FSAwarning about Black & White Investments SL on its website, because the company was not authorised
to carry investment business, Pye bought a Spanish company paid for by O’Brien and renamed it into
Cardinal Securities. Cardinal Securities was successful as well. For example over a three-month period
following its start-up, Cardinal sales staff persuaded over 40 investors to invest more than £ 300,000.
Damien Rodney Smith, son of D’Albertson, worked as a salesman at Black and White Investments SL
learning the trade. He moved to Ireland in order to set up a boiler room called DML Corporation, which
he ran for O’Brien and D’Albertson. He was the manager of DML and the main point of contact with
O’Brien and D’Albertson. John Curtin was working as a sales manager. He sold shares through two
492
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Lee Boyce: See note above.
SFO Press release, ‘Offshore share sharks who duped British investors jailed’, April 23, 2012.
http://www.sfo.gov.U.K./press-room/latest-press/press-releases/press-releases-2012/offshore-share-sharks-who-dupedBritish-investors-jailed, (2015).
Sophie Christie: 'Fraudster jailed for £4m Boiler Room scam'.
http://www.telegraph.co.U.K./finance/personalfinance/investing/10766909/Fraudster-jailed-for-4m-boiler-room-scam.html,
(2014).
SFO Press release, ‘Offshore share sharks who duped British investors jailed’, April 23, 2012.
http://www.sfo.gov.U.K./press-room/latest-press/press-releases/press-releases-2012/offshore-share-sharks-who-dupedBritish-investors-jailed, (2015).
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boiler room schemes in Spain, called Black and White Investments SL and Cardinal Securities, and one
in Ireland, called DML Corporation.
According to the press release, DML Corporation operated as a ‘recovery room’ targeting victims of
Black & White Investments SL, who had already purchased restricted Regulation S shares. Smith
offered victimized investors a cheap and quick route out of their restricted stock, by selling them other
shares via STT. In a six months’ period, between September 2005 and March 2006 DLM defrauded
investors again for an amount over £ 434,000.
The majority of the profits made in Spain and Ireland were then transferred back to the group's U.K.based company, ‘Secure Trade and Title Ltd.’
O’Brien was sentenced to eight years’ imprisonment and D’Albertson, four years’ and six months’
imprisonment James Py (U.K.), alias James Richardson, was sentenced to six years’ imprisonment
which was reduced to four years’ imprisonment for an early guilty plea. Damien Rodney Smith was
sentenced in 2012 for three years and four months for conspiracy to defraud.

11.7.5

The Pension Liberation Fraud case

In May 2013, the head of The Pensions Regulator and the police warned about the 'Pension Liberation
Fraud'. They called it the new Boiler-Room-fraud phenomenon. Thousands of people had been
persuaded to transfer £ 400 million of their savings from legitimate pension schemes into high risk or
non-existent ones, many of which were based overseas. Victims were attracted by the promise of
higher returns and/or cash advances. The City of London Police raided a call center near Liverpool
Street Station in May 2013 and seized computers and documents in an attempt to deal with this new
type of fraud. The boiler room was housing up to 40 workers. At least seven people were arrested.
According to the Information Commissioner's Office, spam text messages and cold calls related to
'pensions' had more than tripled in the six months leading up to their intervention.496

11.7.6

The Mobilestream Oil case

In the period between July 2004 and March 2008, Richard Pope, Paul Gunter and Simon Odino ran one
of the biggest boiler room scams in British history.497 These boiler rooms were located in Spain.
The three gang leaders began their scam in 2004 when they stole details of the identity of dormant
publicly traded companies to use for their fraud. They then employed hundreds of staff in call centers
in Spain, who would phone around 50 potential victims a day and pressure them into buying the shares.
The crime syndicate made over £100 million and more than 2,300 victims were bullied into handing
over their life savings. One victim alone lost more than £800,000. The shares were not listed and could
not be sold. Among the four businesses that were part of this scam was ‘Mobilestream Oil’, a worthless
entity sold as an up and coming company.498 Websites and glossy brochures were used to give further
credibility to the gang's bogus investment opportunities. The victim-investors wired more than $127
million to Gunter's bank accounts in the Middle District of Florida. The fraudsters bilked victiminvestors out of another $10 million via a FOREX currency trading scheme, which also utilized the boiler
496
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Patrick Hosking: 'Boiler Room arrests raise pension alert'. The Times, Mai 10, 2013.
http://www.mirror.co.U.K./news/U.K.-news/millionaire-conman-richard-pope-facing-176541#ixzz2jhHHBCfV, (2014).
In 2009 victims of Mobilestream were approached by a 'recovery-room'. For a small fee ($3,500), the callers claimed they could
sell the (worthless) shares for $60,000. See Tony Levene: 'Don't fall for moreMobileStream lies', The Guardian, Mai 8, 2009.
http://www.theguardian.com/money/2009/may/09/boiler-room-investments-mobilestream, (2009).
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rooms in Spain. Gunter, Odoni, Pope and their co-fraudsters used the victim-investors' funds to
perpetuate the fraud scheme and for their own personal enrichment. Victim-investors' funds were
used to buy, among other things, an airplane, two vessels, vehicles, including a Ferrari, and real
property in the Caribbean islands, England, and Florida.
After being alerted to the scam in 2006, cooperation between the City of London Police, the U.S.
Homeland Security Investigation branch in Tampa and the U.S. Secret Service, ultimately led to the
arrest of Pope at an undisclosed location in Spain. Pope had been on the run for 2 years and was
extradited to the U.S. from Spain. in March 2009 He was charged by U.S. authorities along with six
other defendants. In 2011, he pleaded guilty to his part in the scam at the Middle District of Florida
District Court and testified at trial. In March 2013, the trials of Paul Gunter and Simon Odoni took place
with Pope testifying against them. Both men were found guilty of three counts of conspiracy to commit
mail fraud, wire fraud, as well as another 19 counts of mail and wire fraud and 19 counts of money
laundering.
Detective Superintendent Bob Wishart from the City of London Police's Economic Crime Directorate,
who led the investigation in partnership with U.S. authorities, said most of the victims were retired
pensioners from the U.K. who trusted Pope with their life savings. "They did not deserve what they
have got." (...) "Many of them have ended up divorced, homeless or have had to come out of retirement
and get jobs. This has scared them for life. The psychological effects cannot be underestimated." (...)
"It is the worst case I have dealt with." One of their victims, Mark G., was so distraught by the ordeal
in which he lost more than £70,000 – that he committed suicide after admitting to his wife that he had
lost thousands through the scam.499
Two of the three U.K. fraudsters, P. Gunter and S. Odoni were given prison sentences respectively of
25 years and 13 years and four months. The third fraudster Pope received a far shorter sentence in
return for his co-operation of 4 years and 9 months by a Florida court in 2013.500
In January 2015 the U.S. court in appeal affirmed the convictions and sentences of 25 years, 13 years
and four months, respectively, for U.K. citizens Paul R. Gunter and Simon Andrew Odoni for their
roles in a scheme in which they sold worthless stock in hijacked, dormant, publicly traded companies
in the U.S. to investors primarily based in the U.K.501
According to Bloomberg the company Mobilestream Oil Inc., ticker “MSRM:US”, was delisted502
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11.7.7

Operation 'Rico'

In February 2014, the City of London police announced a ground-breaking partnership between U.K.
and Spanish law enforcement agencies. This partnership led to a total of 110 arrests after 35 warrants
were executed at private addresses and in buildings where boiler room operations were allegedly
being conducted in Barcelona, Madrid, Marbella and London.503
'Rico', a two-year-long international police operation across the U.K., Spain and other parts of Europe
and the U.S., was targeting suspected masterminds of boiler room operations. According to the City of
London Police Commander, and National Economic Crime Co-ordinator, Steve Head, “it's their most
important investigation ever, targeting people we believe were at the top of an organised crime
network that has been facilitating boiler rooms across Europe and which was suspected of being
responsible for millions of pounds of investment fraud.”
This operation saw 40 officers from City of London Police join 300 of their Spanish counter-parts to
target a number of organised crime gangs. Of the 110 arrests, 84 were in Spain, 20 in the U.K., 2 in the
U.S. and 4 in Serbia, with the majority of people arrested on suspicion of money laundering and fraud
offences. The operation also led to the closure of - what were believed to be - 14 boiler rooms in Spain,
2 in the U.K. and 1 in Serbia. In the last year of the investigation and prior to the operational activity in
February 2014, City of London Police restrained 1.5 million in U.K. bank accounts believed to have been
gained through boiler room activities.504
City of London Police Commander, and National Economic Crime Co-ordinator, Steve Head, said: “This
is a landmark both from an investigative perspective and in terms of our close working partnership with
other law enforcement agencies, most notably the Policía Nacional.” He added that the network was
believed to have had more than 1,000 victims, and that the arrests highlighted how law enforcement
can work globally to stop criminals sheltering abroad.505
In March of 2014 The Telegraph506 announced that the police were hunting Graham Hawrysh, (37),
Jeffrey Gordon, (54), Robert Lynch, (53), and Tunch Kashif, (48), in connection with the alleged fraud
that left thousands of British pensioners out of pocket. Mr Hawrysh was suspected of setting up and
managing a number of boiler rooms in Spain, as was Mr Gordon, who was thought to have links to
Romania, Colombia and Ireland. Mr Lynch was suspected of helping to launder the proceeds of the
fraud. Photos of the four fugitive criminals on the run can be seen on the website of Crimestoppers
U.K..507.
In March of 2014, a Spanish national high court judge ordered that 11 of the arrested men in Spain
were to be held in prison for the time being.508
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Illustration: raid on a boiler room in Spain with the help of the British police. 509

11.7.8

Operation ‘Steamroller’

From 2003-2007, a total of around £70 million was obtained fraudulently from U.K. investors under a
boiler room fraud scheme Jeffrey Revell-Reade masterminded. He was running the scheme from offices
in Madrid in which more than 1,000 investors were sold shares in U.S.-listed companies that did not
exist. The Serious Fraud Office investigation – codenamed ‘Operation Steamroller’ – lasted seven years
and involved enquiries in the U.S., Hong Kong and New Zealand.
In May 2013 six individuals were sentenced to between three and seven years’ imprisonment as a
result of the same SFO boiler room fraud investigation. These sentences followed the defendants being
convicted by a jury on an indictment containing a single count of conspiracy to defraud. The six
defendants formed the senior management and operations team for three Madrid boiler rooms and
conspired with Mr Revell-Reade and Mr May to defraud investors with or through the entities
Tresaderns & Partners SL, Price Stone Group SL and Anderson McCormack SL. The six were Daniel
Gooding (39), Shaun Rumsey (33), Jon Emery (36), Ian Hughes (34), Emma Farmer (41), all from Essex;
and Philip Morris (38), from Kent.
Mr. Jeffrey Revell-Reade, an Australian national, (49), took a 35-percent cut off the profits510 and the
profits from this fraudulent scheme were used to fund lavish lifestyles featuring numerous overseas
properties, wine collections, luxury yachts and private jet hire.511 Revell-Reade had started the scheme,
under which ‘sales entities’ (boiler rooms) operating from Madrid sold shares in U.S. listed companies
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Source:https://www.cityoflondon.police.U.K./news-and-appeals/international-police-operation-targets-suspected-boiler-roommasterminds/Pages/Photo-gallery.aspx, (2016). Published with permission.
http://U.K..reuters.com/article/2014/06/04/U.K.-courts-sfo-idU.K.KBN0EF1VU20140604, (2015).
Rupert Neate: ‘Australian convicted of running biggest ever Boiler Room scam’. The Guardian, June 4, 2014.
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on a fraudulent basis. Investors in the companies bought shares that had restrictions on their resale
for a 12-month period. When the investors came to sell the shares after the expiry of this period, they
often found that they were unable to do so as they were worthless, the shares were in shell companies
or companies that were not operational at all. Revell-Reade was extradited from Australia in 2012.
Revell-Read was convicted in June 2014.512 He was sentenced to eight and a half years in prison.513
Mr. Anthony May (58), who lived in Switzerland and then moved to Spain, was arrested in Spain in
2012. He was also found guilty of one count of conspiracy to defraud and was jailed for seven years
and four months. He had administered the processing of shares distributed to investors and had
managed the finances of the boiler room organization, using and managing off-shore bank accounts to
distribute the funds obtained as part of the conspiracy.
David Green, director of the SFO told the press, “The convictions mark the culmination of seven years'
hard work by a dedicated team of investigators, lawyers and accountants at the SFO, and close work
with other agencies. This case illustrates that key attributes required in an SFO investigation are
determination and persistence, qualities necessary to follow the complex money flows and elaborate
company structures in numerous jurisdictions."514
In April 2016 it became known that the convicted fraudsters J. Revell-Reade and A. May were ordered
to pay a total of £11, 001,000 in compensation, at Southwark Crown Court. Both men were given three
months each to pay the orders or face an additional prison sentence in default of payment 10 years’
imprisonment for Revell-Reade and 3 years’ imprisonment for May. It was ordered that the sums paid
towards the confiscation orders are to be returned to the victims in the case.515

11.7.9

The ‘Inca Pacific Gold and Mining’ fraud case

In February 2010, Tony Hetherington, an experienced investigating journalist, published an article with
the title “Beware masquerading miner Inca Pacific” in ‘The Mail on Sunday’ with the intention to
expose the investing scam.516 The reason for the investigation was the growing hype surrounding Inca
Pacific Gold & Mining, its shares, and its remarkably generous loan bonds. By studying the glossy
brochure and other clues, he detected several red flags.
The author listed these fabrications and peculiarities for you here:
Red flags in the brochure:

•

512
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By depositing 5,000 euros for one year, you will get 8 percent interest;
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•

By depositing and buying a two-year bond you will get 10 percent interest;

•

The minimum investing sum in shares were 5,000 euros and the shareholder will be classed as
retail investor with a currently fixed dividend payment of 10 per cent per annum;

•

Shareholders who buy shares up to 100,000 euros or more will be treated as institutional
investors. Institutional investors are currently fixed to receive a dividend payment of 12 per
cent per annum.

According to Hetherington, there were two curiosities:
•

What did the company mean by saying investors are 'fixed' to receive either 10 or 12 per cent?
Surely the dividend depends on the company's profits from year to year? And since profits
cannot be fixed, how can dividends?

•

Then there is the question of fairness. Company dividends are paid per share, and not linked
to the size of the holding. Everyone gets the same percentage slice of the pie, multiplied by
the number of shares they hold. Why does Inca Pacific treat some investors as more equal than
others?

More red flags
•

The prospectus claims the company mines gold, platinum, gems and other minerals, and has
operations in Mongolia and China. It boasts year-on-year profit increases, and has a healthy
balance sheet backed by assets, proven reserves, and 'huge percentage returns'. However the
prospectus contains not a single figure to back up any of this given ‘facts’.

•

The prospectus says payment in Euro’s had to be sent abroad to an account in Madrid at Sa
Nostra, a Spanish savings bank that has its major presence on the holiday island of Majorca
This is strange because the companies head office claims to be situated in the U.K. and an
explanation is not given.
Falsehoods in the brochures

•

The company's claims its head office address – Maple House – does exist, but ‘Inca Pacific
Gold and Mining’ is not actually situated and known there;

•

The company claims ‘year-on-year growth’, however ‘The Inca Pacific Corporation Limited’,
was registered at Companies House less than nine months ago, on 27 May 2009 which makes
talk of ‘year-on-year growth’ particularly hard to swallow.

•

The company claims that all levels of investment are covered by the U.K. Financial Services
Compensation Scheme. This is not true

•

The company claims a registered office on the 6th floor of 8 Exchange Quay in Manchester.
However, this is actually the address of an instant-office firm that takes in mail for anyone
who pays, though it seems Inca is not even a customer.

•

The company claims the sole owner and director of Inca is named by Companies House as 33year-old Sean Carter. But the Manchester address he gives is a multi-storey modern block
with hundreds of apartments – and he has somehow overlooked the need to give his own
apartment number to the Companies House..
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Picture: Home webpage Inca Pacific Gold & Mining.517

517

•

The stockbroker ‘Redwood Associates of Luxembourg’, claims Inca will list on the stock market
in London just a couple of months from now. And there is stockbroker ‘Black Diamond’, an
investment firm in Jersey, along with broker ‘Wainwright Research’ which uses a London
address but a Zurich telephone number!

•

Stockbroker ‘Ace Financial Management’, claims to be fully licensed by the Financial Services
Authority but has actually hijacked the licence number of the real Ace, a local firm of financial
advisers in St Leonards on Sea in Sussex.

Source:http://www.thisismoney.co.U.K./money/midasextra/article-1689081/Beware-masquerading-miner-Inca-Pacific.html,
(2016).
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Falsehoods on their website www.incapacificmining.com.

•

The website claims that the chief executive is Martin N., a chartered accountant, and the chief
operating officer is Tony W., a mining engineer with 25 years of experience in the industry.
Michael F. holds the purse strings as chief financial officer, who had four years with
PricewaterhouseCoopers on his CV. And the company secretary is Sean White, who attended
the British Columbia Institute of Technology.

However, Hetherington revealed that the greater part of the website had been stolen from the site of
a genuine mining company called Nevsun Resources. The pictures belong to Nevsun, and the
biographies of the Inca bosses have been copied from those of various real Nevsun officials.
According to Hetherington ‘Inca Pacific’ was nothing more than a thin file of papers at Companies
House, a glossy brochure, a filched website, and a couple of fake addresses. Since 2009 more than 100
people had been conned into buying worthless shares in a fraudulent gold mine company, named ‘Inca
Pacific Gold and Mining’ and in a pharmaceutical company called ‘Dyno Medical’. They were sent glossy
brochures and market information, all of which were specifically designed to convince investors to
‘invest in these companies.’
In February 2010, the FCA warned on its website for the company ‘Inca Pacific Gold and Mining’.518 In
September 2010 officers from the City of London police arrested Abdul Kahn and Wasim Karim in the
U.K., in Nottingham after buying laptop computers using a false name, which they planned to fly to
Majorca to use in the boiler room. On a laptop in possession of A. Khan, the account details of victims
and the records of the money they had transferred were found. And Karim’s fingerprints were later
discovered on dozens of the brochures that had been sent out to potential investors.
In May 2011 Action Fraud announced that after a raid on a boiler room in Spain, 15 Britons were
arrested. The boiler room could be linked to the fake companies of Dyno Medical, Inca Pacific Gold and
Mining and Viking Gold Resources.519 Two months later in July 2011 R. Karim was arrested in the U.K.
after returning from Marrakech. Documents were found in his home linking him directly to payments
being made by conned investors. And in September 2011 A. Bough was arrested in the U.K., he had
used false names in setting up delivery accounts for VOIP telephones. Gang member N. Amin was
arrested in July 2012. He established a ‘false’ tenancy for a Nottingham property from where much of
the brochure preparation was carried out. 520 The men were all involved in setting up and running a
major boiler room in Palma, Majorca, (Spain), using VOIP (voice over Internet Protocol) to call cold
thousands of potential investors back in the U.K..
In May 2015 members of this boiler room organization, who made more than £ 3 million selling
fraudulent share-investments, were all jailed at Southwark Crown court. Abdul Khan, Rahim Karim,
Nadeem Amin, Antony Baugh and Wasim Karim were sentenced having previously pleaded guilty to
conspiracy to defraud and money laundering.

518
519
520

http://www.fca.org.U.K./news/warnings/inca-pacific-gold-mining, (2010).
http://www.actionfraud.police.U.K./spanish-boiler-room-scam-affects-britons-may11, Mai 29, 2011.
Press release City of London Police, 29 Mai 2015.
https://www.cityoflondon.police.U.K./advice-and-support/fraud-and-economic-crime/fraudsquads/fraudsquad-News/Pages/
Multi-million-pound-boiler-room-share-scam-gang-jailed.aspx, (2015).
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11.7.10

The ‘fake Ferrari shares’ case

In April 2015, The Telegraph published an article about a fake opportunity to invest in Ferrari shares.
British investors were receiving ‘cold calls’ or personal approaches from financial advisors claiming to
sell “IPO” shares in the Italian car maker. However these did not yet exist. According to Telegraph
Money, the scam had proved to be particularly convincing among investors because it was based on a
half truth.521 This was because FIAT Chrysler would not sell Ferrari shares to the public before an initial
public offering (IPO), which it had planned for the fourth quarter of 2015. However, boiler room
salesmen had been telling people that the deadline for buying shares was the end of April 2015.
Telegraph Money was first made aware of the scam by a reader who was about to invest £ 5,000
through a London based wealth management firm called J.C. Sterling & Roth. The man had received a
‘cold call’ from one of the firms advisors’, offering him ‘early access’ to the shares by putting money in
an exchange traded funds (EFT) listed in New York.
Through an untrained eye, the firm of J.C. Sterling & Roth appears relatively legitimate. It had a grand
sounding name, a web page which listed a number of senior personnel and it listed an office address
based in Marylebone, an upmarket part of London.522 Its advisors also appeared to have ‘executive
assistants’ who dealt with email correspondence. And a quick search on the firm also brings up an
article about it donating £ 250.000 to a charity which provides water for communities in Africa. So far,
so good.

The fake firm's logo

However, by checking the FCA Financial Services register of authorised firms and professionals,
Telegraph Money established that neither the firm nor its personnel were authorised to provide
financial advice or sell investments to individuals in the U.K..
Some of the claims about the firm’s investment strategies, such as ‘portfolio growth’ of 85 pc per
quarter, also looked far too good to be true. Photos of the management team of J.C. Sterling & Roth
that showed up after a Google image search, appeared to have been lifted from other websites around
the world.
In addition, trying to call the number listed on the website was not helpful because it merely produced
a busy-signal. After trying to visit the location of the office on 11 Dover Street, Telegraph Money
discovered that the address did not exist. After reporting this scam to the police fraud squad and FCA,
the following advice was given to investors. Investors wanting to get exposure to the Ferrari IPO were
521
522

Katie Morley: ‘The Ferrari shares being flogged by sham advisor, exposed by Telegraph‘, The Telegraph April 24, 2015.
http://www.jcs-roth.com, (Aug. 2015).
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advised to buy shares in FIAT Chrysler, the firm that owns Ferrari. And buy shares through a low-cost
broker that is fully regulated by the FCA.
It came to the author’s attention that a German broker called WB-Invest also sold Ferrari shares to
Dutch investors. In July 2015 the Dutch financial supervisor AFM warned against the suspected boiler
room WB-Invest.523
In his 2016 paper Barnes listed in Table 3 nine criminal cases against boiler rooms since 2009. Cases in
which the FSA or the FCA acted against boiler room operators are listed in Table 4.524

11.8

Investigations in Hong Kong

11.8.1

The Gary Aubrey Holmes case

In October 2007 Gary Aubrey Holmes (52), a Canadian boiler room-fraudster who defrauded
Australians of more than $5 million dollars, was sentenced to five years imprisonment in the High Court
of Hong Kong. The Australian Federal Police (AFP) had been working closely with the Hong Kong Police
to investigate the scam. Chief Inspector Steve Berry from the Hong Kong Police Commercial Crime
Bureau said the success of the case reflected the excellent cooperation between the two organizations
in targeting the activities of money launderers working for boiler-room syndicates. G.A. Holmes was
known as ‘Sherlock Holmes' because of the aliases he used on fake Belgian passports. Holmes pleaded
guilty to four charges relating to the creation of shelf companies with his fake identities.525 He targeted
Australians in a syndicated operation that used high pressure sales techniques and false
representations to persuade them to invest in supposed high-yield shares or to sell him their own
shares. The victims were contacted by phone or email and pressured into putting a deposit into bank
accounts operated by Holmes. Afterward, contact was quickly broken off with the victims who were
unable to re-establish contact with the supposed investment brokers. None of the victims were able
to recoup their money, all of which had been withdrawn as cash.

11.8.2

The Jerome Y.A. Herzberg case

In June 2008 Jerome Y.A. Herzberg (38), a stockbroker, was arrested in Hong Kong as he tried to process
money received from boiler room frauds through four different Hong Kong accounts. He had opened
the accounts between June 2005 and March 2007. When Hertzberg was arrested, 650 sets of personal
investor data were retrieved from his computer. Hong Kong police contacted 53 of those investors but
only nine victims testified in the case against him. All nine said they had been contacted by people
claiming to represent an investment advisory firm named either Pricestone Group or Price-stone.526
Herzberg was in Hong Kong convicted of money laundering and sentenced to 3 years and four months’
imprisonment after pleading guilty to five charges of handling illegal proceeds. 527 In July 2009, the
523
524
525
526
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www.afm.nl/nl/consumenten/risico/waarschuwingen/waarschuwingslijst-boiler-rooms-alles.aspx?id= %
7B14E-016A -4447-A4931AE735845D%, (2015).
Paul Barnes: ‘Stock market scams, shell companies, penny shares, boiler rooms and cold calling: U.K.
experience’. International Journal of Law, Crime and Justice 48 (2017), p. 60,62 and 63.
Press release AFP-media: ‘Sherlock Holmes jailed for defrauding Aussies’, October 7, 2007.
http://www.afp.gov.au/media-center/news/afp/2007/October/sherlock-holmes-jailed-for-defrauding-aussies, (2015).
‘British stockbroker jailed for laundering’, 27 November 2008. http://guanyu9.be/2008/11/british-stockbroker-jailed-for.html,
(2015).
Mohit Joshi: ‘Stockbroker jailed for 90 million US dollar fraud in Hong Kong’.
http://www.tipnews.in/stockbroker-jailed-90-million-us-dollar-fraud-hong-kong-293273, (2015).
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criminal case of J.Y.A. Herzberg was reviewed in the High Court of the Hong Kong Special Administrative
Region, Court of Appeal, Application for Review no. 8 of 2008. According to the judgment of the court
he was sentenced to imprisonment of five years and six months.528
Herzberg was convicted of laundering 87 million U.S. dollars generated from a boiler room operation
based in Spain that conned investors in Britain into transferring vast sums (the total amount of HK$
683.057,807.66) to Hertzberg’s bank accounts in Hong Kong. Evidence indicated that the money came
from share trading in Britain in breach of British laws because none of the companies selling those
shares were registered with the FSA to market or sell shares in England. Victims were also based in
Australia, some other countries in Europe and Asia.
Investors were conned into giving money to buy shares in U.S. registered companies through highpressure selling techniques. The investors who bought the shares in Pricestone, an ITconsultant firm,
were oblivious to the fact that the shares were subject to significant restrictions in respect of resale,
and therefore could not be resold for several of years. The victims were between 52 and 83 years old.
The bank accounts in Hong Kong were opened under the name of Global Trade Ltd (‘GTS’), Global
Clearing Services Ltd. (‘GCS’) and Evergreen Equity Ltd. (‘Evergreen’). On instructions of Herzberg, a
total of HK$ 600,047,540.70 was remitted from the Hong Kong accounts to two bank accounts in the
name of Euronet Escrow Services in Zagreb and Amsterdam. The Hong Kong Commercial Crime Bureau
stated that the money in Hertzberg’s case disappeared and has not been recovered.

11.9

Investigations in The Netherlands

11.9.1

FX Nevis case

In The Netherlands – as far as the author knows – only a few criminal cases related to boiler room
scams have been successfully prosecuted, in a sense that suspects working in back offices, or having a
management role within the boiler room, were sentenced to imprisonment. One example was the
boiler-room case FXNevis, situated in Hongaria. The Dutch AFM warned the public in 2008
andinformed the FIOD and the public prosecutor. 529 In this particular matter, three ex-callcenter
employees were willing to make incriminating statements against their Dutch 'bosses'. Nearly 200
Dutch victims lost a total of 2,5 million euros in this scam.530 In July 2008 at least two of the supervisors
were sentenced to intermittent imprisonment.

11.9.2

Witter Walwyn Overseas Ltd case

In 2007, the Dutch FIOD, under the guidance of a public prosecutor, rounded up a boiler room
organization in Amsterdam known under the name Witter Walwyn Overseas Ltd.. The broker was
connected to Innovative Financial Strategies Group SA (IFSG). IFSG was a foreign company registered
on the Virgin Islands. IFSG was doing business as a broker using a number of assorted names531 but did
not have the required operating licence. The shares involved were ‘Anagram Plus’, ‘EMDV’, 'ADV' and
528
529
530

531

Academy of Law. http://www.hklawacademy.org/judgments/judgments_20091215.php. (2015).
Court Utrecht 30 july 2008, case 16/992019-06. Boilerroomcase FXNevis.
G. van der Marel: 'Earning with Boiler Room in house Porsche' (met Boiler Room in huis Porsche verdienen) and
'Gangs with Boiler Rooms mostly not convicted' (Bendes met Boiler Rooms veelal vrijuit), The Financial newspaper
(Het Financieele Dagblad), 16 november 2007. Verdict not published.
Bankruptcy of Innovative Financial Strategies Group SA (IFSG), also trading as Witter Walwyn Overseas Ltd.
http://www.crimes-of-persuasion.com/Crimes/Telemarketing/Outbound/Major/Investments/overseas_ops.htm,
(2014).
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‘International Child Care Corp.’ According to the Dutch Public Prosecutor’s Office, 1150 investors
worldwide were adversely affected. The activities were conducted from boiler rooms at various
locations in Amsterdam. They worked using false names and phoned people, worldwide, especially
Scandinavia, telling them they were employees of broker Witter Walwyn Overseas Ltd., located on the
British Virgins Island and in Switzerland. In reality they phoned from a rented office in Amsterdam.
They also stated to clients they had information about American company shares that would rise
significantly in value. Despite defrauded investors regular requests for repayment of their cash
investments, the broker failed to respond and after time could not be contacted at all.
The Dutch Public Prosecutor’s Office estimated the damages incurred by the investors at
approximately 38,000,000 euros. The money was paid into American bank accounts. Among the 1100
victims were approximately 500 Swedish people. As far as anyone knows, no Dutch investors were
defrauded. 532 During the course of the criminal investigation, three apartment habitation rights
(condominiums), valued at 1,124,500 euros were confiscated.
The public prosecutor also initiated bankruptcy proceedings against Innovative Financial Strategies
Group SA in 2010.533 On November 9, 2010, the district court of Amsterdam appointed a receiver in
the bankruptcy of ‘IFSG’. The court appointed receiver had to identify and list the investors and had
to look into available means of recovery. On the basis of the application for bankruptcy filed by the
Public Prosecution Service, Nicolas B., born in Newmarket (U.K.) on November 2, 1976, and Stephen
W., born on May 28, 1957, in Hamilton, Canada, were identified as the men behind the boiler rooms
that were operating at various locations in Amsterdam from January 2006 up until November 2007. 534
Recent information regarding the bankruptcy liquidation in the Netherlands is missing.
On March 30, 2015, the District Court of Amsterdam sentenced one of the suspects arrested to 24
months’ imprisonment with a deduction for time served in preventive incarceration. 535 During the
course of the investigation leading up to the trial, the Court determined, among other things, that
Witter Walwyn Overseas Ltd. had approximately 1150 registered clients. The Court also established
that both corporations and the associated shares in which was invested actually existed and as such
were delivered to the buyers. However, the favourable impression created by the stockbroker was
very different from the truth.

11.9.2.1

Indictment of fraudulent means

The fact was that the Witter Walwyn Overseas Ltd. (WWO) pretended to be a bonafide stockbroker,
creating the false impression that the shares offered to investors would quickly rise in value and would
produce a good return. In addition, invoices sent to investors made it appear that fees would not
exceed 2% while in reality the commission was much higher. It was also insinuated that WWO had
access to inside information and this gave merit to their claim that the offered shares were expected
to rise in value.

532
533
534
535

V. van der Boon and S. Eikelenboom: ‘Prosecution seizes Boiler Room in Mokum’, (OM pakt Boiler Room in Mokum aan), FD,
Oktober 28, 2010, (2013).
Public bankruptcy report legal person, Openbaar faillissementsverslag rechtspersoon, (ex art.73A Fw.), 7 December 2010.
See for more information also https://economicfrauds.net/warnings/witter-walwyn, (2016).
ECLI:NL:RBAMS:2015:2063. Verdict date 30-03-2015. Source: www. Rechtspraak.nl, (2016).
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Furthermore, the false impression was created that WWO was based on the British Virgin Islands and
operated from offices in London, while in reality all operations had been conducted from Amsterdam
since May of 2006. Outgoing correspondence was first transported from Amsterdam to England, where
it was postmarked and mailed on. The telephone number which was registered on the British Virgin
Islands was relayed through to Amsterdam. The Criminal Court found it plausible that the purpose of
the secret location in Amsterdam and the use of fictitious names was to thwart detection and recovery
efforts by victims.
On top of that, the impression created in promotional materials and on the WWO website suggested
that buyers could cash out of their investments at any given time. Company procedures, however,
were designed to prevent the selling of shares as much as possible. None of the shares traded by
WWO were listed on any exchange although some of the companies could be found on so-called Pink
Sheets. According to the Court, this meant that stockbrokers could report these transactions as private
sales. However, this cannot be an accurate indication of the actual share value because of the marginal
demand for the shares on one hand and the supply (from private investors FR) which was kept limited
in proportion to the number of outstanding shares on the other.

11.9.2.2

Indictment of embezzling funds

The Court also determined that it could be deduced from the internal accounting practices and the
detected cash flow that monies were embezzled from investors’ deposits. From payments made by
investors in 2006 and 2007 totalling $ 9.4 million, about $ 4.3 million was made available to [name of
suspect] and approximately $ 900,000.00 to [name of suspect].
The Court was also of the opinion that because of the fact that funds were skimmed of the top
(creamed off), it stood to reason that what the investors were led to believe to be the market value,was
not at all realistic. According to the Court, at a 75% to 80% embezzling rate of investors’ deposits, it
would not be possible to speak of a profitable investment.
Bankruptcy curator Baart writes in his recent bankruptcy report that Nicholas B. does not possess any
recoverable assets. His business partner Stephen W. ,who held a higher position in the corporate
hierarchy, was sentenced to pay restitution in the amount of 9.4 million U.S. dollars in 2013 but fled
to the Philippines where he died in the autumn of 2014. Baart did manage to recover almost 700,000
euros W. had in a Luxemburg bank account.536
According to the verdict of the appeals court in Amsterdam Nicolaas B. and Stephen W. allegedly sold
valueless U.S. securities for 9.4 million dollars from August, 2006 until November of 2007,537 one
million of which ended up in the hands of Nicolas B. in the form of fees and compensation.

11.9.2.3

Indictment of fraud and swindle

Insofar as relevant here, the District Court of Amsterdam determined that the embezzlement in
conjunction with the 2% fee charged on invoices give grounds for the indictment of fraud because of
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Het Financieele Dagblad, 7 februari 2017; https://fd.nl/beurs/1186415/strafkorting-voor-man-achter-boilerroom-door-traagproces.
ECLI:NL:GHAMS:2016:5173 Amsterdam Court of Law, date of verdict 21-10-2016, date of publication 25-01-2017, (2017).
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the type of swindle being a ‘ contexture of fables and trickery’. It was, after all, feigned that premiums
paid would be invested in the companies shares of which were purchased by investors. Even though
research established that in the end invested funds by and large did not end up with these firms.
The Court also considered it proven that investors were persuaded to purchase shares that they
otherwise would not have bought if not the essential information about the marketability of these
shares had been withheld from them. The failure to mention that selling the shares would be difficult
or impossible, convinced investors to submit payment, something they would not have done had they
been aware of this fact.
On appeal, the court took into account fraud and swindle and that the accused, together with his
accomplice, had committed deceptive fraud. As a telephone salesman he had offered and sold Witter
Walwyn, Overseas, Ltd shares from various American companies to investors. In order to convince
investors to purchase shares, they were told that their investment, minus a nominal 2% fee for Witter
Walwyn, Overseas, Ltd, would be invested in the companies which issued the stock. In reality however,
only a very small portion (about 10%) of these deposits were applied to shareholders’ equity and
corporate management.
Attractive looking websites and brochures were utilized; giving the impression that cashing out of
investments could be done at a moment’s notice. Nothing was further from the truth. Company policy
[company 4] was designed to thwart the selling of shares by investors by any means. Investors were
told that no buyers were available or that it was unwise to sell because a merger was on the horizon.
The accused was aware of this and therefore contributed to the scam. Clients were told all kinds of
untruths of which the accused was well aware, all aimed to discourage the selling of shares and thus
creating an environment in which issued stock was almost impossible to sell.That it was the intent to
swindle the buyer becomes apparent from a taped telephone conversation, part of which was
referenced in the court’s verdict.
The relevant part of the taped conversation of the suspects is as follows:
Nicolas B.: He sold his father’s company, that his father started up in 1951, and
he sold it two years ago.
Stephen W.: So, he inherited the money.
Nicolas B.: Yeah.
Stephen W.: So, he is just pissing it all away, that’s perfect.
Nicolas B: (laughing) Uhm…
Stephen W.: We are gonna end up with his father’s empire.
Nicolas B. We’ll have our own empire.
The court surmised from the content of this conversation that the accused and accomplice Stephen
W. intended to relieve the client from his father’s inheritance by letting his company invest as much
as possible in Witter Walwyn, Overseas, Ltd shares.
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11.9.2.4

Indictment of money laundering

The Dutch Court also sentenced the accused with respect to habitual money laundering. In the period
from September 1, 2006, to November 5, 2007, the defendant worked for WWO and received a
commission of 7% to 25% of net sales during his employment. The commission was paid via a Dutch
bank account as well as in cash. Because the Court ruled for the judicial finding of fraud and since the
suspect received commission from the sales, these proceeds were derived from criminal activities.
Because the defendant was aware that his earnings were the result of a fraud in which he had been an
accomplice, the Court ruled that intentional money laundering had been proven.
On appeal 538 the accused was sentenced on the basis of money laundering, conspiracy to commit
fraud, multiple offenses, and conspiracy to commit forgery. The court held the accused accountable
for defrauding investors in a deceitful and calculated manner, purely driven by financial gain, causing
them significant damage. Because of his actions, the accused damaged the trust that individuals
should have in reputable institutions from which they purchase stock. Furthermore, he caused damage
to the societal trust in the financial trade. Because the verdict was significantly delayed, (9 years)
Nicolaas B. was sentenced to 18 months’ imprisonment because his right to a fair and speedy trial had
been exceeded. This completes the discussion of this criminal case in the Netherlands. On the website
of Economic Frauds, the two persons who were arrested in Amsterdam and who were managers, were
in reality small figures in the boiler room organization. According to Economic Frauds ‘they were just
puppets under the control of the real perpetrators.’539
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ECLI:NL:GHAMS:2016:5173 Amsterdam Court of Law, date of verdict 21-10-2016, date of publication 25-01-2017, (2017).
https://economicfrauds.net/boiler-room, (2016).
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11.9.3

Erwin Lloyd AG case

In May 2011, a boiler room by the name of Erwin Lloyd AG appeared to be operating from Germany.
This boiler room approached Dutch investors over the course of half a year. The boiler room was
supposed to be located in Frankfurt and presented itself as a reputable broker. (They leaned on the
reputation of the well-known Delta Lloyd, for instance). Share purchased transactions went through
an account of the Bank Mandiri in Jakarta, Indonesia. Due to complaints from investors, the Dutch AFM
placed Erwin Lloyd AG on their boiler room warning list in May 2011.540
Around the middle of May 2011, the website appeared to be down. Phone calls and e-mail messages
no longer received a response. According to the AFM, there was a substantial number of victims and
the lost and deposited funds vary from € 6.000 to € 700.000,-. Further investigation by private company
G&M suggested that Erwin Lloyd AG was only one of several sales call centers that were part of a much
larger and mafia-style criminal enterprise that operated from Balkan locations. Another branch of this
conglomerate was Franz Watermann AG.

11.9.4

Franz Watermann AG case

In July 2011, the brokerage firm of Franz Watermann AG became active and gained visibility through
press releases and news websites. In several of these sites, it made itself known as a German financial
firm with offices in Brussels and Frankfurt that recently launched a brand-new website. The new
website, http://www.franzwatermann.com, (no longer in existence), “provides its clients with a
portfolio tracking platform, giving them access to all their investment information and market news.”
According to the company in 2011, Franz Watermann AG was a leading financial market research firm
with great experience in the global financial and economic markets. People interested were
encouraged to visit the company website for more information.541
In January 2012, the Dutch AFM issued a warning on its website regarding the alleged boiler room of
‘Franz Watermann AG’. According to information supplied by AFM, this enterprise was located in
Frankfurt am Main and in Brussels. 542 Several weeks later, the Belgian FSMA issued also a public
warning against the activities of this enterprise which claimed to offer investment services. According
to the FSMA, Franz Watermann AG was not an approved investment firm in Belgium. Therefore, it was
not authorized to provide investment services in or from Belgium. Franz Watermann AG stated that its
address was ‘Avenue Marnix 26, 1000 Brussels’. The FSMA advised against responding to any offer of
financial services made by them as well as transferring money to any of their bank accounts.543
Research showed that Franz Watermann AG was part of a larger mafia type boiler room organization
to which Titan Invest AG belonged.
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http://www.afm.nl/nl/consumenten/risico/waarschuwingenlijst-boiler-rooms/d-f/erwin-lloyd-ag.aspx, (2014).
http://www.24-7pressrelease.com/press-release/franz-watermann-ag-launches-new-website-with-portfolio-manager221548.php (2014). And http://www.persbericht.nu/franz-watermann-ag-goudkoorts/, (2014).
http://www.afm.nl/nl/consumenten/risico/waarschuwingen/waarschuwingenlijst-boiler-rooms, (2014).
http://www.fsma.be/nl/Consumers/press/archwarnfsma/Article/press/warnfsma/2012/2012-02- 07_watermann
aspx , (2014).
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11.9.5

Titan Investment AG case

In February 2013, the Dutch television program 'Tros opgelicht' 544 focused attention on a Swiss
broker operating under the name Titan Invest AG who was selling shares of companies with the
name Eccor Solar, Northern Scientific 545 and Guanta Gold. In the broadcast, it became obvious that
the boiler room organization behind these call centers was located in Bosnia (adjacent to Austria)
and that connections with the boiler room Franz Watermann AG also existed. The broadcast further
exposed the fact that Titan Invest AG was only a small part of a much larger international operating
boiler room syndicate known as ‘Dunmor Group’. Bosnian Police raided this boiler room organization
in July 2012 and arrested 22 persons, among them call center employees.546
Thanks to a Belgian victim who, because of the mediation by Griffin & Miller, was willing to set up an
appointment with one of the salespeople in Belgium for the ‘Tros Opgelicht’ television broadcast, this
program - dealing with swindles and people involved with hustles - was able to identify this person as
Rabih F. In 2009, Rabih F. had managed to sell worthless shares of the start-up company Icon Fashion
Holding AG to this victim Hubert (..) while using the fake name of Robert den Hartog. During the
broadcast, another dubious stockbroker by the name of Alexander (‘Lex’) V. was identified.547 Both are
Dutch.
A fact finding back ground article about the ‘Tros Opgelicht’ instalment featuring the Belgian victim
Hubert and the stockbroker Alexander V. appeared in the Dutch financial newspaper Nederlandse
Financieele Dagblad (FD) in January of 2013.548 Hubert stated that in 2009 he had purchased three
tranches of worthless Icon Fashion Holding AG shares for € 1,250,000 from ‘thoroughbred’ salesman
Rabih F., who acted on behalf of Alexander V.549 The duped Belgian informed the journalists that he
had reported this to the Dutch FIOD. The same FD article told about the duped businessman Hubert
who, in 2010, agreed to a settlement. In order to compensate Hubert for his Icon Fashion investment
disaster, stockbroker V. sold him 30,000 shares of the German firm of Teleson at € 26 a share. This
transaction had also angered the betrayed businessman when he found out that through third parties
the exact same shares were sold by Alexander V. to others for a mere € 8,--. Moreover, victim Hubert
came into possession of documents showing that Alexander V. had charged a 50% fee to Icon Fashion
Holding Group AG over the sales price of the shares to Hubert V. This meant that Icon Fashion Holding
AG’s capital gain, after deducting these service fees, was just 50% of the initial investment. On June
20, 2013, a boiler room located in Eindhoven (NL) doing business as broker Quest Capital Partners, was
rounded up and dismantled by the FIOD.550
The five working boiler room employees were caught during this raid and were arrested. These
defendants were from Eindhoven, Amsterdam, Helmond and the Belgian town of Brasschaat. It was
544
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http://www.opgelicht.nl/uitzending/2013/739/, (2013). See also http://opgelicht.avrotros.nl/dossiers/detail/5743, (2016).
See also par. 11.3.1.
https://reportingproject.net/occrp/index.php/en/ccwatch/cc-watch-briefs/1594-bosnia-transnational-stock-fraud-groupdismantled (2013). See also par. 11.3.1. The Dunmorr Group AG case.
For background information of several people involved with this Boiler Room, please refer to www.stockfraud.nl, a private
website set up by the Belgian fraud victim Hubert V, (2014). The website was in 2016 no longer in the air.
A back ground article about the suspects involved with these Boiler Rooms can be found in the Dutch language paper: ‘Het
Financieele Dagblad’. Vasco van der Boon en Joris Kerkhof: ‘Oude bekenden duiken weer op in
nieuwe Nederlandse boilerroomaffaire’. Het Financieele Dagblad, 14 februari 2013.
According to http://www.bloomberg.com/quote/I40:GR. The ticker ‘Icon Fashion Holding AG’ is delisted.
OM: ‘FIOD rolt boilerroom op’ 21 juni 2013,.www.om.nl/algemene_onderdelen/uitgebreid_zoeken/@161090/fiod-roltBoilerroom-op, (2014).
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suspected that these five, making phone calls from an office building in Eindhoven, persuaded people
to invest in ‘emission control rights’. This boiler room can be linked to Titan Invest AG as well. During
this Dutch investigation, 13 private residences and two businesses were raided and searched. Real
estate, jewellery and approximately € 15,000 in cash were confiscated. In a private residence in
Eindhoven, 16 kilos of xtc tablets and 1.5 kilos of cocaine were also discovered.551 The discovery of the
large amount of drugs indicates that the criminals associated with the boiler room were associated
and connected to organized crime.
In November of 2013, an international follow-up action was conducted. The Dutch public prosecutor
announced on November 8, 2013, that the FIOD had arrested another 5 suspects in Haarlem,
Amsterdam and Eindhoven.552 Arrests were taking place in Germany and Spain as well and the public
prosecutor requested their extradition. The arrested suspects were a 39-year-old man from
Eindhoven, a 32-year-old from Haarlem, a 47-year-old from Amsterdam, one from Germany who was
44 years of age and one from Aerdenhout who was 57 years old. This last suspect was caught in Spain.
The five were accused of involvement with a large number of boiler rooms that had been trading
worthless shares since 2004.
According to the justice department, the suspects managed to raise no less than 10 million Euros from
unsuspecting investors. It is presumed that the suspects traded under the names of the companies IS
Intersecurities, Pacific Continental, Icon Fashion, Teleson and Hastings.
Additionally, they also carried on business on behalf of ‘Titan’, with locations in Bosnia and Serbia,
‘Wesa Effecten’ and ‘Quest Capital Partners’ in Eindhoven. As mentioned above, this boiler room was
shut down on June 20, 2013 and the Dutch criminal investigation was still ongoing at the time of this
writing.
The previously mentioned broker firm Pacific Continental, operating in the U.K. was already forced to
shut its doors in June 2007 after the U.K. Financial Services Authority (FSA) banned it from taking on
any new business. On 28 January 2009, Pacific Continental, directors Steven Griggs and Charles Weston
were banned from working in the industry and fined £ 80,000 and £ 95,000 respectively by the FSA.
553
,

11.9.6

‘Altanus Limited’ referred to as ‘Swiss money report’

In recent years, investors have been approached en masse by fax and in the middle of the night with,
at first sight, spectacular offers coming from Altanus Limited, claiming to be headquartered in the
Netherlands, in a place called Almelo, near the Dutch-German border. This company operated two
websites: swissmoneyreport.net and smr.news.com. The IP-addresses of both websites were
registered to a server located in Great Britain. The company sent faxes titled Swiss Money Report
(“SMR”) to companies and individuals in, for instance, the Netherlands, Belgium and France. These
documents contained highly optimistic information about the financial situation of foreign listed
companies (with low market capitalisation) and announced potentially elevated returns on
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Bert van Doorn: ‘Eindhovenaar (39) opgepakt in onderzoek 'boilerroomfraude'’. 8 November 2013.
http://www.omroepbrabant.nl/ ?news/202080482/Eindhovenaar+(39)+opgepakt+in+onderzoek+boilerroomfraude.aspx.,
(2014).
OM: ‘Vijf verdachten boilerroomfraude aangehouden,’ 8 november 2013, (2014).
Tony Hetherington: ‘Pacific Continental: The scandal to date’, 17 November 2009.
http://www.thisismoney.co.U.K./money/investing/article-1648204/Pacific-Continental-The-scandal-to-date. html, (2017).
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investment, with forecasts of share price gains of more than 50% in the short term and over 200% in
the medium term.
In November 2010, the Belgium FSMA warned about SMR on its website because the company did not
have the authorization required to offer investment services in or from Belgium.554 In March 2011, the
French AMF did the same, and in May 2011 the Financial Supervisory Authority of Norway also warned
against Altanus Limited (SMR).555 The French AMF for example warned and wished to remind investors
that such potentially high gains also involved potentially heavy losses, as well as the possibility of
significant price volatility. The French AMF also stressed that the Swiss Money Report document
mentions a conflict of interest, since Swiss Money Report owned shares in the companies whose
prospects it was touting. It reserved the right to buy or sell stocks at any time. Consequently, the AMF
recommended investors to exercise the utmost caution.556
It seemed peculiar that while the company Altanus Limited was located in the Netherlands at that time,
the Dutch AFM was not taking any legal action against this company, nor was there warning on their
website about the dubious trading tactics. But it must be said, a warning from foreign financial
authorities regarding Altanus Limited was published on the AFM-boiler room foreign warning list.557
Nevertheless, during the period from February 2010 up to July 2011, 1816 complaints were received
from Dutch citizens about Swiss Money Report on the Dutch website www.spamklacht.nl supervised
by the Dutch Post and Communication Authority (OPTA).558 Investigations from OPTA showed that the
fax-sending-company was located in Germany and the owner was a Dutchman. At the end of January
2012, it was announced that the board of OPTA had issued a Cease and Desist order to force disclosure
about the origins of the company who had been faxing this information. OPTA demanded to expose
the information about Swiss Money Report‘ with a penalty of 15.000 euro a day with a maximum of
150.000 euro.559 On January 23, 2012, the Dutch Board of Appeal (Cbb) denied a request from the
owner to suspend the penalty.560 As a result, he was obligated to supply the requested information.
Recent information is not known to the author.

11.9.7

Confiscation in Dutch Boiler Room fraud cases

The intent of the Dutch confiscation legislation is to seize any illegally obtained profits and this
legislation has recently been expanded. Illegally obtained profits are easily recognisable in securities
fraud cases and in boiler room fraud cases. The total amount of profits gathered illegally and in nonconformance with existing regulations should be classified as illegally obtained profits. 561 In The
Netherlands, it is prohibited to offer investment services without an AFM issued specific permit, (art.
2:96 lid 1 Wft). All funds from investors transferred into the account of a broker lacking a permit or a
license to provide investment services, could, from its inception, be earmarked as illicit gains. As such,
these funds could either be subject to confiscation from the very beginning (Art. 36e Dutch Criminal
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www.cbfa.be/nl/press//html./2010-11-30_altanus.asp, (2013).
www.finanstilsynet.no/no/Markedsadvarsler/Altanus-Limited-Swiss-Money-Report-/, (2013).
www.afm-france.org/documents/general/9889_1pdf. AFM issues a warning about Altanus Limited, (2012).
http://www.afm.nl/nl/consumenten/risico/waarschuwingen/waarschuwingenlijst-buitenland/a.aspx#{B3AE13D4-3864-4F21A134-49A89C6A421A}, (2013).
OPTA was he Dutch Independent Post and Communication Authority. In 2013 there was a change in name. It is now called
‘Autoriteit Consument & Markt’, (ACM), (2013).
www.opta.nl/nl/actueel/alle-publicaties/publicatie/?id=3542, (2013).
www.opta.nl/actueel/alle-publicaties/publicatie/?id=3543, (2013).
See in this connection the Urker fishers judgement, High Court 8 July 1992, NJ 1993, 12 and LJN AC0473.
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Code), or be used for damage restitution (art. 36f Dutch Criminal Code). As far as the authors knows,
there have not been any verdicts in the Netherlands in which any such actions were taken purely on
the basis of violation of article 2:96 Wft. Similar judgements have, however, been imposed by judges
in investment fraud matters, but only when the charge was swindle, embezzlement or money
laundering.
The acquiring of borrowed money is prohibited in art. 3:5 Wft. So, essentially all funds accepted
contrary to art. 3:5 Wft should be regarded as illicit gains. The court of Zutphen562 shared this opinion
in the confiscation case United Green NV, when they were confronted with a large confiscation report.
In their verdict, the court considered that there would also be another way to estimate illegally
obtained profits; these monies might also be estimated by (partly) imputing the total publicly drawn
profits as illegally obtained profits to the condemned person. The alternative calculation presented by
the court could, considering its simplicity, be used in numerous short-stroke-fraud cases in which the
accusations are Wft-offenses. After all, the money trail from a bank to a securities-company/broker is
relatively easy to follow.
Apart from the relative simplicity of the calculation, there is another advantage to imposing one
confiscation order in a fraud case against tens, or even hundreds of victims. For the Dutch court does
not have to make a decision for each injured party, but - as said - one verdict would be sufficient for
one (think about joint and several liabilities) or several confiscation actions.
For fraud victims this could be a good solution as well because it is sufficient for them to unite in a, for
example, ‘foundation victims securities-fraud firm [named X]'. Through such a foundation, they could
stay in touch with the case prosecutor. In the event money is collected due to a confiscation settlement
or a confiscation measure, it is sufficient that the foundation, representing all associated victims, starts
the procedure as meant in art. 577b par. 2 of the Dutch Criminal Code.563 The legislature created this
opportunity wittingly. In this context, the government should say that 'the state steps aside in the
interest of the victims'. A well-documented request from the foundation, supported by a claim from
the public prosecutor, should be sufficient.
Although Dutch politicians have been calling for many years that crime should not pay, it is only in the
recent years that government policy has been directed increasingly on the (international) seizure of
illegally gained equity. At the same time more attention has been focused on the interests of the
victims within the trial. Victim compensation measures applied by the courts in fraud cases in the
Netherlands show a rising trend. Up until 2014, the Dutch Criminal Legislation has been lacking when
it came to imposing provisional seizure on the assets of suspects, or criminal organizations, in order to
safeguard the (future) damage reward claims for the victims.564
For this reason, a law proposal was filed on 7 June 2012 which makes it possible to impose a provisional
seizure on the assets of the suspect of a crime for which a fine of the 4th category can be charged. The
seizure is done to safeguard the right of redress for such a crime in which a compensation measure
can be placed on the basis of article 36f of the Criminal code. Recommended article 36f of the Criminal
Code stresses the point that execution of the compensation measure on behalf of the victim overruled
the State’s right to the confiscated money.565 This article became law on 1 January 2014.
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Court Zutphen July 14, 2009, LJN BJ2466.
See Roest book, (2009), page 466 up until 468.
Tweede Kamer, vergaderjaar 2011-2012, 33295, No. 3, blz. 1 en 2.
Tweede Kamer, vergaderjaar 2011-2012, 33295, blz. 2 t/m 4. Artikel 94a lid 2 Wetboek van Strafvordering.
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The initiation of investigations tracing foreign equity and the seizure of bank accounts of malicious
brokers and settlement agents could nonetheless be rewarding for the government treasury; it is a
well-known fact that only between 5 to 20% of private investors turned to the AFM and/or police to
file a report. There are a number of reasons why fraud victims do not turn to government authorities.
One of those reasons might be fear of the Internal Revenue Agency, for reasons of investing with
criminal or ‘black’ money.

11.10

Investigations in the Philippines

11.10.1

The mastermind Amador A. Pastrana case

The Philippine Amador Apungan Pastrana was a top boiler room fraudster according to the Philippine
SEC. In 2001 he was operating at least 21 boiler rooms.566 In 2002, Pastrana was suspected of running
at least 150 Boiler Rooms in 9 countries and he was on the watch list of the SEC’s in the Philippines,
Hong Kong, Singapore, Australia, New Zealand, South Africa, Canada and some European countries.
Pastrana maintained posh homes in Manila and Los Angeles. The FBI had also started to investigate his
activities. Police in Austria wanted to talk to him. Media reports said three men, including Pastrana,
were members of a consortium that bought a small Viennese bank and then turned it into an essential
part of a boiler room syndicate.567 Pastrana’s alleged victims in 2002 included 4,000 people who lost
$35 million, which they had invested in one of his fraud shell companies. Thousands of retirees in
Australia and New Zealand, and nearly 700 South Africans lost a total of $28 million, $5 million of which
belonged to the businessman Lino Leoni, one of the owners of the renowned De Beers Diamond
Company. Pastrana was presumably convicted in Hong Kong but the author is not in possession of a
written source to confirm this presumption.

11.11

Investigations in Spain

11.11.1

Introduction

A lot of call centers, especially targeting British victims, were and are located in Spain among ex-pat
communities where boiler room recruiters can recruit young British call center employees among expat communities and vacationing backpackers. These teams of young men are hired to ‘cold-call’
potential investors in the U.K offering them worthless, overpriced or even non-existent shares.
Over the past years Spain has become very cooperative in criminal cases with foreign authorities. As
a result of an operation carried out under the name of ‘Dark Cross’ in 2012, 23 people were arrested.
Because of the enormous financial benefits from boiler room fraud and the proven fact that the fraud
of ‘chiringuitos financieros’ was continuously increasing, the Spanish Attorney General Office signed in
December 2012 the establishing of a Joint Investigation Team involving the rounding up of boiler rooms
on Spanish soil. In May 2011, for example, 17 people had been arrested by an investigation team (JIT)
between British and Spanish authorities. The JIT-document was also signed by the USA, Serbia and
Rumania, it received support from Eurojust.568
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Sheila Samonte-Pesayco: ‘Laws, raids fail to thwart Boiler Room activities’, Philippine Center for Investigative Journalism, update
April 17, 2002. http://philstar.com/headlines/157568/laws-raids-fail-boiler-room-activities, (2013).
Philippine Tribune; Dino Cresini: ‘Young Filipino is king of Boiler Room scam.’
http://philippinesentinel.org/?p-105, September 1e 2008, (2013).
http://www.policia.es/prensa/20140301_1.html, (2014).
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11.11.2

March 2013 raid on Boiler Room near Benidorm

In March of 2013, they raided a boiler room in the neighbourhood of Benidorm in the south of Spain.
According to the police, this boiler room defrauded investors from Germany, Austria, Slovenia and
The Netherlands and had been active since 2007. The investigation was initiated at the request of
duped Austrians. During this action, 8 suspects were detained in Spain. Further arrests were made in
Austria, Germany and Slovenia. Police did not rule out that the size of the financial damage caused by
the boiler room could amount to 10 million euros.569

11.11.3

February 2014 Operation ‘Rico’ on Spanish soil

In February 2014, the City of London Police announced that they worked closely together with the
Spanish Police Nacional in closing boiler rooms on Spanish soil.570 One of these operations was called
operation ‘Rico’. During the raid in February in Spain 15 boiler rooms were dismantled and a lot of
computer equipment, jewellery, watches, cash, credit cards and luxury vehicles were seized. In
Spain 78 people were arrested by the police in Barcelona, Mȧlaga and Madrid.571 Another 20 were
taken into custody in the U.K., 8 in Serbia and 2 in the U.S.A.. Also a large amount of documents
related to the fraud were seized, such as scripts with instructions to be followed by the call center
operators when talking to victims, lists of potential victims, bank documents related to accounts and
legal entities established in ‘tax havens’. After two days of questioning, the Spanish High Court judge
Javier Gomez Bermudez ordered that 11 of the 66 arrested were to be held in prison. The judge
decided the 11 will remain in custody on suspicion of mass fraud and continued money-laundering,
among other offences.572
The offences under the Spanish Criminal code (Código Penal español) were:
- Swindling (Art. 74 and 248 CP );
- Documentary Forgery (Art. 74 and 392 of the CP);
- Money Laundering (art. 310 ff. of the CP);
- Criminal Organization (art. 570 bis ff. of the CP).
In a written summary of the findings of the ‘Rico’ investigation by the Spanish National Police the
operation had shown the value of the joint approach carrying out coordinated police activities to
identify, arrest and convict individuals that create, operate and profit from these ‘chiringuitos
financieros’.573
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El Pais: ‘Desarticulada en Benidorm una red de chiringuitos financieros. La banda estafó al menos 300.000 euros a particulares
de varios países’, March 21, 2013.
http://ccaa.elpais.com/ccaa/2013/03/21/valencia/1363860636_436769.html, (2015).
http://www.cityoflondon.police.U.K./news-and-appeals/international-police-operation-targets-suspected-boiler- roommasterminds/Pages/default.aspx, (2014).
Policia Nacional; ‘78 detenidos en España en una macrooperación internacional contra las boiler-rooms responsables de estafas
millonarias Desarrollada en cinco país’,
http://www.policia.es/prensa/20140301_1.html. (2015). See also video made by the Spanish police:
http://www.policia.es/prensa/20140301_1.html, (2015).
Receba Carranco: ‘Operación en Barcelona, Madrid y Málaga contra ‘chiringuitos financieros’, El Pais, February
25, 2014. http://ccaa.elpais.com/ccaa/2014/02/25/catalunya/1393333193_949766.html, (2015).
Spanish News To Day: ‘Judge refuses bail for 11 “Boiler Room” fraud suspects arrested in Spain’. March4, 2014.
http://spanishnewstoday.com/judge-refuses-bail-for-11-%E2%80%9Cboiler-room%E2%80%9D-fraud- suspects-arrested-inspain_19550-a.html#.VKKnLsBE, (2014).
The findings were accepted through the mediation of a member of The International Mass-Marketing Fraud Working Group
(IMMFWG). The IMMFWG was established in September 2007and their goal was to share information and intelligence and to
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In October of 2014, Radio Madrid 574 and the Cinco Dias newspaper575 announced that the national
police had dismantled a boiler room. At the time ‘chiringuito financiero’ was taken down, it was already
known that the organization behind the boiler room had caused one thousand victims. The damage
was estimated to be 8 million euros. 17 were arrested during this operation, amongst them four local
leaders of the network responsible for establishing contacts with investors and closing financial
transactions.
The raid took place in an office in the Madrid suburb of Pozuelo de Alarcón, although the investigation
showed that the boiler room relocated on a regular basis in order to avoid detection. Six computers
and a large amount of documents were confiscated as well. The investigation was started on the
grounds of a complaint from a couple of Spanish citizens who were allegedly defrauded for 50,000 and
63,000 euros respectively. The fact that this boiler room approached investors in the very same country
where it was located was a strategic mistake. It allowed an investigation by the local authorities and
police to be triggered.

11.12

Investigations in Thailand

11.12.1

The Brinton Group case

In the summer of 2001, after two years of international investigations by security regulators in
Australia, Hong Kong and New Zealand, resulting from complaints from a large group of international
investors, the Thai and assisting international enforcement agencies raided a boiler room in Bangkok
(Thailand), after tracking down the telephone lines by the suspects and locating their office.576 After
the raid the police found scripts for telephone conversations to use to persuade the victims. Moreover,
a list of victims and their telephone numbers were found, mostly New Zealanders and Australians.577
High pressured selling tactics were used by this boiler room and investors were asked to send money
offshore to banks in Hong Kong. Evidence had emerged that the Bangkok operation, under the names
of ‘Brinton Group’, ‘Benton Dupont Capital Management’, ‘Osiris Asia Pacific’, ‘Alliance Corporation’,
‘Sigama Capital Management’ and ‘Dreyfus Capital’, was part of a bigger scheme that defrauded
Australians of more than A$ 300 million. The group frequently changed their names and places of
business.578 More than 60 operational telephone lines were seized and telephone records showed that
frequent calls were made overseas. About 84 foreigners, all call center employees, were arrested. 78
foreigners were only charged with working without a permit and had to leave the country. Seven
executive staff members of the Brinton Group were taken into custody. The top executive in the
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coordinate operational matters (including enforcement and disruption activities). The Group also coordinate education and
prevention measures pertaining to international mass-marketing fraud schemes, such as telemarketing fraud, Internet fraud,
mass-mailing fraud and West African ("419") fraud.
Radio Madrid: ‘Desmantelan un 'chiringuito financiero' que ha estafado cerca de 8 millones de euros’, October 5, 2014.
http://cadenaser.com/emisora/2014/10/05/radio_madrid/1412464629_850215.html, (2015).
Cinco Dias: ‘Más de 1.000 personas afectadas. Desmantelado un chiringuito financiero en Madrid que estafó 8 millones’.
October 5, 2014. http://cincodias.com/cincodias/2014/10/05/mercados/1412521154_633145.html, (2014).
Part of the raid on this boiler room is filmed and can be watched in a trailer documentary called 'Beyond the Boiler Room'.
https://www.youtube.com/watch?v=X8GBjsyhRp4, (2014).
’20 foreigners arrested for running Boiler Room scam’, (MCOT online News) posted July, 1e, 2012 at:
http://www.couchsurfing.org/group_reed.html?gid=418&post=1246902, (2014).
See: Bangkok-based Brinton Group investment firm Boiler Room scam. www.crimes-of-persuasion.com/boilerrooms/
brinton_group.htm, (2013).
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operation was identified as Simon J., a Briton.
According to the prosecutors the seven presented themselves as executives of various brokerage firms.
The Thai SEC announced that the 7 suspects were engaged in illegally conducting securities business
without having a proper license. Such activity is an offense under their SEC Act, punishable by a
maximum jail term not exceeding 5 years and a fine not exceeding 500,000 baht. In December 2001, it
became known that the defence lawyer pleaded that his 7 clients, among them 3 Irishmen, were not
guilty.579 In July 2002, the Thai SEC announced that the prosecutors would drop key fraud charges
against the 7 staff members Brinton Group employees due to insufficient evidence. In a statement, the
Thai SEC said that it had "used its every effort" to gather evidence to support the fraud charges but
that it could not control how they would be used by the public prosecutor. They also said that the
charge of unlicensed dealing was continuing in court with the support of witnesses.580 For more recent
publications and further developments, see section. 11.1.1 Australia of this study.

11.12.2

Boiler room fraudsters on the run

In July 2012, the Bangkok police (Thailand) arrested 15 foreigners, among them six Britons, two
Americans, a South African and a German, who ran a boiler room scam and duped European victims
into investing eight million euros ($9.9 million) in fake funds. The police seized 16 computers,
printers, a copy-machine and other equipment to connect to the internet and documents with
victims’ information. The arrested call-center workers had told the victims they were brokers for
high-return funds and had lured them into transferring cash into a Swiss bank account. According to
a statement from the Thai immigration police the boiler room organization sourced their victims
from research companies and told investors they could make 65% percent profit in a short time by
investing in gold and cash funds.581
In an FBI press release dated 20 August 2013,582 the FBI announced that Thai officials working with
Federal Bureau of Investigation (FBI) and U.S. Embassy personnel in Bangkok arrested alleged penny
stock fraud mastermind Sandy Winick and fraudster Gregory Curry to face extradition proceedings to
the U.S.. These arrests marked a successful chapter in an effort to address fraud in the over the counter
securities markets. Gregory Curry aided Winick in the securities fraud and advance fee schemes. In the
press release, the FBI and the United States Attorney thanked the Royal Thai Police for their assistance
in this matter.
In October 2013, reliable sources reported that Bangkok’s boiler room top fraudsters were in the final
stages of a hasty evacuation from the Thai capital and were relocating to Kuala Lumpur and Jakarta
because of an international operation against the illegal share trading houses. A former boiler room
employee who worked for several different boiler room organizations, was found willing to cooperate
with police and provided an abundance of information.583

579
580
581
582
583

Irish Examiner: 'Irishmen accused of running Thai share scam', 12/ 21/2001, (2013).
Richard Salmons: 'Cold-call seven escape Tai fraud charges', July 4, 2002.
'European conmen arrested in $ 10 million Thai scam’.
http://www.thaivisa.com/forumm/topic/567966-european-conmen-arrested-in-us10-million-thai-scam, (2014).
FBI Press release: ‘Sandy Winick and Gregory Curry Arrested in Thailand in Connection with One of the Largest International
Penny Stock Frauds and Advance Fee Schemes in History.’ August 20, 2013. More reading about Sandy Winick in par. 11.14.3.
‘Bangkok’s Boiler Room boys – a mayor exodus –‘, http://andrew-drummond.com, October 19, 2013.
http://andrew-drummond.com/2013/10/bangkoks)boiler)room-boys-mayor-exodus.html , (2014).

199

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

The New Zealand Financial Market Authority (FMA) was established on 1 May 2011. It inherited 26
cases from the Securities Commission and the National Enforcement Unit of the (former) Ministry of
Economic Development. Since then, the FMA has taken action with respect to a broad range of
matters.584 One of these legal actions was designed to maintain asset preservation orders obtained
under sections 60G and 60H of the Securities Act. Another legal action consists of issuing warnings
regarding unsolicited offers to purchase shares.
In addition to its ability to take direct action under the legislation which it enforces, FMA also has the
ability, through section 34 of the FMA Act, to initiate or take over civil actions against financial market
participants. However, such action must result from an inquiry or investigation carried out by the FMA
and only where the FMA considers that it is in the public interest to do so. The threshold set for taking
a case is high. The FMA can only take a case under section 34 if it is satisfied that it is in the public
interest to do so, and only after having considered all relevant matters set out in the FMA Act.585
The N.Z. Courts have held directors responsible for the public marketing of prospectuses offering debt
securities to members of the public that are materially misleading and contain untrue statements.586
Some directors have been found guilty of dishonesty, recklessness or gross negligence.

11.13.2

The Bridgecorp Ltd. Case

The Bridgecorp Ltd case was one of the biggest investment fraud cases in the last few years in New
Zealand. It was a kind of a Ponzi scheme. The company was originally listed on the New Zealand stock
exchange as Bridgevale Mining and changed its name in 1987 into Bridgecorp Holdings. It was delisted
and sold to Rod Petricevic in 1992.587 In 2004, Bridgecorp Holdings began trading at Unlisted, a New
Zealand-based trading facility. In 2006 the group began reporting the results of the Bridgecorp Limited
subsidiary to Unlisted, when it was actually the parent company, Bridgecorp Holdings, whose shares
were being traded. In the following three years, the company attracted more than 18,000 investors
from both Australia and New Zealand with promised return rates between 9 and 11 percent a year. In
August 2006 Bridgecorp Finance was banned from raising money from existing investors by the
Australian SEC. The Commission had issued warnings of ‘solvency issues’ concerning the group as early
as December 2005. Bridgecorp collapsed in 2007 with most of the Bridgeport companies being placed
in receivership afterwards. In 2007 the company owed 14,500 investors A$ 467 million. Graham Miller
of the Covenant Trustee Company was appointed as trustee for the group following its collapse.
On 5 April 2012, Rod Petricevic, Rob Roest and Peter Steigrad were found guilty of making untrue
statements in their investment prospectuses. The former directors Urwin and Davidson also involved
in the fraud had earlier pleaded guilty to all charges.588 According to the FMA the Bridgecorp decision
and certain finance company directors' convictions obtained by the SFO, illustrates that under New
Zealand law, particularly egregious (FR: conspicuously and outrageously bad or reprehensible) conduct

584
585
586
587
588

FMA: 'Inquiries, Investigations and Enforcement Report. Key issues and themes arising from inquiries, investigations, and
enforcement activities'. Page 4, 6 and 7. August 2012.
FMA: 'Inquiries, Investigations and Enforcement Report. Key issues and themes arising from inquiries, investigations, and
enforcement activities'. Page 12 and 13, August 2012.
See for an example: R. V Moses and Ors 5RI 2009-04-1388) 'Nathans', R v Graham and Ors [2012] NZHC. 'Lombard', R v
Petricevic and Ors [2012] NZHC 665 'Bridgecorp', (2013).
For more background info look at Wikipedia. http://en.wikipedia.org/wiki/Bridgecorp_Holdings, (2015).
‘All three Bridgecorp directors found guilty’,
http://www.stuff.co.nz/business/money/6698948/All-three-Bridgecorp-directors-found-guilty, (2015).

200

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

will attract liability under both the Securities Act and the Crimes Act.589
There is a civil legal procedure ongoing against the former directors Davidson, Steigrad and Urwin. At
stake is more than $340 million ‘for alleged breach of duties’ which they are trying to recover on behalf
of investors. In October 2013, the Supreme Court decided in an important interlocutory judgment that
unless the former directors were sentenced to repay damages to the investors, the ‘directors and
officers insurance policy’ would cover the full 100% for the victims, with a $20 million limit, even though
the insurance covered only the defence costs.590

11.14

Investigations in the United States of America

11.14.1

Stock manipulation by using extortion at several brokerage firms

In a press release of the U.S. Department of Justice, dated April 17, 2007, R.R. Mauskopf, U.S.
Attorney for the Eastern District of New York, announced the guilty pleas of seven members and
associates of the Colombo and Luchese organized crime families, to racketeering and extortion in
connection with boiler room stock fraud schemes.591
As stated in the press release, the guilty pleas were the culmination of a four-year investigation and
prosecution of the Colombo family’s infiltration of brokerage firms that specialized in selling penny
stocks, or stocks of a corporation that traded for under $ 5. The defendants used extortion to make
money from several brokerage firms and admitted using extortionate tactics to control brokers, cold
callers, and others affiliated with branch offices of brokerage firms formerly located in Brooklyn,
Manhattan, and Staten Island.

11.14.2

The Nicolas Louis Geranio case

The U.S. SEC announced that it had filed an action in May 2012 against SEC recidivist Nicholas Louis
Geranio, Keith Michael Field, The Good One, Inc. and Kaleidoscope Real Estate, Inc. for their roles in a
$35-million scheme which manipulated the market and to profit from the issuance and sale of certain
U.S. companies stock through offshore boiler rooms. The scheme ran approximately from April 2007
to October 2009.592
Geranio masterminded the scheme in which he founded 8 small companies, installed management
and recruited overseas boiler rooms to raise money for the companies. Keith Michael Field from
California, who served as a director or investor relations representative for each company, was also
charged by the SEC.
The following names of the issuers of the stock were used: Blu Vu Deep Oil & Gas Exploration Inc. (the
shares were quoted on the OTC Link under the symbol “DTRO”); Green Energy Live Inc.; Microresearch
Corp. (OTC-symbol “MCEA.OB”); Mundus Group Inc. Power Nanothech. Inc.; Spectrum Acquisition
Holding Inc., United States Oil & Gas Corp.; and ‘Wyncres Group Inc.’ (OTC-symbol “WNCG.OB”).
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FMA: 'Inquiries, Investigations and Enforcement Report. Key issues and themes arising from inquiries, investigations, and
enforcement activities'. Page 8. August 2012, (2013).
Hamish Fletcher: 'Good news' for Bridgecorp victims’, NZ Herald, Dec 24, 2013.
http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11177192, (2015).
http://w.w.w.justice.gov/usao/nye/pr/2007/2007Apr17.html, (2014).
http://www.sec.gov/news/press/2012/2012-93.htm. ‘SEC charges Y.S. perpetrators in $ 35 million international Boiler Room
scheme’, (2013) and http://www.goodetrades.com/2012/05/return-of-the-boiler-room-sec-sues-nicholas-louis-geranio/, (2015).
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Prior to the creation of Green Energy Live Inc., Geranio travelled to Spain to talk to investors. He also
recruited and negotiated the terms of the agreements with at least two call center, acting as boiler
room teams, in Spain and with the persons who served as liaisons between three other boiler room
teams.
Investors from outside the USA, mostly British investors, got often a discount to the (artificially high)
market price and were lured into buying U.S.-stock from these 8 different companies which Geranio
controlled. In at least 5 of these, Geranio was able to manipulate the trades by creating the false
impression of active trading and market value of these stocks. Geranio instructed management and
traders to engage in a total of at least five matched orders.593 In addition, Geranio made at least four
additional manipulative trades through The Good One Inc.
The alleged operation of the boiler rooms is particularly interesting: according to the SEC, the boiler
rooms were in Spain, and the shares that were sold were Regulation S shares (exempt from registration
because they were sold to people outside the USA). However, the boiler room salesmen failed to
inform the investors up front that their shares were restricted shares and therefore subject to a oneyear holding period pursuant to Regulation S.
The investors were directed by the boiler room brokers to pay for their Regulation S stock by sending
money to U.S. based escrow agents. As arranged by Geranio, the escrow agents paid 60% to 75% of
the approximately $ 35 million raised from investors by the boiler rooms as their sales mark-ups to the
companies Geranio had created and kept 2.5% as their own fee. The companies (or in some cases the
escrow agents) then paid approximately $ 2.1 million of the proceeds back to Geranio through the
Good One Inc., and Kaleidoscope. Both were financial consulting companies, in the form of consulting
fees, and paid approximately $ 297.000.594.

11.14.3

The Sandy Winick case

Sandy Winick and Gregory Curry were arrested in Thailand in connection with one of the largest
international penny stock frauds and advance fee schemes in history.
In a 2013 FBI press release595 the FBI announced that Thai officials working with FBI and U.S. Embassy
personnel in Bangkok arrested mastermind Sandy Winick and Gregory Curry on a provisional arrest
warrant in Bangkok, Thailand, and that they will also face extradition proceedings to the Eastern
District of New York. According the press release, these arrests marked the latest successful chapter in
an effort to address fraud in the over the counter securities markets.
Previously, on August 13, 2013, the FBI arrested six men in New York, Arizona, New Jersey, Florida, and
California and the Royal Canadian Mounted Police (RCMP), in coordination with the FBI, arrested a
seventh man on a provisional arrest warrant in Ontario, Canada for engaging in this same international
fraud conspiracy, which spanned the globe from North America to Europe and Asia.

593
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“ Matched orders” are orders for the purchase or sale of a security that are entered with the knowledge that orders of
substantially the same size at essentially the same price have been or will be entered by the same or different persons for the
sale or purchase of the same security.
A full SEC-rapport can be read at the website http://www.scribd.com/doc/94600972/SEC-enforcement-action-against-NicholasLouis-Geranio- Kaleidoscope-Real-Estate-others, (2015).
FBI Press release: ‘Sandy Winick and Gregory Curry Arrested in Thailand in Connection with One of the
Largest International Penny Stock Frauds and Advance Fee Schemes in History.’ August 20, 2013.
https://www.fbi.gov/newyork/press-releases/2013/sandy-winick-and-gregory-curry-arrested-in-thailand-in-connection-withone-of-the-largest-international-penny-stock-frauds-and-advance-fee-schemes-in-history, (2015).
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Each arrest resulted from an indictment charging the nine defendants with 24 counts of securities
fraud, wire fraud, and impersonation of Internal Revenue Service (IRS) employees in connection with
the sale of securities as well as conspiracy. As set forth in court filings, Sandy Winick masterminded
securities fraud and advance fee schemes that victimized investors in approximately 35 nations and
generated more than $140 million through various brokerage and bank accounts under their control.
Gregory Curry aided Winick in the securities fraud and advance fee schemes. To uncover the
international aspects of the scheme and gather evidence, the FBI used wiretaps in the United States
and undercover agents in foreign countries. Defendant Sandy Winick was charged as the lead
defendant in two separate but interrelated schemes.
As stated in the indictment, the defendants:
first engaged in an international ‘pump and dump’ scheme during which they fraudulently ‘pumped
up’ the share price of worthless penny stocks and then ‘dumped’ billions of shares of those stocks by
unloading them on unsuspecting investors across the globe. 596
Second, the defendants operated boiler rooms in at least four countries that induced investors to
purchase penny stocks, including many of the same victims from the ‘pump and dump’ scheme, to pay
advance fees that the defendants promised would enable the victimized investors to sell their penny
stocks and recover losses that they incurred. In reality, the defendants simply stole the fees without
providing any services, fraudulently extracting millions of additional dollars from their victims. The two
separate but interrelated schemes are referred to as the ‘Penny Stock Scheme’ and the ‘Advance Fee
Scheme’.
In the FBI press release, the FBI Assistant Director in Charge Venizelos stated, “Sandy Winick and
Gregory Curry were wanted for their alleged roles in one of the largest international penny stock frauds
and advance fee schemes in history. Their arrests are a significant accomplishment for the FBI as we
continue our work in this ongoing investigation. We would like to thank our overseas partners,
especially the Royal Thai Police, for their ongoing assistance with this matter.”

11.14.3.1

The defendants

In the indictment, the specific role of the several defendants was described, they had used phony
names to lure the investors.597
The defendant Sandy Winick, a Canadian citizen, who used 7 fake names, and lived in China, Thailand,
Vietnam, Canada and the United States at various times, orchestrated the ‘penny stock scheme’ and
the ‘advance fee scheme’.
The defendant Gregory Curry was a Canadian citizen who lived in Thailand. He helped to manage the
call centers that were used to solicit potential advance fee scheme victims. He also helped to prepare
false letters, websites and email accounts which were used to deceive potential and actual victims of
the advance fee scheme.

596

Superseding indictment Case 1:13-cr-00452-WFK document 3 filed 08/07/13. Defendant Sandy Winick and others.
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The defendant Kolt Curry was a Canadian citizen, also known as Michael East, who lived in both
Thailand and Canada at various times. To further the advance fee scheme, he helped to manage call
centers which were used to solicit advance fee scheme victims. He also personally participated in
making fraudulent telephone calls to these victims and helped to prepare false letters, websites and
email accounts, which were used to deceive the investors a second time.
The defendant Gregory Ellis was a Canadian citizen who lived in Canada. Ellis, among other things,
acted as the president of several of the companies that issued the target stocks. (The ‘Target Stock
Companies’) and personally participated in fraudulent phone calls to investors and potential and actual
victims of the advance fee scheme.
The defendant Gary Kershner was a U.S. citizen who lived in Arizona and Kansas. To further the penny
stock scheme, Kershner, among other things, made false statements to regulators and investigators,
and also created false and fraudulent documents which were presented to transfer agents and clearing
firms to clandestinely trade in the targeted stocks.
The defendant Joseph Manfredonia was a U.S. citizen who lived in New Jersey. To further the penny
stock scheme, he, among other things, fraudulently used false press releases to promote the targeted
stocks and recruited others to manipulate the target stocks prices and trading volumes.
The defendant Cort Poyner was a U.S. citizen who lived in Florida. To further the penny stock scheme,
he, among other things, was accused of knowingly bribing brokers to purchase the targeted stocks on
behalf of their clients.
The defendant Songkram Roy Sahachaisere was a U.S. citizen who lived in California. He owned
Investsource, Inc., a public relation firm that did business with penny stock companies. To further the
penny stock scheme, he did, among other things, fraudulently promote the target stocks.
The defendant William Seals was a U.S. citizen who also lived in California. He, among other things,
bought and sold several of the targeted stocks and fraudulently manipulate their share prices and
market volume.

11.14.3.2

The Target Stock Companies

Blackout Media Corp. (“BKMP”) was a holding company with subsidiaries that purported to conduct
business in television, radio, internet and print media. BKMP was a publicly traded corporation whose
shares were traded on the over-the-counter exchange under the ticker symbol “BKMP”.
Resource Group International Inc. (“RSGR”) was a U.S. corporation headquartered in Thailand with
offices located in Arizona. At various times, RSGR claimed it was in the business of developing a
revolutionary fertilizer, generating wind power, generating solar power and enhancing oil recovery.
RSGR was a publicly traded corporation whose shares trade on the over-the-counter exchange under
the ticker symbol “RSGR”.
The other targeted stock companies were Liquid Gold International Cor., ticker symbol “FOYJ”. The
supposed business was in the field of secondary oil recovery.
Imusic Worldwide Inc. (“Imusic”) was a Washington state corporation. Imusic pretended to be an
internet-based business involved in the music industry. It was traded under the ticker symbol ”IMWL”.
WGI Holdings Inc. claimed to distribute petroleum products and to own oil and gas wells in Oklahoma.
The ticker symbol was “WGIH”.
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Talisman Holdings Inc. was a holding company with subsidiaries that claimed to produce an organic
fish-based fertilizer. It also claimed to own interests in gold mines in Guyana and Peru. The ticker
symbol was “TMHO”.
Nikron Technologies Inc. was a Minnesota corporation that purported to be in the process of trying
to acquire viable businesses. The ticker symbol was “TALC”.
RainEarth, Inc. was a Nevada corporation, with its principal office located in Beijng, China. RainEarth
purported to be in the mineral exploration business and in medical field as well sewage treatment.
The ticker symbol was “RNER”.
Sync2 Networks Corp. was a Nevada corporation that purported to be an international business
development and marketing firm. It was traded under the ticker symbol “SYNW”.
Mass Petroleum was a Nevada corporation, headquartered in Vancouver, Canada. It purported to
engage in oil exploration and drilling. It was traded under the ticker symbol “MASP”.
The Penny Stock Scheme
The penny stock scheme occurred between January 2008 and July 2013 and is described in detail in
the indictment.
The Advance Fee Scheme
The advance fee scheme occurred between January 2009 and July 2013 and is described in detail in
the indictment. New case-information is not known to the author.

11.14.4

The market manipulation scheme of Forcefield Energy Inc.

In April 2015 it became known that a securities class action lawsuit has been filed in the United
States District Court for the Southern District of New York on behalf of all persons or entities that
purchased the securities of ForceField Energy Inc. ("ForceField"or the "Company") (Nasdaq:FNRG)
during the period from September 16, 2013 through April 15, 2015 (the "Class Period"), alleging
violations of the Securities Exchange Act of 1934 against the Company and certain of its officers (the
"Complaint").598
ForceField purports to design, distribute, and license alternative energy products and technologies in
China and the United States. ForceField is a distributor of light emitting diode ("LED") and other
lighting products for a number of premier LED lighting manufacturers.
The Complaint alleges that the Company failed to disclose that members of its management team
have substantial connections to public companies that have been scrutinized for fraudulent or illegal
activity. When this information was revealed on April 15, 2015, the price of the Company' shares
declined by $2.97, to close at $4.74 per share on April 16, 2015. Ultimately, the Company' stock price
fell below $3.15 by April 20, 2015.
According to the Complaint, Defendants falsely stated and/or failed to disclose that:
(1) articles issued by independent authors touting the Company were in fact paid promoters hired by
the Company;
598

Lucie Campbell: ‘ForceField Energy Inc. Nasdaq:FNRG Securities Lawsuit’, April 21, 2015.
https://www.bigclassaction.com/lawsuit/forcefield-energy-inc-nasdaq-fnrg-securities.php, (2017).
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(2) ForceField' management reviewed these so-called independent articles before publication; and
(3) members of ForceField' management have disturbing histories with fraudulent companies.
On April 20, 2015, a Bloomberg article reported that Richard St-Julien ("t-Julien"), former chairman of
ForceField, "was arrested and had resigned as chairman."St-Julien "was charged with scheming to
boost the company' share price using secret payments"to conspirators through a Belize-based firm.
ForceField' stock was halted on April 20, 2015 and is currently down nearly 60% from its close on
April 14, 2015.
It became known that between January 2009 and April 2015, broker Gerald “Jerry” John Cocuzzo
was engaged in the scheme to defraud investors in ForceField Energy Inc. , by artificially controlling
the price and volume of traded shares of ForceField through, among other means:

•
•
•

using nominees to purchase and sell ForceField stock without disclosing this information to
investors and potential investors;
orchestrating the trading of ForceField stock to create the appearance of genuine trading volume
and interest in the stock; and
concealing payments to stock promoters and broker dealers who promoted and sold ForceField
stock to investors and potential investors while claiming to be independent of the company599.

In May 2016 the SEC’s complaint paralleled the U.S. Attorney's Office decision to file criminal charges
against 10 individuals, including Cocuzzo. 600 The other individuals implicated in the SEC's May
complaint include ForceField Energy then-chairman of the board Richard St. Julien, investor relations
professional Jared Mitchell, newsletter publisher Christopher F. Castaldo, and registered
representatives Richard Lyndon Brown, Cocuzzo, Naveed "Nick" Ahktar Khan, Maroof Miyana, and
Pranav V. Patel, along with unregistered brokers Herschel C. Knippa and Louis F. Petrossi.
According to the SEC's complaint from May 2016 against Cocuzzo and the other nine defendants, St.
Julien and/or ForceField Energy tried to conceal their illegal conduct by going through a company in
Belize to pay kickbacks to Mitchell, who in turn withdrew the payments and paid cash bribes to the
registered reps, including Cocuzzo. The SEC held that none of the registered representative defendants
disclosed this compensation arrangement to their customers.
The SEC’s complaint alleged that publisher Castaldo "lured his victims to invest in ForceField through
a nationwide cold calling campaign" as well as in the Wall Street Buy Sell Hold, Inc. (WSBSH) investment
newsletter (again, without accurately disclosing his compensation), while Knippa purportedly
appeared on Fox Business Network's "Varney & Co." and the Business News Network to tout ForceField
as a great investment, without disclosing that he was being paid to solicit investors for ForceField.
Cocuzzo, a resident from Florida and a broker registered with the SEC and the FINRA, pleaded guilty
in November 2016 to securities fraud in connection with the fraudulent market manipulation of
ForceField Energy Inc., a publicly-traded company listed on the NASDAQ under the ticker symbol
“FNOG.”. The fraudulent scheme caused a loss of approximately $131 million to the investing
public.601
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Department of Justice, Eastern New York: ‘Florida Registered Broker Pleads Guilty To Securities Fraud For Participating In A $131
Million Market Manipulation Scheme’. November 8, 2016.
https://www.justice.gov/usao-edny/pr/florida-registered-broker-pleads-guilty-securities-fraud-participating-131-million, (2017).
Press release May 3, 2016: ‘SEC and Law Enforcement Partners Crack Stock Promotion and Kickback
Schemes.’ https://www.sec.gov/news/pressrelease/2016-80.html, (2017).
Posted November 10; 2016 by The Law Offices of Jonathan W: Evans: ‘Gerald cocuzzo pleads guilty to securities fraud in $131
million market manipulation scheme of forcefield energy’.
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12.0

AFTERWORD

Dear reader, as author, I have tried to give you some coherent insight into the ‘boiler room fraud’
phenomenon. All the info came from public sources. Feel free to quote from this research, with
reference to my name and the title of this e-book. And send me your article.
I encourage you to send your remarks and examples of similar cases to info@boilerroomfraud.be.
Perhaps I will find time to update this research somewhere in the future.
Rewarding and donations are welcome!
If you would like to reward my research please feel free to send a donation on the following bank
account. 30% of your donation will be transferred as a gift to an official good cause with respect to
medical research for epilepsy, because a grandchild of the author´s suffers from this disease.
Name:
Address:
Bank:
Bankaccountnumber:
Reference:

Mr Franciscus Roest
2000 Antwerpen, Belgium
ING
BE75 3770 9005 6251
Reward boiler room book

Buying a printed version of this e-book
I If you would like to buy this monography about boiler room fraud as a printed book please let us
know by sending an email with the subject: “I would like to buy a printed book. “
We will send you an e-mail (because of the delivery costs are different by country) with further
buying information. You can e-mail to: info@boilerroomfraud.be .

Publishing a translated version
If you would like to publish a translated version of this study, Part One and or Part Two, please contact
the author by e-mail info@boilerroomfraud.be , because of © instructions.
Frans Roest on Linkedin
You can find me on LinkedIn with the search button:
Mr. Frans Roest RFA (Boiler Room) fraud researcher.

http://www.stocklaw.com/Securities-Fraud-Blog/2016/November/Gerald-Cocuzzo-Pleads-Guilty-to-Securities-Fraud.aspx,
(2017).
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Appendices

APPENDIX I
Report a scam or unauthorised firm used by FCA in the U.K.
If you suspect you have been contacted by an unauthorised firm or individual carrying out
an FCA regulated activity – who often cold call people – report it to us using the form below.
Please tell us as much as you can about the unauthorised firm or individual who contacted you. If you
have been contacted by several firms or individuals then please complete a separate form for each of
them.
If you think you have lost money to fraud, you should report it to Action Fraud on 0300 123 2040
or online via their website (link is external). FCA-Share fraud reporting form602
On the form below, tell us about the unauthorised firm or individual you are reporting to us and why
you are reporting them. On the next page you will be asked to provide details about yourself..
Because the “Copyright © 2017 FCA. All rights reserved” warning, the ‘Report a scam or
unauthorised firm form’ is no longer published as an appendix.
I refer to the website page
https://www.fca.org.uk/consumers/report-scam-unauthorised-firm, (2017).

602

https://www.fca.org.U.K./consumers/report-scam-unauthorised-firm, (2017). 22/04/2016 Last updated: 14/11/2016.
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APPENDIX II
Webcomplaintform on unlicensed firms used by SFC Hong Kong.603

To report suspicious activities of unlicensed firms or individuals conducting regulated activities,
please complete this form.
Because the “Copyright © 2016. All rights reserved” warning on the website of the Securities and
Futures Commission, the Webcomplaintform on unlicensed firms used by SFC HK is no longer
published here as an appendix.
Please visit the webpage:
https://www.sfc.hk/web/EN/lodge-a-complaint/against-intermediaries-and-market-activities/complaint-form-on-unlicensed-firms/

603

The website SFC.HK was renewed in January 2017, but the form was last updated in 2012.
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APPENDIX IV
Theme Documentaries and Movies
‘Beyond the Boiler Room‘ (2001).
In July 2001, an international police squad burst into a bustling Bangkok office and arrested 80 young
Western expatriates. Those arrested had allegedly been part of an illegal broking operation in which
they "cold called" potential investors with lures of fast money from glamour stocks. It was a classic
example of what's known as a "Boiler Room". We piece together the Bangkok episode and follow the
money trail to discover how the global economy can produce fraud on a global scale. For more
information, or to buy the DVD, visit: http://www.journeyman.tv/9032/documen... Produced by ABC
Australia. Distributed by Journeyman Pictures. https://www.youtube.com/watch?v=X8GBjsyhRp4.
News item: 'Boiler Room Fraud Smashed in Police Raids’, uploaded Feb. 28, 2014.
Hundreds of British victims were allegedly scammed by criminals, who police claim bought fast cars,
designer watches and drugs. Suspected fraudsters who led extravagant lifestyles like Leonardo
DiCaprio's character in hit film The Wolf Of Wall Street by conning victims out of millions of pounds
have been targeted in an international clampdown. http://www.youtube.com/watch?v=6GUw
I6Qm3z4.
Video made by City of London Police, regarding ‘Operation Broadway’: published: 29 Apr 2015.
Operation Broadway is a City of London Police, City of London Corporation and the Metropolitan Police
lead a multi-agency partnership that is clamping down on Boiler Rooms operating across London.
http://article.wn.com/view/2014/04/24/Police_raid_City_offices_and_arrest_traders_in_connection
_wi/, (2015).
Video made by Spanish police regarding arrests made during Operation ‘Rico’ February 2014.
http://www.policia.es/prensa/20140301_1.html, (2015).
Video made by Spanish police regarding arrests made during an operation in October 2014.
http://cadenaser.com/emisora/2014/10/05/radio_madrid/1412464629_850215.html, (2014).
Video made by The Telegraph about the exposure of the J.C. Sterling& Roth Boiler Room.
Video made by The Telegraph regarding exposing Boiler Room J.C. Sterling& Roth, (2015).
http://www.telegraph.co.uk/finance/personalfinance/investing/11557450/The-fake-Ferrari-sharesbeing-flogged-by-sham-adviser-exposed-by-Telegraph.html.
Video made by ABC-News regarding arrest of Boiler Room fraudster and police corruption
investigation in Australia. http://www.abc.net.au/news/2015-05-26/gold-coast-police-investigatedover-protection/6499414 (2015). http://www.abc.net.au/news/2015-05-26/6498048.
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Video made by Holly Christodoulou, 11 October 2016, 7:50. Regarding shocking moments. Heartless
fraudsters film themselves conning an elderly man out of £82,500 in a boiler room scam.
https://www.thesun.co.uk/news/1956763/shocking-moment-heartless-fraudsters-film-themselvesconning-an-elderly-man-out-of-82500-in-a-boiler-room-scam/.
Movies: ’Boiler Room‘ (2000).
The movie Boiler Room is an American crime drama film written and directed by Ben Younger, and
starring, among others, Giovanni Ribisi, Vin Diesel and Ben Affleck. The film is based on interviews the
writer conducted with numerous brokers over a two-year period, and is inspired by the firm Stratton
Oakmont and the life of Jordan Belfort.604
‘The Wolf of Wallstreet‘ (2013).
The Wolf of Wall Street is a 2013 American black comedy film, directed by Martin Scorsese, based on
Jordan Belfort's memoir of the same name. The screenplay was written by Terence Winter, and the
film stars Leonardo DiCaprio as Jordan Belfort, a New York stockbroker who runs a firm that engages
in securities fraud and corruption on Wall Street in the 1990s.605
‘Gold’ (2017)
Gold is a 2017 American Adventure, Drama, Thriller film, directed by Stephen Gaghan .The film is based
on a fraud case. Summary: Kenny Wells (Matthew McConaughey), a prospector desperate for a lucky
break, teams up with a similarly eager geologist and sets off on an amazing journey to find gold in the
uncharted jungle of Indonesia.

604 http://en.wikipedia.org/wiki/Boiler_Room_(film). (2014).
605 http://en.wikipedia.org/wiki/The_Wolf_of_Wall_Street_(2013_film), (2014).
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APPENDIX V

Relevant (government) websites
https://www.iosco.org/
and references to worldwide national authorities:
https://www.iosco.org/about/?subsection=membership&memid=1.
https://www.esma.europa.eu/
and references to Europe national authorities:
https://www.esma.europa.eu/page/Investment-Firms.
https://www.sec.gov/
https://www.investor.gov/
References and links to national fraud authorities can be found on the websites mentioned above.

223

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

ABOUT THE AUTHOR
The author, Mr. Frans Roest, was born in the Netherlands and studied Dutch law and criminology at
the University of Nijmegen from which he graduated in 1983. In April of 1984, he began employment
as a Clerk to the Public Prosecutor’s Office in Arnhem (NL). In 1985, he transferred to the District Court
in Breda, alternating between the positions of Senior District Court Clerk and staff member in the
cabinet of the Chief’s Prosecutor Office, also in Breda. As a Senior District Court Clerk, he processed
complex files dealing with violent crime, and offenses involving firearms and property.
During his tenure he immersed himself into various criminal phenomena and became a useful expert.
As such, he wrote an article in 1987 for the Tijdschrift voor de Politie (Dutch Police Magazine) about
keeping public order with the title: “De rechterlijke bevelen tot handhaving van de openbare orden zijn
zo gek nog niet” (Judicial rulings upholding Public Order make a lot of sense). In 1989, he produced a
study about the complex legislation regarding the possession of firearms in the Netherlands and the
lack of enforcement thereof. Roest warned in another article for the same publication called ”Legaal
vuurwapenbezit in Nederland” (Lawful possession of firearms in The Netherlands) about abuses and
violations with respect to firearm possession within shooting clubs and associations.
In 1991, he published, also in the Dutch Police Magazine, a two-part article about the risks involved
when associating with informants and when infiltrating their circles titled: “Het belonen van
informanten” (Rewarding informants).
Since 1993, Mr. Roest has been closely associated with the subject of dealing with stripping unlawful
gained wealth and asset tracking. In relation to this, his report “Naar een realistisch ontnemings-beleid”
(Towards a realistic confiscation policy) appeared and he was recruited as an expert in confiscation
legislation at the District Court in Breda.
In the period from 1996 and through 2008, Mr. Roest spent part of his spare time as a secretary of the
Geschied- en Heemkundekring Zwalm (Regional geography and history association of Zwalm) and as a
chief editor of ‘De Zwalmgalm’ periodical. Applying his keen interest in history and using his experience
in criminology, he wrote scores of articles with respect to local history sharing common ground with
the Belgian municipality of Zwalm.
In 2003, Mr. Roest transferred to the newly founded ‘Functioneel Parket’ (District Crown Attorney) at
the time a complex specialized fraud fighting unit of the Public Prosecutor having national coverage.
Since then, his line of work has only been fraud fighting which involved several specialised studies and
courses, among which financial investigation at the LSOP and banking at the NIBESVV.
In 2004, Mr. Roest attended a course in Forensic Auditing at the UAMS in Antwerp. As a result, he
became a Registered Fraud Auditor member of the Belgian Institute of Fraud Auditors (IFA) since 2008.
When Mr. Roest encountered his first complex investment fraud case in 1999, he immersed himself
into the phenomena of investment fraud, was and became a member of various work groups and
penned several policy advices on the subject, among which the founding of the Fraud Help Desk
(realized in 2010).

224

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

After a number of several smaller publications on account of interviews, his book “Beleggen in
gebakken lucht”, subtitled: “herkennen, bestrijden en voorkomen van fraude met
beleggingsproducten” was published in Dutch in 2009 by Kerckebosch Publishing. Concerning the
subject of Administrative Enforcement, he was able to invoke the help of the expert drs. R. Stijnen,
MA.
Since 2001, Mr. Roest has been professionally involved with several fraud cases and assists the public
prosecutor in these specific matters as well as the general fraud investigative practice. All of his
publications, however, are independently written as a private person, including this study about Boiler
Rooms.
At the request of criminal investigating agencies and training institutes, Mr. Roest conducts
presentations dealing with the approach to and distinguishing characteristics of investment fraud.
Since May 18, 2016, Mr. Roest has been assigned to the Ministry of Economic Affairs, State Department
RVO-Netherlands, in The Hague. He has been requested, among other things, to tighten up and
increase the emphasis of RVO-Netherlands' fraud policy. Furthermore, he will focus on analysing and
reviewing tangible fraud reports.

225

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

NOTES

226

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

227

Frans Roest: Share Fraud & Boiler Room Scams Exposed
Not FOR Sale Edition, buy the original version only 10 Euro.
__________________________________________________________________________________________

About this book
Boiler room fraud is a particular form of investment fraud in which social engineering techniques are
applied to lure potential victims by telephone, email, fax, or any other communication means, and to
convince them through high pressure sales tactics to purchase ‘penny stock’ shares that are being
traded on OTC platforms. Different commodities can be offered for sale as well.
Investors are told that huge profits can be realized while in truth the focus of the boiler room is to
defraud and swindle those who purchase these shares and/or commodities. Practice shows that it is
predominantly the elderly who fall victim to boiler room swindles.
This book describes:

•
•
•
•
•

how internationally organized boiler rooms function;
and how their operations may be detected based on certain ‘red flags’;
recommendations to (inter)national law enforcement agencies to step up cooperation
among their domestic and foreign counterparts in this battle against boiler room fraud;
Several examples of successful and not so successful actions against boiler room swindlers;
Since malicious FOREX and binary options firms approach prospective clients from ‘call
centers’, a description of this phenomena has also been included.
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